PAGE  
7

Open Collaborative Research
Title: What users need from policy systems

Summary: Policy management research at IBM will help create systems that ensure the security and privacy of information belonging to citizens, patients and customers.
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Information: Our education, healthcare and financial transactions depend on the safe collection and transmission of it. Open Collaborative Research at IBM is funding a security and privacy project that matches IBM and academic researchers who are creating policy management systems that protect access to sensitive information about patients, customers and citizens. Clare-Marie Karat, human-computer researcher at IBM:

"You know, we really are using this funding to begin this collaboration with some key universities, with professors who have expertise in this area -- to get a foothold here and to grow the community. These professors are starting to accept graduate students into their program using this funding and to focus on this type of research."

Listen as Clare-Marie Karat and her colleague John Karat talk about an open-source research project that is developing the policy solutions we need to work effectively as a society.

I'm Clare-Marie Karat and I'm a social psychologist by training and I've been interested in human-computer interaction and doing research in this area for IBM for about 20 years.

Now, in the last few years, we've gotten very interested in the area of policy. As organizations are storing more and more information, and legislation has come along – like HIPAA [Health Insurance Portability and Accountability Act], which makes some requirements for how people deal with personally identifiable information – the need has been arising to be able to manage systems and configurations in a more usable manner. That's how we got into this space.

I'm John Karat. I'm a cognitive psychologist. I've been with IBM for 25 years, 20 of which has been here at Research. And I do work generally in human-computer interaction.
A couple of years ago, the OCR [Open Collaborative Research] projects were sort of an idea of the Research division to try and foster better collaboration between IBM researchers and researchers in academic settings. We put together a proposal to examine policy management technologies and approaches, and we confined our scope to security and privacy areas.

Our team had been working on a natural language policy workbench, which enables people to author policies in natural language and extracts elements from those and creates executable stuff from that.

Another group under Seraphin Calo and Jorge Lobo was doing policy analysis technologies – so that, given a formal representation of a policy, how might you tell whether or not there are policy rules that are in conflict or redundant?
So with those two views, we looked to academic partners that we had had experience with. And so Lorrie Cranor at Carnegie Mellon was somebody that we had encountered in our early efforts in privacy. Lorrie is an example of a computer scientist who has guided her technology research at making the technology understandable for people. So she was behind developing the P3P standard, which is intended to give Websites a clear, concise expression of what their privacy policy is rather than this sort of long legal statements that you get sent in the mail all the time.
And Elisa Bertino at Purdue is somebody that Jorge Lobo and Seraphin had worked with. Jorge and Seraphin on the IBM side are much more hard-core algorithm-oriented computer scientists.
Clare-Marie and I are sort of the real behavioral scientists within the project. 
CLARE-MARIE KARAT: Yes.

JOHN KARAT: And so this whole package of people who were looking at policy: from when an organization might want to protect the data or limit the accesses to its resources to certain people under certain conditions, and on through authoring, to analyzing the policies, to enforcing the policies in technology, enabling people to check for compliance.

CLARE-MARIE KARAT: This year we have ten projects outlined in the policy framework area, and people from IBM and from the academic institutions are sprinkled across those ten projects.

A number of our colleagues who’ve gotten interested in human-computer interaction are former computer scientists who had been on teams that developed products that no one wanted to buy.

When you don't focus on the user who’s going to use that technology, you can often go off on a tangent and build something that really doesn't fit the requirements of the people who are going to use it.

Each year we’ve taken our policy prototype out into the field to meet with potential customers in banking/finance, in healthcare and in the government. And it’s been so interesting to see their reaction. It’s been very strong – not mild – but very strong – that this is absolutely what they need. The business side of organizations need to be able to talk to the IT side of the organization. And being able to have policy represented in natural language, which everyone in the organization can read and understand, is just a huge breakthrough.
We're a multi-disciplinary team. And that's really what it takes to solve these complex problems.

JOHN KARAT: What we have done is start from the position that people have policies formed in their heads and they form them in their heads in language. And so can we create a system that understands the language people might have when they go about expressing their policies?
The second is, organizations have big policies composed of lots and lots of rules. And for people to understand how a collection of rules works together involves understanding whether or not rules might be in conflict, whether they might be redundant with one another, whether they properly cover some areas that you might want to be writing rules for.

That involves taking formal representations of rules and doing analysis of them. So that's where the algorithms and the challenges come in there.

Then once you have good sets of policies, how do you implement them? That can include things like having policies move with your data. So that if you have sensitive information that travels over the Internet or from one computer system to another, and you have a policy that describes who can use that medical information for what purposes, once the information travels somewhere else, you don't want the policy left behind. You want the policy to go with the data.

CLARE-MARIE KARAT: When we look at the policy space, we think of it as having three major pillars. Technology is one of them, but the other two that are just as critical are the people and the business processes within an organization.

The employees have to be educated and informed about how to handle sensitive information. The business processes about how we do things – working with our Business Partners and customers – those have to be set up to support that policy. And the technology that our teams are developing and that this project is about is to help facilitate doing that.

This is, I think, part of IBM giving back to the world in that, you know, we really are using this funding to begin this collaboration with some key universities, with professors who have expertise in this area to get a foothold here and to grow the community.

These professors are starting to accept graduate students into their program using this funding and to focus on this type of research. So we're really growing the future researchers who can help extend this research and get us to the solutions we need to work effectively as a society.
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