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Abstract

Programming,understanding,andtuningtheperformance
of large multiprocessorsystemsis challenging. Experts
have dif�culty achieving goodutilization for applications
on large machines. The task of implementinga scal-
ablesystemsuchasan operatingsystemor databaseon
largemachinesis evenmorechallenging.And theimpor-
tanceof achieving goodperformanceon multiprocessor
machinesis increasingasthenumberof coresperchip in-
creasesandasthesizeof multiprocessorsincreases.Cru-
cial to achieving goodperformanceis beingableto under-
standthebehavior of thesystem.

We have developedan ef�cient, uni�ed, andscalable
tracing infrastructurethat allows for correctnessdebug-
ging, performancedebugging,andperformancemonitor-
ing of an operatingsystem. The infrastructureallows
variable-lengtheventsto be loggedwithout locking and
providesrandomaccessto the eventstream.The infras-
tructureallows cheapand parallel logging of eventsby
applications,libraries, servers, and the kernel. The in-
frastructurewasdesignedfor K42, a new open-sourcere-
searchkernel designedto scalenearperfectly on large
cache-coherent64-bit multiprocessorsystems.The tech-
niquesaregenerallyapplicable,andmany of themhave
beenintegratedinto theLinux TraceToolkit. In thispaper,
wedescribetheimplementationof theinfrastructure,how
weusedthefacility, e.g.,analyzinglock contention,to un-
derstandandachieveK42'sscalableperformance,andthe
lessonswelearned.Theinfrastructurehasbeeninvaluable
to achieving greatscalability.
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1 Intr oduction

Theimportanceof beingableto understandthebehavior
of a systemin orderto achieve goodmultiprocessorper-
formancehaslong beenunderstood.As multiprocessors
have grown in complexity, understandingsystembehav-
ior hasbecomemoreimportant.Many operatingsystems
did not containin their original designa mechanismto
understandperformance.Many times,as thosesystems
evolved,differenttailoredmechanismswereimplemented
to examine the portion of the systemthat neededeval-
uation. For example, in Linux, there's a device-driver
tracinginfrastructure,onespeci�c to the �le system,the
NPTL tracefacility, one-off solutionsby kerneldevelop-
ers for their own code,plus more-generalpackagesin-
cluding opro�le, LKST, andLTT. Even commercialop-
eratingsystemsoften had several different mechanisms
for obtainingtracinginformation,for example,IRIX had
threeseparatemechanisms.Someof thesemechanisms
wereef�cient, but oftenthey wereone-off solutionssuited
to a particularsubsystemandwerenot integratedacross
all subsystems.

Part of the dif�culty in achieving a commonandef�-
cient infrastructureis that therearecompetingdemands
placedon the tracing facility. In addition to integrating
the tracing infrastructurewith the initial systemdesign,
we have developeda novel set of mechanismsand in-
frastructurethatallows us to usea singlefacility for cor-
rectnessdebugging,performancedebugging,andperfor-
mancemonitoringof thesystem.Thekey aspectsof this
infrastructurearetheability to log variable-lengthevents
in per-processorbufferswithout locksusingatomicoper-
ations,andgiventhosevariable-lengthevents,theability
to allow randomaccessto the datastream. The infras-
tructurewhenenabled,is low impactenoughto be used
without signi�cant perturbation,and when disabledhas
almostno impacton thesystem,allowing it to remainal-
waysreadyto beenableddynamically.

The K42 project[2] is developing a new open-source
operatingsystemkernel incorporatinginnovative mech-
anismsandpoliciesandmodernprogrammingtechnolo-
gies.K42 is designedto scaleup to 64-bit machineswith
thousandsof processorsanddown to ubiquitous2- to 8-
way multiprocessors.Our goal is to startwith a “clean



slate”andexaminethesystemstructureneededto achieve
excellent performancein a scalable,maintainable,and
extensiblesystem. Although we wantedto designfrom
scratch,we couldnot, anddid not wantto, implementall
aspectsof anoperatingsystemfrom scratch.Further, re-
quiringapplicationsto usea new API would makeexper-
imentingwith the systemunpalatableto potentialusers.
We thereforedid not introducea new personality, but in-
steadmadeK42 fully Linux API- andABI-compatible[1].

Becausewedesignedthesystemfrom scratch,wewere
ableto integratetracingandperformancemonitoringfrom
theearlieststages,allowing anef�cient, uni�ed, andscal-
ablefacility. Providing this integrationin amatureoperat-
ing systemis possible,but tendsto becomplicatedby in-
dividualdevelopershaving grown accustomedto thetrac-
ing/analysismechanismsof their subsystems.K42's in-
frastructureallowscheapandparallelloggingof eventsby
applications,libraries,servers,andthekernel.This event
log maybeexaminedwhile thesystemis running,written
outto disk,or streamedoverthenetwork. Post-processing
toolsallow theeventlog to beconvertedto ahumanread-
ableform or to bedisplayedgraphically. Locklesslogging
is akey featureyieldingveryef�cient tracing,andtheuni-
�ed infrastructureallows the facility to remaincompiled
into thesystem.

We have written a setof traceanalysistools, including
onedesignedto allow graphicaldisplayof thedata.While
thetoolsarenot thefocusof this paperthey demonstrate
the power the datacanprovide. The descriptionof how
weusethemalsoprovidesinsightinto how wetunedK42
to achievegoodscalableperformance.Oneof thetoolsal-
lowedus, for example,to evaluatelock contentionon an
instanceby instancebasis.It is hardto understatetheim-
portanceof beingableto graphicallyview thedata.This
capabilityhasallowedusto observeperformancedif�cul-
ties thatwould otherwisehave goneundetected.In addi-
tion to performancetuning,aswe have mentionedabove,
the datacanbe usedfor correctnessdebuggingandper-
formancemonitoring.

Therestof thispaperis organizedasfollows. Section2
de�nes the goalsof K42's tracing facility and the tech-
nologywe usedto achieve them.Section3 describesour
implementationusingatomicprimitivesto avoid locking
to log variable-lengtheventsandprovide randomaccess
to thedatastream.In Section4 wedescribehow thetools
usedthe datageneratedby infrastructureto help us tune
K42's performanceand to debug the system. This sec-
tion demonstratestheimportanceof having very ef�cient
traceeventsalwaysin thesystemandavailableto bedy-
namicallyenabled.Section5 discussesrelatedandfuture
work. Section6 concludes.

2 Goals

The tracing infrastructurein K42 was designedto meet
severalgoals.Thecombinationof mechanismsandnovel
technologywe employed allowed us to achieve the fol-
lowing:

1. Provide a uni�ed set of events for correctnessde-
bugging,performancedebugging,andperformance
monitoring.

2. Allow eventsto be gatheredef�ciently on a multi-
processor.

3. Allow ef�cient loggingof eventsfrom applications,
libraries,servers,andthekernelinto a uni�ed buffer
with monotonicallyincreasingtimestamps.

4. Havetheinfrastructurealwayscompiledinto thesys-
tem allowing datagatheringto be dynamicallyen-
abled.

5. Separatethecollectionof eventsfrom their analysis.

6. Have minimal impacton thesystemwhentracingis
not enabled,andallow for zeroimpactby providing
theability to ”compileout” eventsif desired.

7. Provide cheapand�e xible collectionof datafor ei-
thersmallor largeamountsof dataperevent.

In addition to a uni�ed tracing infrastructure,there
areotherperformanceevaluationmechanismsthatcanbe
usedto understandoperatingsystemandmachineperfor-
mance.Thesefall into two classes:1) operatingsystem
counters/recordkeepingdata, e.g., the numberof page
faults in a given processand2) hardwarecounters,e.g.,
cachemisses.Both of thesemechanismsareoutsidethe
scopeof the tracingfacility, thoughtraceeventsmay be
usedto log information gatheredby suchcountersand
lateranalyzed.

By doing so, the trace infrastructuremay be used
to study memory bottlenecks,memory hot-spots,and
otherI/O interactionsby logginghardwarecounterevents.
e.g. cache-linemisses.Integratingthehardwarecounter
mechanismandthetracinginfrastructureallowsthecoun-
ters to be sampledand understoodat various stages
throughoutthe programsor operatingsystemsexecution
yieldinga betterunderstandingof systembehavior.

Locklessevent logging for achieving goals1-4 and 7

The ability to log with acquiringany locks,eventshelps
achievemany of thegoalswesetfor K42's tracinginfras-
tructure. Becauselogging is cheapanddoesnot require
locks, it can be usedfor purposesrangingfrom perfor-
mancemonitoring to correctnessdebugging. The lock-
lessnatureof the logging is a key aspectto being able

2



to sharea singleuni�ed buffer acrosskernel,application,
andserver space.Further, the locklessalgorithmallows
variable-lengtheventsto be logged, facilitating logging
smallor largeevents.

Usinga singlebuffer andlocklessevent logging intro-
ducespotentialintegrity andsecurityissues.The buffer
integrity issuesare discussedin detail in Section 3.1.
Our algorithm guaranteesuserscannotcausethe kernel
to crashor performan errantwrite. Userscan,however,
write over partsof the buffer containingkernelor other
userdata. Therefore,this schemeis not suitablefor au-
diting applications. Securityconcernsof a userhaving
accessto anotheruser's or kernel'sdatacanbeaddressed
by backingthe tracebuffer of eachprocesswith differ-
entunderlyingphysicalmemorysimilar to therelayfs[18]
channelschemein Linux.

Flexible and uni�ed events for achieving goals1 and
5-7

Other operatingsystemshave useddifferent infrastruc-
tures to gatherevents for correctnessdebugging as op-
posedto performancedebuggingor monitoring the sys-
tem.Someevenhavemultiplewaysto gatherinformation
for eitheror bothof performancedebuggingandmonitor-
ing. Thereis a trade-off in determiningthe numberand
kind of tracingfacilities to incorporate.If the tracingfa-
cility is tailored to the speci�c needsof what it will be
usedfor, thenit will morecloselymatchrequirementsof
thatuse(correctnessdebuggingfor example).

Wecontend,however, thatauni�ed and�e xible system
canprovide the samecapabilitieswhile yielding advan-
tages.Multiple systemsfor gatheringeventshaveacouple
of disadvantages.In placeswhereaneventis importantto
multiplesystems,morethanoneeventneedsto belogged.
Also, to log thateventcorrectlyat eachtracepoint in the
code,theprogrammerhasto know whichsystemtheevent
is intendedfor. This placesanunnecessaryburdenon the
programmerandcanleadto errors. In codewith multi-
ple tracesystems,it is typical to �nd morethanoneevent
loggedat placesthroughoutthe codecausingadditional
negative performanceimplications. Multiple trace logs
complicatepost-processingtools. Designingone�e xible
ef�cient systemprovidesbetterperformance,is simplerto
codeandsimplerto update,andyieldsmoreunderstand-
abletracelogs.

With the uni�ed K42 tracing infrastructure,the pro-
grammerlogsall importanteventsto asingletracebuffer,
and separately, analysistools using the datacan decide
which eventsto display for a given purpose. Having a
uni�ed facility allows a single checkto be appliedover
all thetracingeventsto determinewhetherto traceor not,
therebyreducingtheimpactonthesystemwhentracingis
inactive. A singlefacility alsoprovidesamoreconvenient

mechanismby which to compileoutall events.
Oneof thekey advantagesto a uni�ed facility is illus-

tratedby an examplefrom our experience. In a partic-
ular performancedebuggingsession,we wereobserving
long lock hold times from our lock contentionanalysis
(seeSection4.6). Becausewe hadintegratedscheduling
events(in somesystemsthesewould be differentmech-
anisms),we were able to see that there were context
switchesbetweenthe lock acquireandreleaseeventsal-
lowing us to understandwhat was actuallyoccurringto
causetheunexpectedlong hold times.

User-mappedper-processorbuffers and control struc-
tur esfor achieving goals2 and 3

In K42, good multiprocessortracing performanceis
achieved by storingall the frequentlyreferencedtracing
datastructuresin memoryboundto a speci�c processor.
This allows all accessesto tracestructureson separate
processorsto beindependent,therebyyieldinggoodscal-
ability. To allow fast logging of eventsfrom userspace,
thesecontrol structures,containingfor examplethe cur-
rent index, andthe tracebuffers themselves,aremapped
into eachapplication'saddressspace.Onhardwarearchi-
tecturesallowing it (e.g. PowerPC,MIPS), timestamps
areobtainedvia acheapuser-level interface.

A processmaybemigratedin themiddleof logginga
traceevent,potentiallygarblingthebuffer on oneor both
of the processorsinvolved in the migration. Thoughwe
have a coupleof solutions(disablingmigration, or just
ensuringall datais written to theold buffer) we have not
implementedthemin K42 becausetheprobabilityof this
occurringis reducedbyK42'semphasisonlocality, K42's
Linux emulationlayer[1], andthefactthatkernelthreads
donotmigrate.

Variable-length eventsfor achieving goals1 and 7

Eacheventloggedin K42 canbeof adifferentsize.There
are trade-offs betweenusing �x ed-lengthor variable-
lengthevents.Fixed-sizeeventsallow for simplerlogging
andreadingout astheconsumerof eventsalwaysknows
thestartingpoint of anevent. This allows validity bits to
be used,andallows invalid eventsto be skipped.Fixed-
lengtheventsallow easyrandomaccessto thedatastream,
aidingreadinganddisplayinglargetrace�les. Thedisad-
vantagesof �x ed-lengtheventsarethat they wastespace,
they take longerto write (to disk or network) becauseex-
tradataneedsto bewrittenfor shortevents,andthey make
it complicatedto log datathatis largerthanthe�x edsize.
K42 obtainsthe bene�ts of variable-lengtheventswhile
retaining randomaccessibility. It doesso by ensuring
that eventsnever crossmedium-scalealignmentbound-
aries.Weinsert�ller eventsasnecessaryto aligntheevent
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stream.Traceanalysistoolscanskip to any of thealign-
mentpointsin a largetrace. This techniqueprovidesthe
advantagesof variable-lengtheventsandstill allows fast
accessto all partsof a large trace(moredetailsin Sec-
tion 3.2).

Major and Minor IDs and a single word trace mask
for achieving goals4-6

Traceeventsareassignedmajorandminor IDs. By lim-
iting the numberof major classesto 64, a single com-
parisonof a majorclassbit againsta tracemaskvariable
candeterminewhetheran event shouldbe logged. The
major ID is a constantvalue,andbecausethetracemask
variableis frequentlyreferencedit remains“hot” andno
cachemissesareincurred. This providesan inexpensive
methodfor determiningwhetherto log anevent,allowing
theinfrastructureto alwaysbecompiledin. As described
in Section4, in K42 we left the tracinginfrastructurein,
but inactive,evenwhengatheringbenchmarkingresults.

3 Implementation

There are several key aspectsto achieving ef�cient
variable-lengthevent loggingfrom kernelanduserspace
on a multiprocessor. In this sectionwe describethelock-
lessloggingalgorithm,ourvariable-lengtheventstrategy,
andsomedetailsof K42'stracinginfrastructure;morede-
tails canbefoundin Auslanderet. al.[3]

3.1 LocklessEvent Logging

Previous locklessloggingschemes[15] used�x ed-length
eventswith valid bits. As describedin Section2 there
areseveraladvantagesto usingvariable-lengthevents(as-
sumingtherandomaccessproblemis solved). In K42 we
designedandimplementedanalgorithmto allow usto log
variable-lengtheventswithout locking.

Conceptually, eachprocessattemptsto reserveenough
spacein the buffer immediatelyafter the current index
for the event it intendsto log. Oncethe processmakes
a successfulreservation, it may proceedto log its data.
To reserve space,a processattemptsto atomicallyincre-
mentthecurrentindex usinga compare and store .
The processthat successfullyincrements(asdetermined
by thereturnvalueof thecompare and store oper-
ation) the index hasthe right to proceedto log datainto
the buffer. Failing processesretry. Figure 1 shows on
the left, in step1, two processes,A andB, attemptingto
log eventsof differentlengthsafterthecurrentindex from
the initial con�guration in step0. Eachprocessattempts
to atomically incrementthe currentindex by the sizeof
theeventbeinglogged. The winner, in this caseprocess

B, will log the event immediatelyfollowing the old cur-
rentindex (seestep2). Thiswill befollowedby process's
A data,assumingno othercompetingprocessesattempt
to log more data (seestep3). Becauseit is important
to guaranteemonotonicallyincreasingtimestamps,pro-
cessesmust re-determinethe timestampduring eachat-
temptto atomicallyincrementtheindex. If thetimestamp
wasnotdeterminedaspartof theatomicreserveoperation
thenthat processmay be interruptedby anotherprocess
executethis codeandget the next slot in the buffer, but
obtainsanearliertimestamp.

The memory for logging traceevents is logically di-
vided into buffers. The size of this buffer in K42
determinesthe alignment boundarymentionedearlier.
Once a buffer is full, the logging facility proceedsto
the subsequentbuffer, and the previous buffer is avail-
able to be written out (to disk or network). The
pseudocode appearsin Figure 2 and completeopen-
sourceC codecan be obtainedby downloadingK42 at
http://www.research.ibm.com/K42.

Although the locklessschemehasgoodperformance,
therearepotentialcomplicationsthatarisefrom usingthe
algorithm.A process'sexecutionmaybeinterruptedafter
it hasreservedspaceto log anevent,but beforeit actually
performsthe log. Theinterruptioncanoccurbecausethe
processis preempted,blocksfor a long time, or is killed.
Dependingon when (wherein the sequenceof codein
Figure2) theprocessis interrupted,differentproblemsoc-
cur. If theprocesshashadachanceto write thetraceevent
header, but not thedata,thenonly thedatawill be unre-
coverable.If, however, theprocesshasnot yet loggedthe
eventheader, thenit is possibletherestof thebuffer will
be uninterpretable(our tools have waysof handlingthis
situation). Only by locking, making the kernelperform
the log, anddisablinginterruptscanthis problembepre-
vented(thereare low-level kernelevents,in kernelcode
thatrunsdisabled,thatwouldstill exhibit theproblem,for
exampletracingNMIs - Non-MaskableInterrupts).There
areasetof possiblemethodsto amelioratethedif�culties.

If the process's executionwas interrupteddueto pre-
emption,thenit is likely theprocesswill run againsoon
and�nish �lling in theeventbeforeanotherentitynotices,
thusposingno real problem. If the processwas killed,
thenthe datawill not �nish being logged. The last line
of pseudo-codedetectsthis situation. The traceCom-
mit function updatesa per-buffer count of the amount
of datathat hasbeenloggedto that buffer. The countis
zeroedduring the start new buffer code. When
the coderesponsiblefor writing the data(to a network
stream,�le, etc.) writes this buffer, it can comparethe
amountof data logged to this buffer, with the buffer's
sizeandreportan anomalyif they do not match. If the
processwasinterruptedbecauseof a long-blockingoper-
ation, it is possiblethat both the currentbuffer will not
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Figure1: Illustrationof LocklessEventLogging
traceReserve(length, *indexPtr, *timestampPtr)

integer: oldIndex, newIndex
TrcCtl: *trcCtlPtr

update trcCtlPtr
do

oldIndex = trcCtlPtr->index
newIndex = oldIndex + length
if (newIndex >= buffer end)

traceReserveSlow(length, indexPtr, timestampPtr)
// generates filler event, sets timestamp, moves to new buffer

return
*timestampPtr = getTimestamp()

while (!CompareAndStore(&(trcCtlPtr->index) , oldIndex, newIndex))
*indexPtr = oldIndex & INDEXMASK // confine index to buffer bounds

traceLog(majorID, minorID, data)
integer: index, timestamp, length

length = length of data + 1 // for header word
traceReserve(length, &index, &timestamp)
trcArray[index] = logTraceEvHeader(timestamp, length, majorID, minorID)
trcArray[index+1 ... index+length-1] = data
traceCommit(index, length) // optional, see explanation in text

Figure2: PseudoCodefor LocklessEventLogging

have enoughdatalogged,andthat thesamebuffer, when
reusedin thefuture,will havetoomuch(becausethelong-
blockedprocesswasunblockedandloggeddatainto a re-
cycledbuffer). Again theper-buffer countscandetectthis
situation.

The chanceof an error is small andhighly dependent
on theapplicationmix thatis run. For largescienti�c ap-
plicationsrunningone threadper processor, sucherrors
will not occur. Theprobabilityincreaseson systemswith
a high degreeof multiprogramming,i.e., thosecontext
switchingbetweenmany applications.We have run en-
tire benchmarksuiteswithout incurringany errors. With
high probability(it is unlikely thatrandomdatawill have
the correctformat of a traceevent header)errorscanbe
detectedby thepost-processingtools.

We have also consideredother cheaper(than locking
anddisabling)mechanismsto eliminatesucherrors. In
addition to a per-buffer count there are other possible
waysto detector minimizetheoccurrenceof garbleddata.

For example,it is possibleto seta �ag in a processdata
structureandhavethekernelavoid �nishing killing apro-
cessif this �ag is set. Otherpossibilitiesincludecheaply
zero-�lling a buffer beforeuse,or keepinga sidearrayof
valid bits for theheaderdata.

In practice,theprobabilityof garblinga buffer, andthe
easewith which toolscanhandlethesituation,reducesits
importanceexceptperhapsin mission-criticalcodewhere
obtainingeveryeventis necessary.

3.2 Additional Tracing Infrastructur e

Variable-length events with random accessto data
stream

As describedin Section2, variable-lengtheventshavead-
vantagesover �x ed-lengthevents. They allow moreef-
�cient writing of data,andthey allow large eventsto be
easilyandef�ciently logged.However, they interferewith
the ability to randomlyaccessthe datastream. Tracing
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�les canbecomelarge; gigabytesper processoris com-
mon. Post-processingtools shouldnot be forcedto scan
throughtheentire�le whentrying to display, for example,
a middle5 secondsof aprogram'sexecution.

In K42 we allow both variable-lengtheventsandran-
domaccessto the�le by ensuringthateventsnevercross
medium-scale(much larger than event sizes,but much
smallerthan�le sizes)alignmentboundaries,e.g.128KB
boundaries.We insert �ller eventsasnecessaryto align
theeventstreamat thesepoints. Traceanalysistoolscan
skip to any of the alignmentpoints in a large traceand
can begin interpretingevents from that point. A �ller
event is just a headerwith a lengthequalto the remain-
derof thecurrentbuffer; nodataneedbelogged.Wehave
foundempirically that30 to 40 percentof eventsendex-
actlyonabuffer boundaryandbecausetherearevery few
eventslargerthan4 64-bit words,this alignmentin prac-
tice wastesvery little space.

Thistechniquedoesnotprovidecompletelyrandomac-
cess,but is a closeenoughapproximationthat it allows
post-processingtools to make it appearto the end user
thatthestreamis completelyrandomaccess.

Detailsof the Implementation

In this section,we presentenoughdetailsof the tracing
infrastructureto allow an understandingof the different
usesof thefacility presentednext. Moredetailis available
in ourPerformanceMonitoringwhitepaper[3], andin the
codeitself.

Traceeventsareassignedmajorandminor IDs, with a
maximumof 64 major IDs. Tracelog statementsresolve
to in-line functionsthat checka 64-bit tracemaskto de-
termineif tracingof aparticularmajorID is currentlyen-
abled.Thus,no functionscallsaremadein thecasetrac-
ing is disabled.Further, the major ID is a constant,and
thefrequentlyusedtracemaskremainshot,soin practice
nocachemissesoccur.

A traceeventis brokenup into aseriesof 64-bitwords.
The �rst word contains32 bits of timestamp,10 bits in-
dicating the length,6 bits for the major ID, and16 bits
of major-class-de�neddata, typically a minor ID. Fol-
lowing the �rst word are 0 or more 64-bit datawords.
We choseto log only 64-bit wordsbecauseon somear-
chitecturessmallerloadscanbe expensive, andbecause
the vastmajority of databeing loggedare64-bit values
or addresses.Macrosprovided with the tracing facility
will packmultiple smallerquantitiesin one64-bit tracing
word, if needed.

The major ID classi�cation also provides ease of
addingadditionalevents. Major classesare associated
with subsystemswithin theoperatingsystem,traceMem
for thememorysubsystem,traceProc , andtraceIO ,
etc. Whenan additionalevent is added,only �les in the

affectedsubsystemneedto berecompiled.Per-major-ID
macrosallow eventswith aconstantnumberof datawords
to be loggedef�ciently , without theuseof variableargu-
mentfunctions.Eventswith non-constant-lengthdataare
loggedusinga genericfunctionpermajorID.

Ef�ciency of the Implementation

In additionto designingper-processorbuffers to achieve
a scalablemultiprocessorimplementation,we have care-
fully constructedthe logging of eachindividual event to
beasoptimizedaspossible.Further, to achieve our goal
of alwaysleaving the tracingstatementsin the code,the
maskprovidesa cheapway to determinewhetherto log
aneventor not.

The costof checkingthe tracemaskis 4 machinein-
structions.Whenrunning,andevenwhenbenchmarking
K42, (for example, seethe SPECSDET graph in sec-
tion 4) we leave thetracestatementsin. Theoverall per-
formancedegradationis lessthan1 percent.

The majority of traceeventsare loggedfrom C code.
Logginga traceeventin C takesbetween70and80Pow-
erPCinstructions.A 1-word 64-bit eventrequires91 cy-
cles ( 100 ns on a 1GHZ processor)with 11 cycles for
eachadditional64-bit word logged.We have not yet im-
plementedoptimizedassemblercodefor generatingtrace
events,exceptoncritical codepathsthatarealreadycoded
in assembler. On thesehand-optimizedpaths,logging a
traceeventrequiresabout30 instructions,including6 in-
structionsto updatetheper-buffer count.

4 Usesand Lessons
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Figure3: Resultsof runningSDETonK42 andLinux on
a24-waymultiprocessor

Thetracingfacility hasbeeninvaluablein helpingusto
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achieve goodscalability. Someof the importantfeatures
thathaveallowedthefacility to besoeffectiveareits low
perturbationwhenenabled,allowing usto traceinforma-
tion like lock contention(seeSection4.6) or a �ne-grain
breakdown of thecostsof differentsystemcalls(seeSec-
tion 4.7). In addition,developershave usedits features
for correctnessdebugging(seeSection4.2). We have de-
velopedgraphicaltools to display the dataas well (see
Section4.3). Someof the technologyfrom K42's trac-
ing infrastructurehasbeenincorporatedinto Linux (see
Section4.1).

In this sectionwedescribehow wehaveusedthefacil-
ity to allow us to improve scalability in K42. The tech-
niqueswe appliedareapplicableto supercomputingsys-
temsin general. The useof per-processorbuffers, non-
lockingatomiceventlogging,cheapuser-spacelogging,a
singleuni�ed structure,etc.,aretechniquesthatcouldbe
appliedin systemsotherthanK42 andLinux.

Webegin thesectionby describingourexperiencewith
the tools on a speci�c application. Figure 3 is a graph
showing ourexperimentbasedon theSPECSDET(Stan-
dardPerformanceEvaluationCorporation'sSoftwareDe-
velopmentEnvironmentThroughput)benchmark.Brie�y ,
this experimentrunsa seriesof independentscriptsthat
simulatea typical Unix time-sharedenvironmentby run-
ning commandssuchasawk, grep , andnroff . More
detailsof the experimentmay be found in Appavoo et.
al.[1]. As evidenceof thelow impactof thetracinginfras-
tructure,the datafor the K42 graphshown in this �gure
wastakenwith thetraceinfrastructurecompiledin.

Whenwe madeour �rst measurementsof this experi-
ment,K42'sperformancedid notscalewell. ThoughK42
wasdesignedto scalenearperfectly, quick or incomplete
implementationsof differentcodepathsled to poorscal-
ing. Further, our uniprocessornumberswereworsethan
Linux's. The challengeof achieving the performanceil-
lustratedin Figure3 requiredutilizing thedatatracingin-
frastructureandseveralof thetoolsdescribedthroughout
this section.

The graphicstool helpedus discover several perfor-
manceproblems. With it we noticedlarge idle periods
on many processorswhenthe benchmarkstarted.These
idle periodswereclearlyvisible usingthegraphicsvisu-
alizerbut would have beendif�cult to discover via other
methods.Theexcessive idle periodswerecausedby poor
coordinationbetweenthetiming andstartroutinesof the
benchmark.Anotherhelpful featureof the graphicstool
wasthe its ability to displaythroughoutthebenchmark's
executionthe pointsat which particulareventsoccurred,
thusallowing a senseof the benchmark's behavior to be
achievedrapidly. In a similarmanner, we usedthegraph-
ics visualizerto help us determinewhat happenedwhen
our lock behavior degradedabruptly.

It wasthe lock analysistool, which allowed us to un-

derstandandpinpointthebottlenecklocks,thatprovedto
be most valuablein helping us achieve scalability. We
wentthroughaseriesof iterationswhereweusedthelock
analysistool to determinethemostcontendedlock in the
system,�x edit, andthenranthetool againto identify the
next mostcontendedlock. We performedthis operation
until therewerenomoreseriouslycontendedlocks.

We alsousedtracingto studyour uniprocessorperfor-
manceusinga tool that producesa �ne-grainedanalysis
of elapsedtime. A breakdown of pagefaults indicated
that we neededto improve fork performance,which we
accomplishedby replicatingstatelazily in thechild after
afork. Thetool alsoallowedusto understandwhetherthe
behavior degradation(with respectto Linux) wascoming
from theusercode,ourLinux emulationcode,or ourker-
nel code. Throughoutthe process,the singletracing in-
frastructurewas able to provide the dataneededby the
varioustoolsdescribedin this section.

It is interestingto notethat therewassomeresistance
early in the effort by core kernel developers(much the
sameasin theLinux kerneldevelopmentcommunityand
previous operatingsystemdevelopmentefforts) as they
did not perceive the usefulnessof thesetools in under-
standingsystembehavior. The usefulnessof the tools
however was proved over time as they allowed us to
quickly andeffectively tunethesystem.Many of thecore
kerneldevelopershadusedsometoolsonpreviousoperat-
ing systemsprojectsincludingHurricane,IRIX, AIX, and
Linux, but the ef�ciency, pervasive subsystemcoverage,
andeaseof useof the infrastructureallowedquicker and
moreeffective performanceoptimizations.In the restof
this sectionwe examinethe varioustools that utilize the
dataprovidedby thetracinginfrastructure.

4.1 LTT and relayfs

The Linux TraceToolkit (LTT)[17][16] is the most-used
tracingfacility in Linux. Although LTT is not currently
part of the kernel, it is includedin many of the popular
distributions,includingUnitedLinux,MontaVista,Lineo,
Debian,ELinos, andDenx, andefforts areunderway to
have it includedit in the kernel. In the last year, several
aspectsof the technologydescribedabove have beenin-
tegratedinto LTT with positive results. More recently,
relayfs[18], a mechanismfor transferringdatafrom ker-
nel to userspacein Linux, hasalsoincorporatedaspects
of K42's tracingtechnology.

An orderof magnitudeperformanceimprovementwas
achieved when this technologywas applied to Linux.
The three primary aspectsproviding this performance
improvementwere the locklesslogging of events, per-
processorbuffers,andmoreef�cient timestampacquisi-
tion. Cheapuser-mappedbuffersarecurrentlyunderde-
velopment.
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Figure4: GraphicalViewing Tool
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The default option in LTT is now to usethe lockless
logging thoughthe locking option is still available. The
locking option, which disablesinterrupts and process-
statetransitions,thoughslower, providesa greaterlike-
lihood that eventswill not be garbled. Thereare how-
ever, still caseswhenthelockingschememayloseevents.
The LTT mechanismhasbeenextendedto usea sepa-
rate buffer per processor. On PowerPChardware plat-
forms (whereK42 wasdeveloped)a cheapsynchronized
clock is available.However, x86architecturesdonotpro-
vide sucha clock. Instead,LTT logs the cheaplyavail-
abletsc with eachevent,andonly at thebeginningand
endis themoreexpensiveget time of day call made
allowing synchronizationbetweendifferent processors'
buffers throughinterpolationof the tsc valuesbetween
theget time of day values.

4.2 Corr ectnessDebugging

In additionto performancetuning,thetracingfacility was
designedto be usedby kernelandapplicationsdevelop-
ers to help correctnessdebug the system. A featureof
the designaiding this effort is managementof the trace
array for eachprocessorasa circular buffer. When the
buffer becomesfull new eventsoverwrite old eventsso
that if the kernel shouldcrash,the most recentactivity
recordedby the tracing infrastructureis available. This
“�ight recorder”functionality canbe accessedfrom the
debuggervia a functioncall thatprintsout the lastsetof
traceevents. It hasfeaturesto show only certaintypeof
eventsandhascontrolasto how many eventsit displays.
If the kernel is not stableenoughto call this function, a
crashdumptool canaccessthetracelog providing similar
functionality. We have not implementedthe crashdump
tool yet.

Systemdevelopershave usedthe tracefacility to cor-
rectnessdebug the system. For example,a deadlockin
the �le systemspacewastracked down with the tracing
facility. To discover the deadlock,it was important to
tracktheorderof all thedifferentrequestsbeingreceived
from the�le system'snumerousclients.A printf solu-
tion would both have beentoo clumsy and would have
changedthe timing therebymaskingthe deadlock. In-
stead,a trace�le wasproducedandpost-processedto de-
tectwherethecyclehadoccurred.

Becauseof theeaseof addingadditionaleventsandthe
ef�ciency with which they are logged,other developers
haveusedthetracingfacility to obtainstatisticsaboutthe
relative frequency of differentpathstaken throughcode.
A typical alternative solutionwould have beento design
a one-off countersolutionthatwould have beenremoved
oncethe informationwasgathered.Becausethe tracing
facility wascheapandeasyenoughto use,it madethis
processsimpler.

4.3 Graphical Analysis

It is hardto understatetheimportanceof a graphicaltool
in understandingthedata. Certainbehavior doesnot be-
comeevident unlessthe datais visualized. We have ar-
guedmany timeswith kerneldeveloperswho claim not
to needany such capability, but inevitably the graphic
and/orperformanceanalysistoolsturnupapreviouslyun-
suspectedproblemandthedeveloperbecomesa convert.
This hasbeentrue in both thecurrentandpastoperating
systemswe have workedon. Thegraphicaltool we have
developedhasfocusedonhelpingusunderstandoperating
systembehavior. In addition,we areworking to convert
K42's trace �le to one the LTT visualizerunderstands.
The data could certainly feed machine-or application-
centricgraphicaltools.

Thescreensnapshotshown in Figure4 shows thepri-
mary view of the kmon visualizationtool. The timeline
in thetop middleprovidesa bird'seye view of theevents
occurringin the system.The timeline view providesthe
developerwith a visualsenseof what is occurringin the
systemandhow active thesystemis. Theusercanzoom
in or out to geta senseof thesystembehavior at different
granularities.

Other aspectsof the tool allow speci�c events to be
marked and counted. In Figure 4, two such events
have beenselected.TRACE USERRUN UL LOADER
(dif�cult to see in a black and white printing) and
TRACE USERRETURNEDMAIN are events indicat-
ing initializationandterminationof aprocess.Thegraph-
ical tool, whenthemouseis clicked in the timelinearea,
will producea listing of everyeventthatoccurredaround
thetimeperiodthemousewasclickedin. A samplelisting
appearsin Figure5. Thereareconsiderablymorefeatures
availablewith thetool.

Thecrucialfeaturethegraphictool providesis theabil-
ity to rapidly get a senseof systemperformanceandto
detectquickly any anomalousbehavior evenif it wasnot
explicitly underconsiderationasa problem.As anexam-
ple, onetime whenviewing a data�le, 10mscontinuous
chunksof red (kerneltime) wereappearing.To any tool
thatprovidesummariesor averagesthis would have been
in the noisebecausetherewere not that many of them.
However, they visually stoodout. Oncewe observedthe
behavior we wereableto traceit down to anunexpected
poll conditionand�x thebehavior.

4.4 Listing of Every Event

We have a tool that takesa binarytrace�le andproduces
thetextualoutputshown in Figure5 (left columnis timein
seconds).Theeventnamesin thesecondcolumnandthe
eventdescriptionin thethird column,aregeneratedfrom
aneventParse structure�lled in whenadeveloperde-
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21.4747350 TRC_USER_RUN_UL_LOADER process 6 created new process with id 7 name /shellServe
21.4747422 TRC_EXCEPTION_PGFLT PGFLT, kernel thread 80000000c12b0f90, faultAddr 405e628,
21.4747882 TRC_EXCEPTION_PGFLT_DONE PGFLT DONE, kernel thread 80000000c12b0f90, faultAddr 405
21.4748091 TRC_EXCEPTION_PPC_CALL PPC CALL, commID 0
21.4748530 TRC_MEM_FCMCOM_ATCH_REG Region 800000001022cc98 attached to FCM e100000000003f30
21.4748709 TRC_MEM_FCMCRW_CREATE TRC_MEM_FCMCRW_CREATEref e100000000003f90
21.4749142 TRC_EXCEPTION_PPC_RETURN PPC RETURN, commID 600000000
21.4749247 TRC_EXCEPTION_PPC_CALL PPC CALL, commID 0
21.4749573 TRC_MEM_REG_CREATE_FIX Region default 10000000 created fixlen addr 113000
21.4749773 TRC_MEM_REG_DEF_INITFIXED region default init fixed 80000000102b7c00 addr 10000000
21.4749873 TRC_MEM_ALLOC_REG_HOLD alloc region holder addr 10000000 size 113000
21.4749962 TRC_MEM_ALLOC_REG_HOLD alloc region holder addr 10000000 size 113000
21.4750293 TRC_MEM_FCMCOM_ATCH_REG Region e100000000003fa0 attached to FCM e100000000003f90

Figure5: TraceEventListing from K42

histogram for pid 0x1 mapped filename servers/baseServers/baseServers.dbg
count method

904 FairBLock::_acquire()
585 HashSNBBase<AllocGlobal, 0l, 8l>::add(unsigned long, unsigned lon
386 DispatcherDefault_IPCCallEntry
265 MemDesc::alloc(DataChunk*, unsigned long, unsigned long&, unsigne
254 HashSimpleBase<AllocGlobal, 0l>::find(unsigned long, unsigned lon
227 _wordcopy_fwd_aligned
159 XHandleTrans::alloc(Obj**, BaseProcess**, unsigned long, unsigned
141 TmpRWLock<BLock>::releaseR()
135 DentryListHash::lookupPtr(char*, unsigned long, NameHolderInfo*&)
134 HashSimpleBase<AllocGlobal, 0l>::extendHash()
130 DirLinuxFS::externalLookupDirectory(char* , unsigned long, DirLinu

Figure6: Breakdown by TimeWithin a SingleProcess

�nes anew event.Thisstructurecontainsa descriptionof
thedatain theevent(i.e.,binarydata,string,andthesize
of thedata),anda printf-like formattedstringdescribing
how to print it.

Completedetailsof the self-describingstring can be
foundin thesource.Brie�y , thestructurecontains3 �elds.
The�rst �eld is a macro TR(arg) thatallows arg to
be usedasboth a constantandstring by the tools. The
second�eld consistsof a stringthatde�nes theformatof
the binary datain the traceevent. It hasasmany space-
separatedtokensas there are valuesin the event. The
tokenscanbe 8, 16, 32, 64, or str , indicating8, 16,
32, 64 bits of dataor a string. The third �eld is a printf-
like string indicatinghow thedatashouldbeprintedout.
The tokensfrom the �eld arenumberedstartingat 0 and
may be referencedin the third structureby %N[format],
wherethe%N indicatesthenumberedtokenfrom thesec-
ond �eld (the numbersdo not needto be in orderin the
third �eld) andtheformatis aprintf-likestringindicating
how to print thevalue.An examplefrom our sourcecode
follows:

{__TR(TRACE_MEM_FCMCOM_ATCH_REG),"64 64",
"Region %0[%llx] attach to FCM %1[%llx]"},

Thestructureallowstoolsto displayeventswithoutany
specialknowledgeof theeventsthemselves.

4.5 Breakdown of Time by Process

An event that logs the programcounterat randomtimes
is used to drive statistical execution pro�ling. Post-
processinganalysismaps the pc values to C function
namesandprovidesasortedhistogramof theroutinesthat
werestatisticallymostactive. Figure6 shows a lock rou-
tine leadingthe list. We have traceeventson the locking
pathsto helpdeterminewhich locksaccountfor this time
asdescribedin thenext section.

4.6 Lock Contention

A particularlyimportantperformanceaspectof largemul-
tiprocessorsis lock behavior. Oneof the powerful tech-
niqueswe have beenableto usebecauseof the ef�cient
tracingfacility is theability to tracecontendedlock paths.
Thelock analysistool hasplayedacrucialrole in helping
usdetectwhena particularlock is generatingcontention,
andhow muchthat contentionis affecting performance.
Figure7 shows the datathe lock analysistool produces.
Theleft columnis thetotalamountof time(overthegiven
run) that wasspentwaiting for that particularlock. The
next column is the numberof times that lock was con-
tended.Thespincolumnis thenumberof timeswe have
gonearoundthespinloopwaitingfor thelock. Spincount
canbesigni�cantly differentfrom time if theprocessfails
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top 10 contended locks by time - for full list see traceLockStatsTime
time count spin max time pid

call chain
3.466320753 1209 188795433 0.012220087 0x1

AllocRegionManager::alloc(unsigned
PMallocDefault::pMalloc(unsigned
GMalloc::gMalloc()

0.684612632 573 37233770 0.007647854 0x0
AllocRegionManager::alloc(unsigned
PMallocDefault::pMalloc(unsigned
GMalloc::gMalloc()

0.104643241 11885 4910595 0.000322320 0x1
PageAllocatorDefault::deallocPages(unsig
PageAllocatorUser::deallocPages(unsigned
AllocPool::largeFree(void*,

0.075784944 8772 3526318 0.000471144 0x1
PageAllocatorDefault::allocPages(unsigne
PageAllocatorUser::allocPages(unsigned
AllocPool::largeAlloc(unsigned

Figure7: Lock ContentionAnalysis

to acquirethe lock and blocks to wait for it. The next
columnis themaximumtimea processeverwaitedto ac-
quirethislock. Thetool will sortonany of thesecolumns.
Thenext columnindicatesthePIDthelockwasassociated
with (PID 0 in K42 is thekerneland1 is baseServers[1]).
The �nal columnis thecall chainthat led to the lock ac-
quisition.

4.7 Fine-Grained SystemBehavior

K42 tracing datais detailedand �ne-grained enoughto
allow us to attribute time accuratelyamongprocesses,
threadswitches,IPC (inter-processcommunication)ac-
tivity, page-faults,andtransitionsto andfrom the Linux
emulationlayer in userspace.Further, in eachsuchcat-
egory, we canidentify andtrack the page-faultsthat oc-
curred,andthe IPC calls that weremade. Within server
processesand the kernel we identify how much time is
spent servicing IPC calls made by other applications,
which is thencategorizedby function.

Figure8 shows the detail we areableto achieve with
the tracingdata. In this paperwe do not fully describe
thedata,however, it is clearthatwith theef�cient tracing
infrastructuresigni�cant amountof detailcanbeobtained
andthususedto understandsystembehavior. In the fol-
lowing data,all timesarein microseconds.The�rst col-
umnof numbersis theamountof timespentcomputingin
thatcode,followedby thenumberof timesit wascalled,
followedby thenumberof eventsthatoccurred.For ex-
ample,SCexecve accumulated209.59usecs,wascalled
once,andcontained86 events. The secondcolumnrep-
resentsthe time andnumberof pagefaultsthatoccurred
becauseof thesecalls.For example,SCexecve incurred
15 pagefaultstaking273.20usecs.The lastcolumnrep-

resentsthesamedatafor IPCs.For example,SCexecve
made34 IPCswith a total time of 691.53usecs. Other
relevantdatais the “Ex-process”row, which is thenum-
berandtime spenton callsfor this processbut outsideof
it (kernelandserver time). Finally, at thebottom,is a list
of threadentrypointscontainingthenumberof timesthey
werecalledandthe amountof time they spentservicing
requests.

5 Relatedand Futur e Work

Previous work for tracing operating systemssuch as
AIX[5 ], IRIX[15], or Linux[17] have hadlimitations in-
cluding using �x ed-lengthevents,only allowing tracing
via systemcalls, requiring locking to log events, and
using inef�cient timestampacquisition. The work de-
scribedhereaddressestheseproblemsandprovidesanim-
plementationthat ef�ciently logs variable-lengthevents,
doesnot requirea systemcall to log an event, usesper-
processorbuffers, acquirestimestampsef�ciently , and
provideslocklessloggingof events.

There has been considerablework in understanding
parallelsystembehavior[14][13][7][9]. A large focusof
this andothersimilar work[6][8][12] hasbeento reduce
the amountof tracing information either throughstatis-
tical sampling,dynamicinsertioninto codefor areasof
currentinterest,or choosinga few importantevents.

By choosinga few key eventsin Choices[7] theoverall
systembehavior wasableto beroughlyunderstood.Other
work suchas Dyninst[6] and Paradyn[8] hasexamined
how to dynamicallyinserteventsbut wasmoretargeted
towardsapplicationspace.But evenKernInst[12], which
is targetedatkernelinstrumentation,hashigheroverheads
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pid: 3d parent: 30 lpid: 163 lparent: 157
Exec:./runtest.sh /bin/rmdir

SCbrk : 8.39/4/8 f: p: 31.16/2
SCchild : 338.43/4/120 f: 1041.17/80 p: 107.45/18
SCclose : 26.07/2/13 f: 45.42/3 p: 42.49/4
SCexecve : 209.59/1/86 f: 273.20/15 p: 691.53/34
SCexit : 13.43/1/9 f: p: 24.19/5
SCfstat : 4.78/1/3 f: p: 6.69/1
SCgetpid : 1.01/1/1 f: p:
SCmmap : 53.39/4/42 f: p: 199.94/19
SCmprotect : 0.56/1/1 f: p:
SCopen : 38.10/3/12 f: p: 60.60/3
SCread : 24.03/1/9 f: 42.04/2 p: 46.78/3
SCrmdir : 13.61/1/3 f: p: 53.92/1
SCsigaction: 10.29/6/6 f: p:
SCsigprocma: 4.54/1/2 f: 10.07/1 p:
async : 2.69/2/2 f: p:
dispatcher : 32.71/1/13 f: 87.53/7 p: 9.77/3
user : 1718.56/27/104 f: 1304.87/76 p:

0 In-process total: 2500.18/434
--------------------------------------- ------ ------ ------ ------ ------ ------ --

cleanup : 929.41/1/5 f: p:
fault : 2804.31/184/186 f: p:
ppc : 1274.52/93/210 f: p:

0 Ex-process total: 5008.23/401
wall 10800.11/0

--------------------------------------- ------ ------ ------ ------ ------ ------ ----
CRT::ForkChildPhase2 255.32/2
DispatcherDefault::AsyncMsgHandler 4.05/3
CRT::ForkWorker 246.10/4
COSMgrObject::CleanupDaemon 185.61/2
MPMsgMgrEnabled::ProcessMsgList 3.56/1

Figure8: Fine-GrainedBehavior Breakdown

thanthe facility describedhere. This overheadis duein
part to the �e xible and dynamicnatureof KernInst re-
quiring springboardand overwrite instructions. Recent
work[13][14] hasexamineddynamicandadaptive instru-
mentationto focuscollectionon locally crucialaspectsof
performance.

Tracing andperformancetuning multiprocessoroper-
ating systemshasdifferent constraintsthan understand-
ing multiprocessorapplicationperformance.In operating
systemsthereareaseriesof well known eventsthataffect
behavior, examplesincludecontext switch, I/O interrupt,
IPC, etc. The ability to rapidly traceall thesefrequent
eventsin theminimumtime is key to understandingsys-
tembehavior. For understandingoperatingsystembehav-
ior, we believe a combinationof highly optimizedevents
in well-known locationswill alwaysbeimportant.Build-
ing on that, tools like KernInst,or a similar Linux tool
DynamicProbes[4], will be usedto complementthe in-
placetracingevents. In fact, for this reason,DProbesis
currentlybeingintegratedwith LTT.

Evenfor operatingsystems,theimportanceof dynamic

toolsshouldnotbeoverlooked.Dynamictoolsareneces-
sarywhenattemptingto startmonitoringin unanticipated
waysan alreadyinstalledandrunningmachine. We are
investigatingusing our hot swappingmechanism[10] to
providethis capabilityin K42. Thoughtheimportanceof
beingableto adddynamiceventsin the �eld is great,we
believe that for kerneldeveloperstuning their own code,
theeasewith which traceeventscanbeaddedandtheef-
�ciency with which they operatewill continueto make
themthemodeof choice.Thus,theimportanceof having
aneasyandef�cient facility asdescribedhereis high.

While we have not focusedon the end tools and vi-
sualizationaspect,it is the most importantaspectin the
�nal understandingof systembehavior. Almost all of the
above cited work includeda substantialattemptto cull
thepertinentinformationinto a crispgraphicalrepresen-
tation.Therehavebeenbooks[11] writtenonhow to view
andanalyzesystemperformancedata.Ourtoolshavesuf-
�ced to meetour currentneeds,but integratingthemwith
morepowerful techniquesremainsanimportantaspectof
ourcontinuingperformancemonitoringwork.
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Futur ework

Thetracinginfrastructurehasprovidedtremendousbene-
�t to usin understandingthebehavior of K42 andachiev-
ing goodscalability. K42 is becominga stableplatform
on which otherresearchersmayexperiment.As morefo-
cus is placedon middlewareandapplications,the anal-
ysis tools will needto continueto be developedto pro-
vide moreapplication-centricinformation. The basein-
frastructureusedto understandthesystemshouldprovide
suf�cient capability to gatherany dataneededby these
tools.

An immediateareaof futurework is convertingtheout-
put streamproducedby K42's tracefacility sothat it can
bereadby LTT'svisualdisplaytoolkit[16]. Thatpackage
providesa nice model to understandthreadinteractions.
Another areawe have not yet focusedon, that will be
moreimportantasour applicationbasegrows, is provid-
ing protectionandsecuritybetweendifferentapplications.
Currently, all datais loggedto a singlesharedbuffer. Al-
thoughthis hasgoodperformanceandanalyticalproper-
ties, different usersmay not desireto have information
abouttheirbehavior availableto otherusers.To solvethis,
we intendto mapin differentbuffersto userapplications
that do not have suf�cient privilegesto seeall data. To
date,wehavefocusedonusingtheinfrastructureto under-
standthebehavior of thekernelandonhelpingto correct-
nessdebug the system. The infrastructurewasdesigned
to facilitatedynamictuningof theoperatingsystem.We
are investigatinghow to integrateour hot-swapping[10]
infrastructurewith the tracing infrastructurein order to
providefeedbackfor thesystemto tuneitself.

6 Conclusions

Wehavedevelopedanef�cient, uni�ed, andscalabletrac-
ing infrastructurethat allows for correctnessdebugging,
performancedebugging,andperformancemonitoringof
a largemultiprocessoroperatingsystem.Someof thekey
featuresof thetracinginfrastructureincludelocklesslog-
ging, per-processorbuffersaccessiblefrom userandker-
nelspace,variable-lengthevents,andarandomlyaccessi-
bledatastream.

Thetracingfacility is well integratedinto ourcode,eas-
ily usableand extendable,and ef�cient, providing little
perturbationof the runningsystem.We describeddiffer-
ent waysto analyzethe tracingdataincluding lock con-
tention analysisand graphicaldisplay. The facility has
beeninvaluablein helpingusachieve goodscalabilityin
K42.

K42 is under active development at IBM Watson,
and collaboratinguniversities. Interestedparties may
learn more about the project at the following web site:
http://www.research.ibm.com/K42.
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