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Abstract

Thedisadantage®f unconstraineghared-memorgnulti-threading
in Java, especiallywith regardto lateny anddeterminismin real-
time systemshave givenrise to a variety of languageextensions
thatplacerestrictionson how threadsallocate, share,andcommu-
nicatememory leadingto orderof-magnitudeeductionsn lateny
andjitter. However, eachmodelmalesdifferenttrade-ofs with re-
spectto expressienessef ciency, enforcementandlateng, and
no onemodelis bestfor all applications.

In this paperwe presentFlexible Task Graphs(Flexotasks),a
single systemthat allows differentisolation policies and mecha-
nismsto be combinedin an orthogonalmanney subsumingfour
previously proposedmodelsaswell asmakingit possibleto use
new combinationsbestsuitedto the needsof particularapplica-
tions. We evaluate our implementationon top of the IBM Web-
SphereReal Time Java virtual machineusingboth a microbench-
mark and a 30 KLOC avionics collision detector We shawv that
Flexotasksare capableof executing periodic threadsat 10 KHz
with astandardieviation of 1.2 sandthatit achiezessigni cantly
betterperformancehan RTSJ's scopedmemoryconstructswhile
remainingimperviousto interferencefrom global garbagecollec-
tion.

Categoriesand SubjectDescriptors D.3.4 [ProgrammingLan-

guageq: Processors—interpretensjn-time environments; D.3.3

[ProgrammingLanguayeq: LanguageConstructsand Features—
classeandobjects; D.4.7[Opemating Systemis Organizationand

Design—real-timesystemsaindembeddedystems.

GeneralTerms LanguageskExperimentation.

Keywords Real-time systems,Java virtual machine, Memory
managemenwnershiptypes.

1. Intr oduction

The Java programminglanguagehas becomea viable platform
for real-timesystemswith applicationsin avionics [2], shipboard
computing[19], audio processing4, 21], industrial control [17]
andthe nancial sector[8]. High performanceeal-timeJasa vir-
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tual machines(RT JVMs) are now available from multiple ven-
dors[28, 13, 3, 1]. Ideally, real-timeJaraapplicationsvould notre-
quirelanguageestrictionsor specialanguagdeaturesthey would
be written just asary otherapplicationusingthe samedesignpat-
terns,programmingdioms andfamiliar library classesAchieving
thisidealis becomingfeasibledueto progressn real-timegarbage
collection[6, 29, 18], ahead-of-timecompilation[16], operating
systemsupport[3, 23] andfasterprocessorsMarny real-timepro-
gramscannow be written as simple Java programswhere devel-
operspay attentionto thetiming propertiesof the applicationlogic
without having to be overly concernedboutinterferencdrom the
virtual machine.

However, someapplicationshave lateng/throughputreal-time
requirementshat cannotbe metby currentreal-timegarbagecol-
lection (GC) technology When schedulinglateny goesbelov a
millisecondary interferencefrom the JVM is likely to resultin
misseddeadlinesOneof thekey designdecisionf the Real-time
Speci cationfor Java (RTSJ)[14] wasto supporthoseapplications
with a programmingmodel that restrictsexpressienessto avoid
unwantedinteractionswith the JVM andthe GC in particular The
RTSJintroducedthe NoHeapRealtimeThread for this pur
pose.More recently alternatvesto NoHeapRealtimeThread
have beenproposedsuchas Eventrons[31], Re exes[33], Exo-
tasks[5], and StreamFl& [32]. Typically, time critical tasksac-
count for only a fraction of the code of the entire application.
Therestof the applicationis eithersoft real-timeor non-real-time
code.The existenceof restrictionsin a subsetof the code,along
with rulesfor communicatiorbetweerthatcodeandtheremainder
of the application,givesrise to a restrictedthread programming
mode] or RTPM. As with ary programmingmodel,an RTPM has
adwantagesheyond low schedulinglateng, including static error
detectionand facilitation of developmenttools and model-drven
developmentstratgies.

At rst glance,one may wonderwhat addedvalue thesedif-
ferentrestrictedthreadprogrammingmodelsbring over andabove
RTSJ's NoHeapRealtimeThread s which are, after all, sup-
portedby all RT JVMs. Experienceimplementing[9, 15, 25, 2]
andusing[12, 24, 10, 26, 27] the RTSJrevealeda numberof seri-
ousde ciencies.In the RTSJ,interferenceérom the GC is avoided
by allocatingdataneededby time critical real-timetasksfrom a
partof the JVM's memorythatis not subjectto garbagecollection,
dynamicallychecledregionsknown asscopednemoryareas Indi-
vidual objectsallocatedn ascopednemoryareacannotbedeallo-
cated;instead,an entire areais torn down as soonasall threads
exit it. Dynamically enforcedsafety rules checkthat a memory
scopewith a longerlifetime doesnot hold a referenceto an ob-
ject allocatedin a memoryscopewith a shorterlifetime andthat
aNoHeapRealtimeThread  doesnotattemptto dereference
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Figurel. Comparingexpressienessersusvorstcasdatencieof

differentReal-timeJava ProgrammingVodels. Thereis a tradeof

betweenlateny guaranteeandexpressienessWe focuson pro-

grammingmodelsthattargetsub-millisecondschedulindatencies.
TheRTSJis amguablythemostexpressie programmingnodelwith

sub-millisecondateng, but it incursthroughputoverheadsiueto

run-timescopechecksandfaceshepossibilityof run-timefailures.
This papempresentsuni cation of four programmingnodels(Ex-

oTask,StreamFl&, Re ex, Eventron)whichrely onstaticchecking
andthushave norun-timechecks.

pointerinto the garbagecollectedheap.The worst-caseostof us-
ing scopedmemoryis predictable[2]: every storeto a reference
eld incursa substantiaklov-dovn dueto a slow paththat per
forms a rangecheck[25]. Memory readsrequiretwo branchega
checkwhetherthethreadis aNoHeapRealtimeThread  anda
checkto ensurethe referencedoesnot point into the garbagecol-
lectedheap)[27]. Unfortunatelythereis asigni cant differencebe-
tweenslow pathandfastpathmemoryaccessewhich makespre-
dicting worst-caseperformancedif cult. However, useof the fast
pathis essentialo maintainingacceptableveragecasethroughput.
Anotherissuewith the RTSJprogrammingmnodelis that,dueto a
lack of isolation,it is possiblefor a NoHeapRealtimeThread

to block on a lock held by a plain Java task. If this ever occurs,
all betsareoff in termof real-timeguaranteeastheblockingtime
cannotbeboundedFinally, dynamicmemoryaccesshecksentail
a lossof compositionality Componentsnay work just ne when
testedindependentlybut breakwhen put in a particularscoped
memorycontet. Thisis becausdor a RTSJprogramto becorrect,
developersmustdealwith anaddeddimensionwhele a particular
datumwasallocated Designpatternsaandidiomsfor programming
effectively with scopedmemoryhave beenproposed?26, 11, 12,
but anecdotaévidencesuggestshatprogrammersiave ahardtime
dealingwith NoHeapRealtimeThread sandthatresultingpro-
gramsarebrittle.

If the programmingcommunity were to chooseto avoid the
problemsof NoHeapRealtimeThread sby adoptingandeven-
tually standardizinghe newver RTPMs, the problemof choosing
amongthemis dif cult becausehey male differenttradeofs and
emphasizelifferentadvantagesThepurposeof thiswork is to pro-
vide a unifying framework, which we call Flexible Task Graphs
(or Flexotasks) for four of the available RTPMs (Eventrons,Re-
e xes,ExotasksandStreamFIg). In doingthis, we respecthere-
ality thattherearesomehardtradeofs andthatnotall featuresf all
four modelscanbeavailablesimultaneouslyConsequentlya Flex-
otaskprogramis constructedisinga coreof uni ed featuresanda
choicefrom amongalternatve optionalfeaturesThecoreprovides
essentiapropertiesneededby ary RTPM and confersthe maxi-
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Figure 2. The Flexotasksruntime relationships A task of type
T hasa memoryregion split into a garagecollectedprivate heap
andanoptionaltransientareawhich is reclaimedin bulk between
invocationsof execute() . Task-allocatedobjectsare isolated
from the main Jasza heapand thus not affectedby the main heap
garbagecollector A task may optionally accessobjectsthat are
outsideits memoryregionif thoseobjectsarerefeenceimmutable
An AtomicFlexotask may be accessedrom plain Java code
througha guard, which is a heap-allocategroxy object. Tasks
communicatdy the meansof connections
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mum practicalsetof advantagesommonto the precursoRTPMs.
Optionsadd featuresor guaranteeshat can be activatedaccord-
ing to the requirement®f a particularapplication.We do not aim
to subsumeNoHeapRealtimeThread functionalityin Flexo-
tasksbecauseve wantto avoid the needfor run-timechecks Flex-
otaskeemplg bothdevelopment-timecheckingandenforcemenéat
programinitializationtime. Consequentlydynamicchecksarelim-
ited to a smallnumberof lessfrequentlyexecutedoperationge.g.
JNI callbacks)hatareimpossibleto checkstatically

We introduce Flexotasksby summarizingthe main features,
explaining hov andwhy eachwas chosenfrom amongthe useful
propertiesof Eventrons,Re exes, Exotasks,and StreamFl& and
howv someinherentcon icts betweenthosemodelswereresoled.
In subsequensections,we elaborateon aspectsof the resulting
system,in particular how Flexotasksare validated,and how the
systemmaybeusedin practicefor programming.

2. Flexible Task Graphs: Features,Origins, and
Rationale

Our goal with Flexotaskswas to subsumeall four precursor
RTPMs: Eventrons Re exes,Exotasksand StreamFlg. We used
two mainstrategjiesto accomplistthis. First,wherea featureof one
modelwas generalenoughalreadyto subsumeanother we chose
the moregeneralfeature,and,similarly, we preferredlessrestric-
tive rulesover morerestrictve ones.In choosingthe moregeneral
or lessrestrictive capability we were aware that the lessgeneral
or morerestrictve one may have had advantagesof simplicity or

ef ciency. To recover simplicity for userswho desireit, we rely on

selectve veneerinterfacesthatprovide a simpli ed semanticgwe

have suchveneerdor both EventronsandRe exes).To recover ef-

ciency for applicationghatcanlive within tighterrestrictionswe

madesomestrongerchecksavailablebut optional(both allocation
andsynchronizatiorare allowed by default but may be forbidden
by staticchecking).

Secondwheretwo precursomodelssimply did somethinglif-
ferently we incorporatecboth mechanismsand eitherrequireda
choice(if they con icted) or allowed both to be usedtogether(if
they did not). Thus,we retainedthe storagemanagemergemantics
of both ExotasksandRe exes,the externalcommunicatiormech-
anismsof both EventronsandRe exes,andthe intertaskcommu-
nication mechanism®f both Exotasksand StreamFl&. We will



| Feature [ Eventrons | Re exes | Exotasks | StreamFlr | RTSJ | Flexotasks |
RestrictedJnit Task Task Graph Graph Thread Graph
Long-termStorage Pre-allocated Stableregion Privateheap Stableregion Immortalmemory Privateheap
Short-termStorage Stackvariables | Transientegion Privateheap | Transientegion Scopedmemory Transientregion
ExternalCommunication || Sharedscalars Transactions None Transactions Programmed Shaedandtransactions
Synchronization Forbidden Discouraged Disabled Discouraged Allowed Allow, forbid, or disable
Scheduling Periodic Periodic Pluggable DataDriven Periodicandevent Pluggable
Construction Direct Direct Viatemplate Direct Direct Via template
IntertaskCommunication - — By DeepCopy By Reference - Copyor refeence
Enforcement Initialization Compilation Initialization Compilation Dynamic Compilation+ initial.

Figure 3. Featureof DifferentRestrictedThreadProgrammingModels.

explainin eachcasewhy multiple mechanismsverefelt worthy of
retentionandhow a Flexotaskusershouldreasonaboutwhich to
usein particularapplications.

Figure 2 shavs the overall component®f a Flexotasksystem.
Figure 3 summarizesomekey featuresof previous RTPMs and
Flexotasks.We will usethis summaryin explaining how the fea-
turesof Flexotaskswere chosen.For more details, the readeris
referredto publisheddescriptionsof Eventrong31], Re exes[33],
Exotaskg5], StreamFl& [32], and RTSJ[14]. For simplicity, we
describeExotasksasthey were presentedn [5], althougha later
version[20] includesa uni cation with Eventronsthatis carried
forwardandextendedo the othermodelsby the presentwork.

2.1 Threads,Flexotasks,and FlexotaskGraphs

Althoughary RTPM ultimately providesrestrictedthreads a use-
ful modelis not obligatedto make suchthreadsdirectly manipu-
lable. Of the preeisting RTPMs, only the RTSJactually usesthe
threadasthe unit of restriction.Restrictingthreadsdirectlyimplies
dynamicchecking,sincea threadcan ultimate executeary body
of code,andsowe did not follow this approachThe othermodels
de ne tasks which arebodiesof coderootedin anexecutableob-
ject, subjectto staticallycheckableestrictions EventronsandRe-
e xesemplg singletaskswhile ExotasksandStreamFl& employ

graphsof taskswith explicit channelsof communicatiorconnect-
ing individual tasks.In all four casesrestrictedthreadsare man-
agedby the systemto executethe restrictedtaskswithout them-
selesbeingdirectly visible to theprogrammer

In Flexotaskswe emplg a graph of tasks. This relatesdi-

rectlyto graph-basedhodelingsystemssuchasSimulink [30] and
Ptolemy[22], that are often usedto designreal-timecontrol sys-
tems,or to stream-baseprogrammindanguage$34]. Fortunately
asingletaskis justa degenerateaseof agraph,andsoselectinga
graph-basedpproactdoesnotresultin ary fundamentaloss.

2.2 Memory Managementin Flexotasks

A key aspecbf an RTPM concerngheir restrictionson the useof
memory A partial characterizatiorf this issue,in termsof short
andlong-termstoragds shawvn in Figure3. In Flexotaskswe unify
thetwo-regionssolutionof Re exeswith the private heapsolution
of ExotasksWe provide two regions,with the more permanenbf
thembeinggarbagecollected.

EachFlexotaskhasthusa private memoryareathatis divided
into a heap (as in Exotasks)and an optional transientarea (as
in Re exes).The Flexotaskheapis garbagecollectedon eithera
scheduledasis(whenthe taskis not running) or on-demandif
memoryis exhaustedduring task execution). Garbagecollection
canbedisabledby the programmeif the applicationhasa steady
statethatdoesrequirereclamatiorof heapdata.Thetransientarea
is clearedeachtime thetasksexecute()  methodreturns.

Allocationsaredirectedto the privateheapor thetransientarea
basednthetheclassbeinginstantiatedasin Re exes.Allocations

by Flexotasksare never directedto the public heap.We adoptthe
Re ex terminologyin calling a Flexotasks heap-allocatedlasses
stable althoughthey arenotinvariably long-lived asin the Re ex
model.We adoptrulessimilar to thoseusedby Re exesto provide
safety:

1. No transienttlassmayinheritfrom a stableclass.

2. Arrays with stable elementtype are stable and arrays with
transientlementypearetransient.

3. Primitive arraysarehandledaccordingto how the programmer
choosedo usetransientstorage(describedelow).

4. Fieldsof stableclassexanonly referto stableobjects.

Theserules ensurethat therewill be no dangling pointersfrom
objectson the Flexotask heapinto the associatedransientarea.
Otherrules (describedn moredepthin Section3) guaranteahat
the few permitted pointersinto or out of either portion of the
Flexotaskmemoryareaarestrictly controlled.

The two memory areascan be usedin one of the following
ways:

1. All classegincluding primitive arrays)areassumedtable.

2. Stableclassesare explicitly declaredby the programmerei-
ther by implementingthe Stable marler interface, or by
listing them. The Flexotask object itself is necessarilysta-
ble. Otherclassesare consideredo be transient Primitive ar
rays are consideredransient.A set of encapsulatinglasses
(StableBooleanArray , etc.)is provided to enableprimi-
tive arrayusageon the privateheap.

3. Stablestatusmaybeinferred.Startingwith the Flexotaskobject
itself, the transitive closure of classesappearingin instance
elds are automaticallymarked stableandthenall subclasses
of stableclassesare similarly marked stable.All otherclasses
areconsideredo betransient.

The secondoption closely resemblesRe exes and StreamFlg,
except that the stableregion may actually be garbagecollected.
The rst and third options give the semanticsof Exotasks.The
rst is almostexactly equivalentto Exotasks'behaior, while the
third confersthe bene t of somereducedmemorypressuren the
eventthat someclassesrefoundto be safely (andtransparently)
transient.

The semanticsof the more restrictedEventronmodel can be
achieved by simply avoiding allocationin the task.Our validation
framework will optionally ag andrejectary allocations(exempt-
ing Throwable objects,the managemenof which was particu-
larly problematidn Eventrons)but employing this level of check-
ing can also be omitted when thereis enoughslackto schedule
occasionafarbagecollections.

Choosingwhetherto usea transientareaexplicitly or whether
to simply heap-allocateverythingwill generallybe predicatecbn



thekind of codereusethatis contemplatedWhentheinternaldata
structureof the Flexotaskusegeneral-purposelassegsuchasthe
Java collectionframenork), it is hardto satisfythe type checking
rulesfor explicit declarationof stableclassesandso the ability to
treateverythingasstableis very useful.On the otherhand,asone
ne-tunes the applicationto use more specializeddatastructures
(which are usually more efcient and more predictablein their
storagautilization), it eventuallybecomeasyto identify thestable
classesand producemore regular memory usagebehaior. The
examplepresentedh Sectiond wentthroughexactly this evolution
beforesettlingonits currentcon guration, which makesuseof the
transientarea.

Finally, Flexotasksmay not make useof Thread or ary of
its subclassespbjectswith nalizers, or ary of the specialized
Reference types(weak,soft,andphantonreferences).

2.3 Communication with Ordinary Threads

A secondkey differentiatorof the precursomodelsconcernshow
they handledcommunicatiorbetweerthe restrictedthreadandor-
dinary threads Exotasksdisalloved suchcommunicatiorentirely
Eventronsusedone modelof communicationenablingexchange
of scalarvaluesvia alimited sharingof referenceso commonob-
jects.Re exesandStreamFl& introducedanadditionaloption,us-
ing alimited form of transactionln Flexotasksboththescalarval-
uesandtransactionaforms of communicatiomrmay be usedin the
samegraph,andthe graphmay optionally be marked stronglyiso-
latedto achieve the semantic®f the Exotaskemodel.

2.3.1 Communication thr ough Referencelmmutable Objects

In understandinghe rst of the two Flexotask communication
options,it is usefulto establishthe following recursive de nition
of refeenceimmutability We rst de ne aneffectively nal eld to
be onethatis eitherdeclaredfinal  or onethatis both declared
private  andnot mutatedby ary non-constructomethodof its
de ning classWethende ne arefeenceimmutableeld to beary
eld thatis either(1) of a primitive type (possiblymutable)or (2)
an effectively nal referenceeld thatis either(2a)null or (2b)
containinga reference-immutablebject. A refeence-immutable
objectis de ned aseithera primitive array or an objectthat has
only reference-immutableslds. This propertyis readily checled
in anincrementafashion,aswe revisit in Section3.

Informally, ary referencemmutableobjectprovidesaccesgo
a graphof objectsconnectedy referenceshat cannotchangebut
containingother elds thatcanchange.Someleaf objectsin this
graphmaybeprimitive arrayswhoseelementsanchangeput not
their extent.

By giving a Flexotaskaccesdo somereferencémmutableob-
jectsresidingon the public heap(preventedfrom moving to avoid
raceswith the public heaps garbagecollector),the Flexotaskcan
communicatewith ordinary threads.The processesdy which a
Flexotask comesto have such referencesare describedin Sec-
tions 2.7 and 3. Otherwise this facility is basedquite directly on
Eventrons.

To obtainthe semanticof the Exotaskmodel,andthe associ-
atedadwantagesf strict determinismthe programmersimply la-
belsthe Flexotasksof the graphasbeingstronglyisolated,which
preventsthe creationof ary channelsof communicatiorthrough
referenceimmutable objects. However, we permit strongly iso-
latedgraphsto have referenceso completely(andrecursvely) im-
mutableobjects,sinceno communicatiorcanoccurthroughsuch
objects.This allows sharingof globalconstantgaswith Exotasks),
simplifying the codewithout compromisingdeterminism.

2.3.2 Atomic Flexotasks

The secondcommunicationoption, knowvn as atomic Flexotasks
may be usedwhetheror not the graphhasbeenmarked strongly
isolated Thesemantic®f atomicFlexotaskss basednthesimilar
Re ex capability butis implementediifferently In this alternatve,
ordinary threadsare given limited transactionalaccessto state
storedin the Flexotasks'private heaps.Changedo this stateby
therestrictecthreadrunningthe Flexotaskwill alwayscommit,but
changesmadeby ordinary threadsare unilaterally abortedif the
restrictedthreadneedsaccesgo the statewhile theordinarythread
is still modifying it. The restrictedthreadthen obseresthe state
asit washeforethe ordinarythreadattemptedts modi cation, and
theordinarythreadgetsanexception.

To obtainthesesemanticsa programmemvrites tasksthatspe-
cialize the AtomicFlexotask abstractclass.The programmer
also createsone or more interfacesthat extend the External-
Methods marlerinterface.TheAtomicFlexotask implemen-
tationmustimplementat leastonesuchinterface.

TheRe ex andStreamFlg modelsmplementedsimilartrans-
actional capability but did so in the Ovm virtual machine[28],
which hasa uni-processodesignwith threadingcontrolledby the
virtual machinen thattype of implementationit wasstraightfor
wardto implementpreemptiorby the schedulerwhich canimme-
diately roll backary partially appliedtransactionathangeto the
stateof thetask.In contrastFlexotasksareimplementedn IBM's
WebSpher&ealTime VM, whichhasamulti-processodesignand
(usually) mapsJava threadsto OS threads.In thattype of imple-
mentation,it is very dif cult to implementa roll-back approach
for transactionsperhapsmpossibleto do so without introducing
locking overheadghat would substantiallyperturbexecutionpre-
dictability.

Consequentlywe have adopteda roll-forward approachin
which a methodthat is reachableby ordinary threadsmust com-
mit its changesexplicitly in an epilog. Prior to the epilog, the
methodis allowed to examinethe task's heapstateand can ac-
cumulateplannedmutationsin alocal log, but shouldnot actually
perform thesemutations.The epilog checkswhetherthe stateof
thetaskhaschangedut from underthe method,andif sothrows
anAtomicException . If not, the methodis permittedto com-
mit its changeswith theschedulebrie y locked out. Effective use
of thefacility is thereforepredicatedn the epilog beingcarefully
designedo commitits changesef ciently. The Flexotasksystem
handleshis automaticallyby usingclassrewriting, asis discussed
in Section2.9.

Lockingoutthescheduleduringthecommitoperatiommalesit
vulnerableto beingblockedindirectly by thegarbagecollector be-
causethe committingthreadis anordinaryonethatcanbe paused
by the collectorwhile holdingthelock. We thusrequirethe thread
to completeits commitandreleasethelock beforeyielding to the
collector Our implementationof this featureis currently incom-
pleteandthatis responsiblgor someof the outliersin the results
of Section5.

At runtime, the transformedAtomicFlexotask will re-
sideinside the graph,while the restof the Jasa programis given
accessonly to a guad object that implementsthe sameset of
ExternalMethods interfaces as the AtomicFlexotask
Theguardobjectdelegatesto the AtomicFlexotask while pro-
hibiting the creationof ary improperaliases.

2.3.3 Choosingand Combining Communication Mechanisms

As previously stated,the atomic Flexotasksoption can be used
in strongly isolated graphshbut can also be combinedwith the
Eventron-basedhechanisnof communicatiorthroughsharedob-
jects.For the mostpart, the atomicFlexotasksoption stressepre-
ciseknowledgeof whatwasandwasnt communicatedandhence



is particularlyusefulwhenthereneeddo becoordination(in lieu of
Javalevel synchronizationpetweerrestrictedthreadsandnormal
threadsOntheotherhand,anatomicFlexotasks'externalmethods
candelaytherestrictedthreadduringaroll-forwardcommitopera-
tion, andsothisoptionis notavery goodchoicefor bulk datatrans-
fer from normalto restrictedhreadsCombiningthetwo optionsin
the sameprogramis thusa very powerful featureof Flexotasks:it
is usually possibleto partition the communicationcapabilitiesso
thatbulk dataupdatesaredonein a non-transactionalay but no-
ti cation andcoordinationof statesare donetransactionallyThis
stratgy wasusedin the exampleof Sectiord.

CombiningatomicFlexotaskswith strongisolationenablewery
tight control over the balancebetweenisolationandcoordination.
This is appropriatewhenthe amountof datatransferrednto the
restrictedportion of the programis small. Use of strongisolation
by itself (no external communication)is appropriatefor control
applicationghatarevery self containedandfor which a high level
of determinisnis required(the original designpoint of Exotasks).
In particular strongisolation ensureshat tasksare functionally
deterministidn theirinputson channels.

Communicatingscalarsthrough sharedreferenceimmutable
objectsis useful when tight coordinationbetweenthe restricted
threadandordinarythreadss not neededAs will be seenin Sec-
tion 2.4, effective use of this option may be enhancedhrough
the use of the notifylfWaiting facility taken from Even-
trons. Otherwise relianceon ordinary Java synchronizations to
beavoided.

2.4 Synchronization Operations

For the purposef this section,we usetheterm“synchronization
operations"to meanspeci cally the synchronized  block and
synchronized  methodsn theJavalanguage.

To reconcilethe behaior of Eventrons,Re exes,and Stream-
Flex (which prohibit or stronglydiscouragesynchronizationjvith
thatof Exotaskavhichignoreit, Flexotasksoffer two programmer
selectableptionsfor dealingwith synchronizatiomperationsthey
are either permitted,or they are prohibited(in the latter case the
prohibitionis via codeanalysisat developmenttime andat initial-
izationtime).

When synchronizationoperationsare permitted,they may or
may not have ary effect. If thetaskgraphis stronglyisolatedthen
all theobjectsit canaccesareeitherprivateto ataskor completely
immutable Privateobjectscanonly beaccessetly onethread(that
of the task),so the synchronizatioroperationwill never have ary
effect. Synchronizatioron sharedimmutableobjectsby strongly
isolatedtasksis ignored;semanticallyit is asthoughthey hadbeen
copiedinto the privateheap.

Tasksthatarenotstronglyisolatedmayexecutesynchronization
operationsvhich actuallyinteractwith otherthreadsn the system
and thereforemay block. Generallyspeakingwe discouragethis
whenusingFlexotasksput theremaybesituationsvherebackward
compatibilitywith librariesmalkesit necessary

To facilitate coordinationwhen the restrictedthreadis not al-
lowed to or shouldnot usesynchronizatioroperationswe adopt
the EventronsnotifylfWaiting facility, which permitstheor-
dinarythreadto block andbenoti ed in a non-blockingfashionby
therestrictedthread.

2.5 Scheduling

When the unit of restrictionis a task graphratherthan a thread,
threadamustbemanagedmplicitly, andtheexecutionsof thetasks
arethussceduled The precursormodelshandledthis differently

but the Exotasksmodelhadthe mostgeneralsolution, which was
to male the schedulempluggable,andto give it the responsibility
to schedulenot only tasks,but datamovementbetweentasksand

Main template:

Set of task specifications

Set of connection  specifications
Timing information for the scheduler
Handling option for stable versus transient
Optional list of stable classes

Is allocation forbidden?

Is synchronization forbidden?\[2mm]
Each task specification:

Implementing class

Input and output port types

Is strongly isolated?

Optional guard class (if Atomic)
Timing information for the scheduler
Each connection  specification:

Data type

Timing information for the scheduler

Figure 4. Contentof a FlexotaskTemplate.

the garbagecollectionof tasks.This solutionis adoptedn Flexo-

tasks.We carry forward the “time triggered”schedulefrom Exo-

tasks,which supportsperiodicexecution,eitherof singletasks,or

of graphsof tasks,with tasksbeingassignedspeci ¢ time offsets
within the period. We alsointendto reimplementthe data-drven

schedulerof the StreamFl& model as a Flexotaskscheduleral-

thoughthis is future work. As in Exotasksall restrictedthreads
in Flexotasksactually belongto schedulersand the mappingof

threadgo tasksis usuallynot one-to-ongmoretypically, the num-

berof threadge ects thelevel of realconcurreng availablein the

hardware).

2.6 Construction of a FlexotaskProgram

As with Exotasksa Flexotaskprogramis instantiatedrom atem-
plate (calleda“speci cation graph”in [5]). In contrastpthermod-
elsusedAPIs to constructgraphs(or isolatedtasks)programmati-
cally. Thetemplateideafacilitatesthetransferof informationabout
complex programsfrom developmenttime to runtime,andthein-
dependentevelopmentof tools that help in the constructionof
suchprograms(the templatecan be constructedwvith a graphical
editorandstoredin aspecialle format). Templatesalsohelpcon-
cretizetheinitialization-timevalidationstepby providing a single
call thatvalidatesthe templateandreturnsa handleto theresulting
graph.On the other hand, simple programs(e.g. single-taskpro-
grams)don't especiallybene t from templatesFlexotaskamitigate
the biastoward complex programgust as Exotasksdid by having
anAPI for the constructiorof templatesat runtime.The Flexotask
systenprovidesveneerdor programmersisedto the Eventronand
Re ex style of programmingThe veneergrovide a singleopera-
tion thatconstructatemplateandvalidatest producinghedesired
single-taslkgraph.

The contentsof the Flexotasktemplateare summarizedn Fig-
ure 4. As can be seen,most of the featuresdiscussedn earlier
sections(and connectionpropertieswhich are discussedn Sec-
tion 2.8) arepresentin this template The runtime methodthatin-
stantiatesa Flexotaskgraphusesasinputs (1) a template,(2) an
optionalparametemap(discussedext), (3) achoiceof scheduler
and(4) optionalplatform-speci ctaskcharacteristicto pasgo the
schedulerWe will notdiscusg4) dueto lack of spacethataspect
is taken directly from ExotasksImplicitly, the codeof all classes
mentionedn thetemplatds alsoaninput,andthis codeis validated
aspartof instantiation.



2.7 Parameter Maps

A parameteis simply anobjectthatis passedo eachtaskat run-

time aspartof its initialization,anda parametemapis amapfrom

tasknamesto parametershatis providedto the Flexotasksystem,
alongwith the template to instantiatethe graph.Parametersvere
not originally a featureof ary of the precursomodels,although
Exotasksadoptedthe ideain a later version[20]. They sene two

purposesThey promotereuseof tasks,eliminatingtasksthat are
only smallvariationson eachother They alsopermitthecontrolled
introductionreferenceso referencémmutableobjectson the pub-

lic heapto facilitate communicatiorthroughsuchobjectsas was
discussedn Section2.3.1.To supportthe secondgoal, a parame-
terpassedo a stronglyisolatedFlexotaskis (deeply)cloned,while

one passedo an ordinary Flexotaskis checled for referencam-

mutability andpassedy reference.

2.8 Intertask Communication

Sinceonly ExotasksaandStreamFl& (amongtheprecursomodels)
useda graphasthe unit of restriction,only they provide possible
modelsfor intertaskcommunication.Therewere two key differ-
enceshetweerthetwo original models.

1. In Exotasks,communicationis by deepcopy (which avoids
introducing aliases).StreamFl& communicateshy reference
while avoiding aliasesin a differentway, which requiresthat
transmittableypesbe restrictedto classesvith only primitive
elds (thisincludesprimitive arrays).

2. Exotaskconnectionsreasingle-stagéuffer (themostrecently
sentvalue candiffer from the mostrecentlyreceved, but no
other“in transit” valuesarekept).In contrast StreamFl& con-
nectionsare parameterizabley depthand canstorea limited
but e xible numberof values.

StreamFl& achievesits modelby introducinga third type cat-
egory, the Capsule which is mutually exclusive with stableand
transientand s limited to the transmittabletypes. Stableclasses
may not point to capsuleclassesA specialmemoryareaseparate
from ary taskareacontainsall capsulesanda capsuleis deallo-
catedwhenthe currentowning taskreturnswithout transmittingit.

TheFlexotasksystemprovidesbothstylesof connectionbased
on type. Connectionsare assignech datatype (asin both precur
sors)andthetype of eachconnectiormay be eitherstableor cap-
sule(but not transient) A list of capsuleclassesnay optionally be
suppliedas part of the template.Thereis, thereforea cleandivi-
sion into connectionof (purely) stabletype, which are managed
by deepcopy, andthoseof capsuletype (which are managedoy
reference).

In Flexotasks,connectionsare always single-stagebuffers, as
in the Exotaskmodel, but a specializedtask called a buffer task
may always be interposedso the sendingtask hasa single-stage
connectionto the multi-stagebuffer taskwhich thenhasa single-
stageconnectionto thereceving task).Buffer tasksalsosubsume
themorelimited single-stageommunicatas in the Exotaskmodel.

The implementatiorof capsulesaandbuffersfor Flexotaskwill
be completedasfuture work andis not evaluatedin this paperIn
the presentprototype,only stableclassescanbe senton connec-
tions,andsodeepcopiesarealwaysmade.

2.9 The FlexotaskInfrastructur e

The Flexotasksystemcomeswith developmenttool supportinte-
gratedin the EclipselDE aswell asvirtual machinesupportimple-
mentedn thelIBM WebSpher&ealTimevirtual machineFigureb
gives an overview of the Flexotasksinfrastructure Programsare
developedunderEclipse,validated andselectiely rewritten if the
programcontainsaatomicFlexotaskgasdiscussedh Section2.3.2).

Real-time Jav&M

[Jrask Graph [

] j
o ©

Development-time validation Startup-time validation

Figure5. FlexotaskinfrastructureProgramslevelopedwithin the
EclipselDE arevalidatedat developmenttime with an integrated
bytecodeveri er. Class les are rewritten to include supportfor
transactionsThe JVM hasaninitialization-timevalidatorthatper
formsadata-sensitie analysisof a Flexotaskgraph.

Then,afterthecodeis loadedinto the JVM andthe programpartly
initialized, the code(includingrewritten classes)s validatedagain
usingrun-timeinformationaboutargumentsandstaticvariables.

This architectureadoptsthe bestof the precursomodels.The
Re ex andStreamFlg modelsperformedvalidationaspartof com-
pilation at developmentime, which hasthe advantageof early de-
tectionof errors.TheEventronandExotaskmodelsperformvalida-
tion asa stepduringprograminitialization, afterclassinitialization
andsomeobjectconstructiorhasalreadybeendone.Theresulting
data-sensitie analysisis more preciseand admitsa larger set of
valid programsln addition,compile-timeenforcemenalonedoes
notpermituntrusteccodeto berunin arestrictedhread sincethere
is no guarantedhat it wentthroughthe appropriatecompiler To
achieve theadwantage®f bothkindsof checkingwe dothecheck-
ing twice, with someof the (necessarilyjnoreconserative checks
during developmentreducedto the statusof warnings.Note that
NoHeapRealtimeThread semplg continuousuntimecheck-
ing, which we rejected sinceit makesit muchharderto determine
whethera programis correct.

3. Validating Flexotasks

Validation of a Flexotaskgraphoccursboth at developmenttime
andat initialization time. To ensurethat similar rulesareenforced
in both places both validatorsare built on a commonframework.
Thebaseof this framavork is anenginethatperformsRapid Type
Analysis [7] (RTA) to build a summarizedcall graphrootedin
initially reachablemethodsof the Flexotasksin the graph. The
engineexaminesevery bytecodeof every reachablemethod. At
initialization time, for security thesebytecodesare found in the
already-loadedndveri ed classeof the JVM (and classloading
is forcedby the validatorto ensurenitialization). At development
time, bytecodesrereadfrom theclass lesin theclasspatlusinga
corventionalclass le parser

The rulesto be enforcedinclude (1) separatiorof classesnto
stableandtransientn away consistentvith therulesof Section2.2,
(2) enforcemenbf the strongisolationproperty(Section2.3)if re-
quested(3) checkingthat parameter¢Section2.7) passedy ref-
erenceare referenceémmutable,(4) checkingthat referencesac-
quiredthroughstatic elds arereferencemmutable(or fully
immutableif strongisolationwasrequested)and(5) checkingop-
tional prohibitions on allocation (Section2.2) and synchroniza-
tion (Section2.4). In addition,the developmentiime validatoralso
rewritesary atomicFlexotaskgSection2.3.2)to conformto a spe-
cial setof rules, and the initialization time validator checksthe
rewritten codefor adherencéo the rules(to avoid counterfeiting).
Thespecialulesfor atomicFlexotasksequirethatthey alwaysex-
ecutetheir epilogandthatthey performall mutationsn the epilog.



Checkingthatthe epilogcommitsits changesef ciently” is omit-
tedin theinterestof practicality althoughthe rewriter attemptsto
achieve thisgoal.

The initialization time validator as with Eventronsand Exo-
tasks,performsits checkingfor referencgor full) immutability in
adatasensitivfashion.Thatis, it maintainsthe setF of eld sig-
natures(static or instance)found to be referencedfor readingor
writing) in ary method,andthe setO of objectsresidingon the
global heapbut accessiblgo Flexotaskcode.Initially, the setO
consistf objectspassedisparametershut it is augmentedvhen
astatic  eld is accessewvith a getstatic bytecodeWhen-
evera eld signatures addedto F, thevalidatorconsidersobjects
in O thatcontaina matching eld. Thereferentf such elds are
addedto O. Wheneer an objectis addedto O, it is inspectedor
elds thatmatchF . Thus,anadditionto eithersetcanexpandboth
setsupto a xpoint. When elds or objectsareaddedo eitherset,
they arechecledfor referencemmutability (or full immutability if
strongisolationis requested).

The developmenttime validator hastwo challengesot faced
at initialization time. First, it doesnot know the actual objects
passedas parametersnor doesit know the actualobjectspresent
instatic  elds soit mustsubstitutea class-basednalysighatis
moreconserative. Thestable/transiertulesdonotchangebecause
they arebasedn classesatherthanobjects. However, becaus¢he
setof potentiallylive classesnferred by the RTA enginemay be
larger at developmenttime, somepotentiallytransientclassesnay
notbeidenti ed.

Checksfor referenceimmutability, however, require a class-
basedle nition. Thus,arefeenceimmutableeld is eitherof prim-
itive typeor is effectively nal andassignablenly from reference
immutableclassegamongthelive classes)A refeenceimmutable
classis either a primitive array or one with only referenceim-
mutable elds. To nd the relevant live classesfor purposesof
this algorithm, the classinitialization methodsmustbe examined
aswell asothermethodsanalyzedoy the RTA engine.

A secondchallengefacedby the developmenttime validatoris
thatof incompletanformation.Thedevelopmentimevalidatoran-
alyzeseachtemplatethatit nds andary classeseferencedy it,
althoughthis setof classesnaybeincompletelt alsoanalyzegin-
dividually) ary Flexotaskclassesot referenceddy ary template,
on the groundsthat they may later be so-referencedit continu-
ously postserrorandwarningindicatorsin the Eclipseview, which
may be temporarily (or permanently)suppressedby annotations.
This is necessargincethe initialization time validator with more
information,will be more preciseand may permit thingsthat the
developmentime validator ags assuspicious.

4. Example: Collision Avoidance

To illustratethe usageof Flexotaskswe presenthe exampleof an
aircraftcollision detectionalgorithm(we thankthe authorsof [35]
for makingtheir sourcecodeavailable).Collision detectionis per
formedby asingleatomicFlexotask(Section2.3.2)which periodi-
cally processethelatestframeit hasreceved.Eachframecontains
aircraftcall signspairedwith the positionsanddirectionvectorsof
theaircraft. The outputof thealgorithmis awarningeachtime ary
pairof aircraftareon acollision courseln ourimplementationthe
aircraft call signs,positionsanddirectionvectorsareall provided
by a separatelyrunning plain Java threadthat simulatesthis data
basedn symbolicexecutionof a setof equationglescribingplane
trajectories.

This exampleillustratesthe simultaneoususeof both kinds of
external communication,as was discussedn Section2.3.3. Be-
causeeachframe potentially containsa fair amountof data,we
do not incur the overheadof transmittingthis information atomi-
cally. Ratherwerely onaring buffer of RawFrame datastructures

which is sharedbetweenthe Flexotaskand the simulator These
handlethe bulk datatransfer The coordinationaroundavailability
of framesfor useby eitherthe Flexotaskor the simulatoris handled
by atomic Flexotaskmethods.The invariant maintainedby these
methodss thatno frameis ever usedsimultaneouslyy both.

The example also illustratesthe tradeof betweenthe use of
pure heapallocation and stable/transiengllocation discussedn
Section2.2. We were able to get the example working quickly
using pure heap allocation, which was necessarybecausethe
StateTable  neededby the Flexotask used Java collection
classesThen,to optimizethe example,we replacedthe Java col-
lection classeswith a small numberof customclasseghat could
be madestableunderthe rules of sectionSection2.2. In all, this
examplerequiredsix classedo be labelledstable(in additionto
the Flexotaskitself, whichis implicitly stable,andarraysof stable
classeswhich do not have to belabelled).

A sketchof the main programis shavn in Figure 6, the rele-
vantFlexotaskcodeis shovn in Figure7, andthe sharedeference
immutabledatastructureis shavn in Figure8. A non-atomid-lex-
otaskwould simply implementthe Flexotask interface,which
requiresit to provide a one-timeinitialize() methodand
a periodicexecute()  method.To usetransactionsin contrast,
the task extendsthe AtomicFlexotask abstractclass(requir
ing the samemethodsto be provided but furthermoresupplying
somenecessarpehaior for transactionality) Methodsreachable
via theguardareindicatedvia a separaténterfacethatextendsthe
ExternalMethods marker interface. Any classproviding the
atomicmethodsinvoked by the plain Java threadmustimplement
suchaninterface Furthermoregachof themethodgleclaredn this
interfacearerequiredto throv AtomicException

Figure 6 illustratesthe reconstructiorof a templatefrom one
previously preparedn thedevelopmenternvironment,andstoredas
an XML le. TheFlexotaskXMLParser  classprovidescapa-
bilities for loadingtemplatesandcreatinga Java objectrepresenta-
tion. The templateencapsulatethe nameof the singletask (“De-
tectorTask”), its implementatiorclass(DetectorTask ), there-
sult of runningthe development-timerewriter on its code,andthe
list of stableandtransientclasseshatweremarked andchecled at

/I To obtain template

InputStream  in = DetectorTask . class
.getResourceAsStream  ("Detector  .ftg ");

FlexotaskTemplate spec =

FlexotaskXMLParser . parseStream (in );

/I To instantiate graph with sharing

Map parameters = new HashMap();

RawFrameArray sharedArray = new RawFrameArray ();

parameters .put( "DetectorTask ", sharedArray );

FlexotaskGraph graph =
spec.validate ("TTScheduler ", parameters );
to Detector

= (DetectorGuard )

("DetectorTask  ");

/I To obtain reference
DetectorGuard detector
graph. getGuardObject

graph .start  ();

/I To communicate a new frame :

int  framelndex = detector .getFirstFree 0;

if (framelndex = -1) { no buffer  available }
frames .get (framelndex )

.copy(lengths , callsigns , positions );

detector .setNextToProcess  (framelndex );

Figure 6. Constructinga Flexotasksgraph.



interface DetectorGuard
implements  ExternalMethods {

void setNextToProcess (int framelndex )
throws  AtomicException

int getFirstFree () throws

}

class DetectorTask extends AtomicFlexotask
implements  DetectorGuard {
StateTable  state ;
RawFrameArray frames;
nextToProcess

firstFree ;

AtomicException ;

private
private
private int
private int

void initialize (o Object parameter ) {
frames = (RawFrameArray ) parameter ;
state = new StateTable ();

}

void execute () {
if  (nextToProcess 1= firstFree ) {
cd = new Detector (state ,

Constants . GOOD_VOXEL_SIZE
cd.setFrame (frames. get(nextToProcess ));
cd.run ();
nextToProcess = firstFree =

increment (nextToProcess );

/I increment ‘increments modulo a ring size
}
}

int getFirstFree () throws AtomicException {
int  check = increment (firstFree );
if (check == nextToProcess ) {
return  -1;
}
int ans = firstFree
firstFree = check ;
return  ans;

}

void setNextToProcess (int nextToProcess )
throws  AtomicException {
this .nextToProcess = nextToProcess ;
}
}

Figure 7. Implementingan Atomic Flexotask.

developmenttime. The validate() methodselectsa scheduler
(pluggable asin the Exotaskq5] system)andproducesarunnable
Graph . The parameters argumentpassesn the sharedobject
thatwill be usedfor communicationThe getGuardObject()
methodretrieves a referenceto the guardfor the taskthatcanbe
usedto invoke taskatomicmethodsby the plain Java thread.This
objectis automaticallygeneratedrom the DetectorTask  class
andits transactionainterfaceDetectorGuard

Figure 7 shavs the class DetectorTask  which extends
AtomicFlexotask and implementsDetectorGuard . The
initialize() method establishesthe sharing relationship
by storing the RawFrameArray parameterand initializes the
StateTable to storestablestate.In a graphwith morethanone
Flexotaskthis methodwould also passin representationsf the
task’s portsto usefor intertaskcommunicationand thesewould
be saved in instancevariables.The execute() = methodestab-
lishes the frame to be processedand analyzesthe datait con-
tains. Eachinvocation of execute()  will createtransientob-
jects of typesDetector and its numerousdependentvorking

class RawFrameArray implements
private  final ImmutableArray

Stable {
frames ;

public  RawFrame get( final int i) {
return  (RawFrame) frames . get(i);
}
public  RawFrameArray () {
RawFrame[] innerArray =
new RawFrame[MAX_FRAME§
for (int i = 0; i < MAX_FRAMES i++)
innerArray [i] = new RawFrame();
frames = new ImmutableArray (innerArray );
}
}

Figure 8. A referencémmutabledatastructure.

objects,aswell asnew stableobjectsto representall signsand
vectorsthat will be storedin the StateTable . The implemen-
tation of the getFirstFree() and setNextToProcess)
methodsrepresentghe code as the programmerwould write it,
i.e., thecodebefore beingrewritten by the developmenttools. The
actual code executedat runtime is instrumentedat the bytecode
level soasto redirectall mutations(andsubsequenteadsthereof)
to a transactioriog thatis then committedby rolling forward the
mutationsin an epilog, asdescribecearlier As such,the transac-
tionality of a methodis completelytransparento the program-
mer, exceptthattheinvoking programshouldcatchandhandlethe
AtomicException

As previously mentionedthe RawFrameArray datastructure
mustbe referencemmutable.The codeof this classis shavn in
Figure8. For referencammutability to hold, the RawFrame data
structuremust rst bereferencémmutable whichis easilyaccom-
plishedsincethis classis just a setof primitive arraysconnected
to their parentobjectby final  referencesBut, anarrayof refer
encesds not normallyreferencemmutable.This problemis solved
in the Flexotasksystemasit is in Eventronsby using a special
ImmutableArray  classThisclasss constructorcopiesits argu-
mentanddoesnot subsequentheakit, ensuringthatno mutations
occurto theenclosedarrayafterconstruction.

5. Evaluation

We evaluateFlexotaskson predictabilityandperformancebothim-
portantpropertiesof real-timesystemsWe emplo/ two applica-
tions,a high frequeng readerandanairline collision detectorWe
alsoreporton analysistime for bothapplicationsTheexperiments
were performedusing an experimentalvariant of the IBM Web-
SphereReal Time (WRT) virtual maching[3]. Thevirtual machine
includessupportfor high resolutiontiming on real-timekernels,
a real-time garbagecollector [6], and an implementationof the
RTSJ.WRT alsoincludesexperimentalfeaturesaddedfor Even-
trons,providing objectpinning/unpinningandtheability to exempt
certainthreadsrom beingpauseddy the global heapgarbagecol-
lector The Flexotasksimplementationextendedthe Exotasksim-
plementation[5, 20], which provides private pertask heapsand
deepcopying betweerheapsFor the currentwork we addedsup-
portfor transientallocationandroll-forwardtransactions.

As our executionplatform, we usedan IBM bladesener with
4 dual-coreAMD Opteron64 2.4 GHz processorand 12GB of
physicalmemory The operatingsystemusedwas Linux (kernel
version2.6.21.4in the RHEL 5 real-timecon guration).



Figure 9. Frequencie®f inter-arrival times of an atomic Flexo-
taskscheduleavith aperiodof 100 s,executingconcurrentlywith
(1) aplain Javathreadcommunicatindy transactionainvocations,
and(2) aplain Javathreadsimulatingregularmemoryconsumption
by continuouslyallocatingat 2MB per second The x-axis depicts
the inter-arrival time of two consecutie executionsin microsec-
onds.They-axisdepictsthelogarithmof thefrequeng.

5.1 Predictability

We evaluatepredictability of a high frequencyreaderbenchmark
(540 LOC). The applicationhas an atomic Flexotask scheduled
at a periodof 100 s. At eachperiodic execution,the task reads
available dataon its input buffer in circularfashioninto its stable
state A plain Javathreadthatrunscontinuouslyfeedsthe Flexotask
with dataon its input buffer by invoking a transactionainethodon
the task approximatelyevery 20 ms. Out of 3,000invocationsof
the transactionamethod,516 of themaborted,indicatingthatthe
atomicFlexotaskfeaturewasbeingheaily exercised.To evaluate
the in uence of computationalnoise and garbagecollection, an-
otherordinaryJava threadrunsconcurrentlycontinuouslyallocat-
ing attherateof 2MB persecondusing48 byte objectsandmain-
taining a live setof 40,0000bjects.To avoid perturbationsaused
by the JIT-compiler we ranthis testin interpretednode.

Figure9 shavs a histogramof the frequencief inter-arrival
timesof the periodicallyscheduledaitomicFlexotask,i.e., thetime
betweentwo consecutie executions.The gure containsobsera-
tions coveringalmost600,000periodicexecutions As canbe seen
in the gure, all obsenationsof theinter-arrival time arecentered
aroundthe scheduledperiod of 100 s. Overall, thereareonly a
few microsecondsf jitter to beseenin the gure, with inter-arrival
timesrangingfrom 57to 144 s.

5.2 Performance

To evaluate performancewe considereda larger applicationin

the form of the collision detectordescribedin Section4. The
collision detector(30 KLOC) consistsof three threadsrunning
concurrently:the DetectorTask  runningat a period of 20ms,
the simulator thread generating ight data and communicating
with DetectorTask  every 20ms,andthe 2Mb/secondhallocator
threaddescribedn the previous section.Becausehe 20msperiod
allows moreslackthanin the predictabilitytest(necessarpothfor

realismandto allow the simulatorto keepup), we instructedthe
allocatorthreacto keep150,0000bjectslivein orderto causemore
garbagecollectionoverheadanda greateropportunityfor con ict.

High Freqg. | Collision

Reader| Detector

Compile-timeValidation 33ms| 173ms
BytecodeRewriting 10ms 51ms
Startup-timévalidation 332ms | 699ms

Figure 11. Analysistimesfor thetwo benchmarlapplications.

To have a baselinewith which to compareour measurements,
we implementedwo additionalvariantsof the collision detector
respectiely a plain Java variantwherethe time critical threadwas
justanordinarythread,anda RTSJvariantmakinguseof scoped
memoryareasTheplain Javaversionwasrun bothunderanormal
garbagecollector (the non-realtimelBM J9 collectorwith default
parametersndunderthereal-timegarbagecollectorof the WRT
VM. For this experimentwe measuregerformancestime taken
by the detectorto processa frame.

Figure 10 shaws the resultsof our measurements:or the plain
Java variantwith a non-realtimecollector (a), the worst-caseob-
sened processingtime over the entire run was around 28 mil-
lisecondswhich is not surprisinggiven that the virtual machine
usesan ordinary non-real-timegarbagecollector With the real-
time garbagecollector this numberdeclinessubstantiallybut this
comesat the expenseof mutatorutilization, therebyincreasinghe
averageprocessingime. Thesmallerbut non-ngligible jitter in (b)
happendecausea varyingnumberof the garbagecollector's work
guantacanfall within the relatively long processingimes (about
4ms)for thedetector

Both the RTSJ variant (c) and Flexotasks(d) are largely im-
perviousto suchinterference We note that they are not entirely
impervious:eachhastwo spikes that correspondo garbagecol-
lectionsthoughothergarbagecollectionsin the run passwithout
incident.In the Flexotaskversion(d), the two spikesaredueto a
threadbeingpreemptedvhile holdingalock neededdy the sched-
uler, a known problemthat will be addressedhroughthe design
discussedh Section2.3.2.In the RTSJversionthe spikesareunex-
plainedbut probablyrepresent aw in theimplementatiorof the
VM.

Clearly, the best-casgerformancdime of the RTSJvariantis
signi cantly slower than that of ary other variant. We attribute
the slowdown to the dynamicchecksimposedduring runtime by
thevirtual machineto ensuresafetyof pointermanipulatiorwhen
usingthe RTSJscopednemoryareas.

In summary we have shavn how four different variants of
our collision detectorapplicationare subjectto a varying degree
of interferencecausedby the presenceof garbagecollection. As
expectedthe plain Java variantexperiencesnfrequent,but large,
latencieswhen running on a non-real-timecollector and much
smallerlatenciesut still noticeablgitter whenrunningonthereal-
time collector The RTSJvarianthaslow jitter but poor average-
caseperformanceln contrastto these the Flexotasksvariantruns
athigh performancevith the smallestamountof jitter.

5.3 Static Analysis Performance

We measureghetime neededor validatingour two benchmarksit
compiletime codeandatinitialization time. Whereasnitialization
time validation was performedon the platform describedabove,
compiletime validationoccurredon a developmentmachinerun-
ning JDK 1.5.007-87 on a Intel Core Duo, 2.16GHzwith 2GB
of physicalmemory Figure5.2 shavs the empiricalmeasurements
of the time to performthe variousstagesof the codeanalysis As
canbeseenjt takestwice aslongto validatethecollision detector
This is not surprisinggiventhe differencein codesize.Thelonger
timetakenatinitialization time primarily re ects thefactthat“val-
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Figure 10. Comparingperformanceof four different variantsof the collision detectorbenchmark.The x-axes shawv the data frames
processednumberingfrom 1 (only a representate setof framesare shawvn), andthe y-axesthe processingime in millisecondsfor the

individual frame.

idation” actuallyincludesthe time to instantiateand schedulethe
Flexotaskgraphin additionto simplechecking.Also, the checking
is moredetailedsinceit is donein a data-sensitie fashion.

5.4 Software Engineering Aspects

We briey commenton our experiencerefactoring the collision
detectorapplicationto use Flexotask APIs. The collision detec-
tor codeobtainedfrom [35] consistedf 195 les, containing241
classegaround30 KLOC), andemplo/ed RTSJAPIs. Corverting
it to Flexotaskgequiredmodi cation of 8 les andaddingStable
declarationgo 7 classesThe mainchangesverein the setuppor
tion of the application:the original versionhad codefor creating
RTSJ-stylereal-timethreads whereashe Flexotasksversioncre-
ateda one-nodeggraph.The othermain changewasin the commu-
nication betweenordinary Java threadsand the real-timetask. In
orderto passthe validation phase we hadto ensurethat objects
sharedbetweenthe two were referenceimmutable.Finally, in a
numberof placeswherethe RTSJcodehadto resortto re ective
invocation, the calls were transformednto normal allocationsof
stableclassesn the Flexotasksversion.The effort going from the
earlierversionof thecodewasmodesiandmadethe codeeasierto
understand.

6. Conclusion

In this paper we have introducedFlexotasks,a restrictedthread
programmingmodelfor Jasa, which uni es four previously exist-

ing models.Flexotasksprovide programmersvith a singleframe-
work for developing real-time programsobservingtiming con-
straintstighter than thosepossiblewith state-of-the-arteal-time
garbagecollectionalgorithms.

As auni ed framework, Flexotasksprovide e xibility to choose
betweerasetof programmingabstractionsupportingdifferentsets
of tradeofs andadwantagesn orderto meetthetiming constraints
andfunctionalityrequirement®f agivenapplication.

We implementedour framework in the form of a single API
supportingall four models,combinedwith developmenttime and
run-timetoolsintegratedinto the EclipselDE. Thesetools ensure
safetyguarantee®f memoryoperationshy verifying the codeat
thebytecoddevel againsthedifferentsetsof type constraintsand
thusenableexecutionfree of expensve runtimememorychecksas
requiredvhenusingRT SJscopednemory To enablenon-blocking
communicatiorbetweertime constrainedasksandtime oblivious
code,we have implementedsupportfor atomic methodsthrough
bytecoderewriting, therebymakingit transparento the program-
mer Furthermorewe have extendedprevious work by providing
supportfor multi-processorasing a roll forward transactionlog
approach.
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