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Abstract
Thedisadvantagesof unconstrainedshared-memorymulti-threading
in Java, especiallywith regardto latency anddeterminismin real-
time systems,have given rise to a variety of languageextensions
thatplacerestrictionson how threadsallocate,share,andcommu-
nicatememory, leadingto order-of-magnitudereductionsin latency
andjitter. However, eachmodelmakesdifferenttrade-offs with re-
spectto expressiveness,ef�ciency, enforcement,andlatency, and
noonemodelis bestfor all applications.

In this paperwe presentFlexible TaskGraphs(Flexotasks),a
single systemthat allows different isolation policies and mecha-
nismsto be combinedin an orthogonalmanner, subsumingfour
previously proposedmodelsaswell asmaking it possibleto use
new combinationsbestsuitedto the needsof particularapplica-
tions. We evaluateour implementationon top of the IBM Web-
SphereRealTime Java virtual machineusingboth a microbench-
mark and a 30 KLOC avionics collision detector. We show that
Flexotasksare capableof executingperiodic threadsat 10 KHz
with astandarddeviation of 1.2� s andthatit achievessigni�cantly
betterperformancethanRTSJ's scopedmemoryconstructswhile
remainingimperviousto interferencefrom global garbagecollec-
tion.

Categoriesand SubjectDescriptors D.3.4 [ProgrammingLan-
guages]: Processors—interpreters,run-timeenvironments; D.3.3
[ProgrammingLanguages]: LanguageConstructsandFeatures—
classesandobjects; D.4.7[OperatingSystems]: Organizationand
Design—real-timesystemsandembeddedsystems.

GeneralTerms Languages,Experimentation.

Keywords Real-time systems,Java virtual machine, Memory
management,Ownershiptypes.

1. Intr oduction
The Java programminglanguagehas becomea viable platform
for real-timesystemswith applicationsin avionics [2], shipboard
computing[19], audio processing[4, 21], industrial control [17]
andthe �nancial sector[8]. High performancereal-timeJava vir-
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tual machines(RT JVMs) are now available from multiple ven-
dors[28,13, 3, 1]. Ideally, real-timeJavaapplicationswouldnotre-
quirelanguagerestrictionsor speciallanguagefeatures,they would
bewritten just asany otherapplicationusingthesamedesignpat-
terns,programmingidiomsandfamiliar library classes.Achieving
this idealis becomingfeasibledueto progressin real-timegarbage
collection [6, 29, 18], ahead-of-timecompilation[16], operating
systemsupport[3, 23] andfasterprocessors.Many real-timepro-
gramscannow be written assimpleJava programswheredevel-
operspayattentionto thetiming propertiesof theapplicationlogic
without having to beoverly concernedaboutinterferencefrom the
virtual machine.

However, someapplicationshave latency/throughputreal-time
requirementsthatcannotbemetby currentreal-timegarbagecol-
lection (GC) technology. When schedulinglatency goesbelow a
millisecondany interferencefrom the JVM is likely to result in
misseddeadlines.Oneof thekey designdecisionsof theReal-time
Speci�cationfor Java(RTSJ)[14] wasto supportthoseapplications
with a programmingmodel that restrictsexpressivenessto avoid
unwantedinteractionswith theJVM andtheGC in particular. The
RTSJ introducedthe NoHeapRealtimeThread for this pur-
pose.More recently, alternatives to NoHeapRealtimeThread
have beenproposed,suchasEventrons[31], Re�exes [33], Exo-
tasks[5], and StreamFlex [32]. Typically, time critical tasksac-
count for only a fraction of the code of the entire application.
Therestof theapplicationis eithersoft real-timeor non-real-time
code.The existenceof restrictionsin a subsetof the code,along
with rulesfor communicationbetweenthatcodeandtheremainder
of the application,gives rise to a restrictedthread programming
model, or RTPM. As with any programmingmodel,anRTPM has
advantagesbeyond low schedulinglatency, including static error
detectionand facilitation of developmenttools andmodel-driven
developmentstrategies.

At �rst glance,one may wonderwhat addedvalue thesedif-
ferentrestrictedthreadprogrammingmodelsbring over andabove
RTSJ's NoHeapRealtimeThread s which are, after all, sup-
portedby all RT JVMs. Experienceimplementing[9, 15, 25, 2]
andusing[12, 24, 10, 26,27] theRTSJrevealeda numberof seri-
ousde�ciencies.In theRTSJ,interferencefrom theGC is avoided
by allocatingdataneededby time critical real-timetasksfrom a
partof theJVM's memorythatis notsubjectto garbagecollection,
dynamicallycheckedregionsknown asscopedmemoryareas. Indi-
vidualobjectsallocatedin ascopedmemoryareacannotbedeallo-
cated;instead,an entire areais torn down assoonasall threads
exit it. Dynamically enforcedsafety rules check that a memory
scopewith a longer lifetime doesnot hold a referenceto an ob-
ject allocatedin a memoryscopewith a shorterlifetime andthat
a NoHeapRealtimeThread doesnot attemptto dereferencea
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Figure1. Comparingexpressivenessversusworstcaselatenciesof
differentReal-timeJava ProgrammingModels.Thereis a tradeoff
betweenlatency guaranteesandexpressiveness.We focuson pro-
grammingmodelsthattargetsub-millisecondschedulinglatencies.
TheRTSJisarguablythemostexpressiveprogrammingmodelwith
sub-millisecondlatency, but it incursthroughputoverheadsdueto
run-timescopechecksandfacesthepossibilityof run-timefailures.
Thispaperpresentsauni�cation of four programmingmodels(Ex-
oTask,StreamFlex, Re�ex, Eventron)whichrely onstaticchecking
andthushave norun-timechecks.

pointerinto thegarbagecollectedheap.Theworst-casecostof us-
ing scopedmemoryis predictable[2]: every storeto a reference
�eld incurs a substantialslow-down due to a slow path that per-
forms a rangecheck[25]. Memory readsrequiretwo branches(a
checkwhetherthethreadis a NoHeapRealtimeThread anda
checkto ensurethe referencedoesnot point into thegarbagecol-
lectedheap)[27]. Unfortunately, thereis asigni�cant differencebe-
tweenslow pathandfastpathmemoryaccesseswhich makespre-
dicting worst-caseperformancedif�cult. However, useof the fast
pathis essentialto maintainingacceptableaveragecasethroughput.
Anotherissuewith theRTSJprogrammingmodelis that,dueto a
lack of isolation,it is possiblefor a NoHeapRealtimeThread
to block on a lock held by a plain Java task. If this ever occurs,
all betsareoff in termof real-timeguaranteesastheblockingtime
cannotbebounded.Finally, dynamicmemoryaccesschecksentail
a lossof compositionality. Componentsmay work just �ne when
testedindependently, but breakwhen put in a particularscoped
memorycontext. This is becausefor aRTSJprogramto becorrect,
developersmustdealwith anaddeddimension:where a particular
datumwasallocated.Designpatternsandidiomsfor programming
effectively with scopedmemoryhave beenproposed[26, 11, 12],
but anecdotalevidencesuggeststhatprogrammershaveahardtime
dealingwith NoHeapRealtimeThread sandthatresultingpro-
gramsarebrittle.

If the programmingcommunity were to chooseto avoid the
problemsof NoHeapRealtimeThread sby adoptingandeven-
tually standardizingthe newer RTPMs, the problemof choosing
amongthemis dif�cult becausethey make differenttradeoffs and
emphasizedifferentadvantages.Thepurposeof thiswork is to pro-
vide a unifying framework, which we call Flexible Task Graphs
(or Flexotasks),for four of the availableRTPMs (Eventrons,Re-
�e xes,Exotasks,andStreamFlex). In doingthis,werespectthere-
ality thattherearesomehardtradeoffs andthatnotall featuresof all
four modelscanbeavailablesimultaneously. Consequently, aFlex-
otaskprogramis constructedusinga coreof uni�ed featuresanda
choicefrom amongalternativeoptionalfeatures.Thecoreprovides
essentialpropertiesneededby any RTPM and confersthe maxi-

Guard
[T]

Transient

T
obj

obj

obj

Guard
[T']

T'

Channel

Figure 2. The Flexotasksruntime relationships.A task of type
T hasa memoryregion split into a garagecollectedprivate heap
andanoptionaltransientareawhich is reclaimedin bulk between
invocationsof execute() . Task-allocatedobjectsare isolated
from the main Java heapandthusnot affectedby the main heap
garbagecollector. A task may optionally accessobjectsthat are
outsideits memoryregion if thoseobjectsarereferenceimmutable.
An AtomicFlexotask may be accessedfrom plain Java code
through a guard, which is a heap-allocatedproxy object. Tasks
communicateby themeansof connections.

mumpracticalsetof advantagescommonto theprecursorRTPMs.
Optionsadd featuresor guaranteesthat can be activatedaccord-
ing to the requirementsof a particularapplication.We do not aim
to subsumeNoHeapRealtimeThread functionality in Flexo-
tasks,becausewewantto avoid theneedfor run-timechecks.Flex-
otasksemploy bothdevelopment-timecheckingandenforcementat
programinitializationtime.Consequently, dynamicchecksarelim-
ited to a smallnumberof lessfrequentlyexecutedoperations(e.g.
JNI callbacks)thatareimpossibleto checkstatically.

We introduceFlexotasksby summarizingthe main features,
explaininghow andwhy eachwaschosenfrom amongthe useful
propertiesof Eventrons,Re�exes,Exotasks,andStreamFlex and
how someinherentcon�icts betweenthosemodelswereresolved.
In subsequentsections,we elaborateon aspectsof the resulting
system,in particular, how Flexotasksare validated,and how the
systemmaybeusedin practicefor programming.

2. Flexible TaskGraphs: Features,Origins, and
Rationale

Our goal with Flexotasks was to subsumeall four precursor
RTPMs:Eventrons,Re�exes,Exotasks,andStreamFlex. We used
two mainstrategiesto accomplishthis.First,whereafeatureof one
modelwasgeneralenoughalreadyto subsumeanother, we chose
the moregeneralfeature,and,similarly, we preferredlessrestric-
tive rulesover morerestrictive ones.In choosingthemoregeneral
or lessrestrictive capability, we were aware that the lessgeneral
or morerestrictive onemay have hadadvantagesof simplicity or
ef�ciency. To recover simplicity for userswhodesireit, we rely on
selective veneerinterfacesthatprovide a simpli�ed semantics(we
havesuchveneersfor bothEventronsandRe�exes).To recoveref-
�ciency for applicationsthatcanlivewithin tighterrestrictions,we
madesomestrongerchecksavailablebut optional(bothallocation
andsynchronizationareallowed by default but may be forbidden
by staticchecking).

Second,wheretwo precursormodelssimplydid somethingdif-
ferently, we incorporatedboth mechanisms,andeitherrequireda
choice(if they con�icted) or allowed both to be usedtogether(if
they did not).Thus,weretainedthestoragemanagementsemantics
of bothExotasksandRe�exes,theexternalcommunicationmech-
anismsof bothEventronsandRe�exes,andthe intertaskcommu-
nication mechanismsof both Exotasksand StreamFlex. We will



Feature Eventrons Re�exes Exotasks StreamFlex RTSJ Flexotasks
RestrictedUnit Task Task Graph Graph Thread Graph
Long-termStorage Pre-allocated Stableregion Privateheap Stableregion Immortalmemory Privateheap
Short-termStorage Stackvariables Transientregion Privateheap Transientregion Scopedmemory Transientregion
ExternalCommunication Sharedscalars Transactions None Transactions Programmed Sharedandtransactions
Synchronization Forbidden Discouraged Disabled Discouraged Allowed Allow, forbid, or disable
Scheduling Periodic Periodic Pluggable DataDriven Periodicandevent Pluggable
Construction Direct Direct Via template Direct Direct Via template
IntertaskCommunication – – By DeepCopy By Reference – Copyor reference
Enforcement Initialization Compilation Initialization Compilation Dynamic Compilation+ initial.

Figure3. Featuresof DifferentRestrictedThreadProgrammingModels.

explain in eachcasewhy multiplemechanismswerefelt worthyof
retentionandhow a Flexotaskusershouldreasonaboutwhich to
usein particularapplications.

Figure2 shows theoverall componentsof a Flexotasksystem.
Figure 3 summarizessomekey featuresof previous RTPMs and
Flexotasks.We will usethis summaryin explaining how the fea-
turesof Flexotaskswere chosen.For more details,the readeris
referredto publisheddescriptionsof Eventrons[31], Re�exes[33],
Exotasks[5], StreamFlex [32], andRTSJ[14]. For simplicity, we
describeExotasksas they werepresentedin [5], althougha later
version[20] includesa uni�cation with Eventronsthat is carried
forwardandextendedto theothermodelsby thepresentwork.

2.1 Thr eads,Flexotasks,and FlexotaskGraphs

Althoughany RTPM ultimatelyprovidesrestrictedthreads, a use-
ful model is not obligatedto make suchthreadsdirectly manipu-
lable.Of the preexisting RTPMs,only the RTSJactuallyusesthe
threadastheunit of restriction.Restrictingthreadsdirectly implies
dynamicchecking,sincea threadcan ultimateexecuteany body
of code,andsowe did not follow this approach.Theothermodels
de�ne tasks, which arebodiesof coderootedin anexecutableob-
ject,subjectto staticallycheckablerestrictions.EventronsandRe-
�e xesemploy singletasks,while ExotasksandStreamFlex employ
graphsof taskswith explicit channelsof communicationconnect-
ing individual tasks.In all four cases,restrictedthreadsareman-
agedby the systemto executethe restrictedtaskswithout them-
selvesbeingdirectly visible to theprogrammer.

In Flexotaskswe employ a graph of tasks.This relatesdi-
rectly to graph-basedmodelingsystems,suchasSimulink [30] and
Ptolemy[22], that areoften usedto designreal-timecontrol sys-
tems,or to stream-basedprogramminglanguages[34]. Fortunately,
a singletaskis just a degeneratecaseof a graph,andsoselectinga
graph-basedapproachdoesnot resultin any fundamentalloss.

2.2 Memory Managementin Flexotasks

A key aspectof anRTPM concernstheir restrictionson theuseof
memory. A partial characterizationof this issue,in termsof short
andlong-termstorageis shown in Figure3. In Flexotasks,weunify
thetwo-regionssolutionof Re�exeswith theprivateheapsolution
of Exotasks.We provide two regions,with themorepermanentof
thembeinggarbagecollected.

EachFlexotaskhasthusa privatememoryareathat is divided
into a heap (as in Exotasks)and an optional transientarea (as
in Re�exes).The Flexotaskheapis garbagecollectedon eithera
scheduledbasis(when the task is not running) or on-demand(if
memory is exhaustedduring task execution).Garbagecollection
canbedisabledby theprogrammerif theapplicationhasa steady
statethatdoesrequirereclamationof heapdata.Thetransientarea
is clearedeachtime thetask's execute() methodreturns.

Allocationsaredirectedto theprivateheapor thetransientarea
basedonthetheclassbeinginstantiated,asin Re�exes.Allocations

by Flexotasksarenever directedto the public heap.We adoptthe
Re�ex terminologyin calling a Flexotask's heap-allocatedclasses
stable, althoughthey arenot invariably long-livedasin theRe�ex
model.Weadoptrulessimilar to thoseusedby Re�exesto provide
safety:

1. No transientclassmayinherit from a stableclass.

2. Arrays with stable elementtype are stable and arrayswith
transientelementtypearetransient.

3. Primitive arraysarehandledaccordingto how theprogrammer
choosesto usetransientstorage(describedbelow).

4. Fieldsof stableclassescanonly referto stableobjects.

Theserules ensurethat therewill be no danglingpointersfrom
objectson the Flexotaskheapinto the associatedtransientarea.
Otherrules(describedin moredepthin Section3) guaranteethat
the few permittedpointers into or out of either portion of the
Flexotaskmemoryareaarestrictly controlled.

The two memory areascan be usedin one of the following
ways:

1. All classes(includingprimitive arrays)areassumedstable.

2. Stableclassesare explicitly declaredby the programmer, ei-
ther by implementingthe Stable marker interface, or by
listing them. The Flexotask object itself is necessarilysta-
ble. Otherclassesareconsideredto be transient.Primitive ar-
rays are consideredtransient.A set of encapsulatingclasses
(StableBooleanArray , etc.) is provided to enableprimi-
tivearrayusageon theprivateheap.

3. Stablestatusmaybeinferred.Startingwith theFlexotaskobject
itself, the transitive closureof classesappearingin instance
�elds areautomaticallymarked stableand thenall subclasses
of stableclassesaresimilarly marked stable.All otherclasses
areconsideredto betransient.

The secondoption closely resemblesRe�exes and StreamFlex,
except that the stableregion may actually be garbagecollected.
The �rst and third options give the semanticsof Exotasks.The
�rst is almostexactly equivalent to Exotasks'behavior, while the
third confersthe bene�t of somereducedmemorypressurein the
event that someclassesarefound to be safely(andtransparently)
transient.

The semanticsof the more restrictedEventronmodel can be
achievedby simply avoiding allocationin the task.Our validation
framework will optionally �ag andrejectany allocations(exempt-
ing Throwable objects,the managementof which wasparticu-
larly problematicin Eventrons),but employing this level of check-
ing can also be omitted when thereis enoughslack to schedule
occasionalgarbagecollections.

Choosingwhetherto usea transientareaexplicitly or whether
to simply heap-allocateeverythingwill generallybepredicatedon



thekind of codereusethatis contemplated.Whentheinternaldata
structuresof theFlexotaskusegeneral-purposeclasses(suchasthe
Java collectionframework), it is hardto satisfythe type checking
rulesfor explicit declarationof stableclassesandso theability to
treateverythingasstableis very useful.On theotherhand,asone
�ne-tunes the applicationto usemore specializeddatastructures
(which are usually more ef�cient and more predictablein their
storageutilization),it eventuallybecomeseasyto identify thestable
classesand producemore regular memory usagebehavior. The
examplepresentedin Section4 wentthroughexactly thisevolution
beforesettlingon its currentcon�guration,whichmakesuseof the
transientarea.

Finally, Flexotasksmay not make useof Thread or any of
its subclasses,objectswith �nalizers, or any of the specialized
Reference types(weak,soft,andphantomreferences).

2.3 Communication with Ordinary Thr eads

A secondkey differentiatorof theprecursormodelsconcernshow
they handledcommunicationbetweentherestrictedthreadandor-
dinary threads.Exotasksdisallowedsuchcommunicationentirely.
Eventronsusedonemodelof communication,enablingexchange
of scalarvaluesvia a limited sharingof referencesto commonob-
jects.Re�exesandStreamFlex introducedanadditionaloption,us-
ing a limited form of transaction.In Flexotasks,boththescalarval-
uesandtransactionalformsof communicationmaybeusedin the
samegraph,andthegraphmayoptionallybemarkedstronglyiso-
latedto achieve thesemanticsof theExotasksmodel.

2.3.1 Communication thr oughReferenceImmutable Objects

In understandingthe �rst of the two Flexotask communication
options,it is useful to establishthe following recursive de�nition
of referenceimmutability. We�rst de�ne aneffectively�nal �eld to
be onethat is eitherdeclaredfinal or onethat is both declared
private andnot mutatedby any non-constructormethodof its
de�ning class.Wethende�ne areferenceimmutable�eld to beany
�eld that is either(1) of a primitive type(possiblymutable)or (2)
aneffectively �nal reference�eld that is either(2a)null or (2b)
containinga reference-immutableobject. A reference-immutable
object is de�ned aseithera primitive arrayor an object that has
only reference-immutable�elds. This propertyis readily checked
in anincrementalfashion,aswe revisit in Section3.

Informally, any referenceimmutableobjectprovidesaccessto
a graphof objectsconnectedby referencesthatcannotchangebut
containingother �elds that canchange.Someleaf objectsin this
graphmaybeprimitivearrays,whoseelementscanchange,but not
their extent.

By giving a Flexotaskaccessto somereferenceimmutableob-
jectsresidingon thepublic heap(preventedfrom moving to avoid
raceswith the public heap's garbagecollector),the Flexotaskcan
communicatewith ordinary threads.The processesby which a
Flexotask comesto have such referencesare describedin Sec-
tions 2.7 and3. Otherwise,this facility is basedquite directly on
Eventrons.

To obtainthe semanticsof the Exotaskmodel,andthe associ-
atedadvantagesof strict determinism,the programmersimply la-
belstheFlexotasksof the graphasbeingstronglyisolated,which
preventsthe creationof any channelsof communicationthrough
referenceimmutableobjects.However, we permit strongly iso-
latedgraphsto have referencesto completely(andrecursively) im-
mutableobjects,sinceno communicationcanoccurthroughsuch
objects.Thisallowssharingof globalconstants(aswith Exotasks),
simplifying thecodewithout compromisingdeterminism.

2.3.2 Atomic Flexotasks

The secondcommunicationoption, known asatomic Flexotasks,
may be usedwhetheror not the graphhasbeenmarked strongly
isolated.Thesemanticsof atomicFlexotasksis basedonthesimilar
Re�ex capability, but is implementeddifferently. In thisalternative,
ordinary threadsare given limited transactionalaccessto state
storedin the Flexotasks'private heaps.Changesto this stateby
therestrictedthreadrunningtheFlexotaskwill alwayscommit,but
changesmadeby ordinary threadsare unilaterally abortedif the
restrictedthreadneedsaccessto thestatewhile theordinarythread
is still modifying it. The restrictedthreadthenobserves the state
asit wasbeforetheordinarythreadattemptedits modi�cation, and
theordinarythreadgetsanexception.

To obtainthesesemantics,a programmerwrites tasksthatspe-
cialize the AtomicFlexotask abstractclass.The programmer
also createsone or more interfacesthat extend the External-
Methods marker interface.TheAtomicFlexotask implemen-
tationmustimplementat leastonesuchinterface.

TheRe�ex andStreamFlex modelsimplementedasimilartrans-
actional capability but did so in the Ovm virtual machine[28],
which hasa uni-processordesignwith threadingcontrolledby the
virtual machine.In thattypeof implementation,it wasstraightfor-
wardto implementpreemptionby thescheduler, which canimme-
diately roll backany partially appliedtransactionalchangeto the
stateof thetask.In contrast,FlexotasksareimplementedonIBM' s
WebSphereRealTimeVM, whichhasamulti-processordesignand
(usually)mapsJava threadsto OS threads.In that type of imple-
mentation,it is very dif�cult to implementa roll-back approach
for transactions,perhapsimpossibleto do so without introducing
locking overheadsthat would substantiallyperturbexecutionpre-
dictability.

Consequently, we have adopteda roll-forward approachin
which a methodthat is reachableby ordinary threadsmustcom-
mit its changesexplicitly in an epilog. Prior to the epilog, the
methodis allowed to examinethe task's heapstateand can ac-
cumulateplannedmutationsin a local log, but shouldnot actually
perform thesemutations.The epilog checkswhetherthe stateof
the taskhaschangedout from underthemethod,andif so throws
anAtomicException . If not, themethodis permittedto com-
mit its changes,with theschedulerbrie�y lockedout.Effectiveuse
of the facility is thereforepredicatedon theepilogbeingcarefully
designedto commit its changesef�ciently . The Flexotasksystem
handlesthis automaticallyby usingclassrewriting, asis discussed
in Section2.9.

Lockingout theschedulerduringthecommitoperationmakesit
vulnerableto beingblockedindirectlyby thegarbagecollector, be-
causethecommittingthreadis anordinaryonethatcanbepaused
by thecollectorwhile holdingthelock. We thusrequirethethread
to completeits commitandreleasethe lock beforeyielding to the
collector. Our implementationof this featureis currently incom-
pleteandthat is responsiblefor someof theoutliersin the results
of Section5.

At runtime, the transformedAtomicFlexotask will re-
sideinsidethe graph,while the restof the Java programis given
accessonly to a guard object that implementsthe sameset of
ExternalMethods interfaces as the AtomicFlexotask .
Theguardobjectdelegatesto theAtomicFlexotask while pro-
hibiting thecreationof any improperaliases.

2.3.3 Choosingand Combining Communication Mechanisms

As previously stated,the atomic Flexotasksoption can be used
in strongly isolatedgraphsbut can also be combinedwith the
Eventron-basedmechanismof communicationthroughsharedob-
jects.For themostpart,theatomicFlexotasksoptionstressespre-
ciseknowledgeof whatwasandwasn't communicated,andhence



is particularlyusefulwhenthereneedsto becoordination(in lieu of
Java level synchronization)betweenrestrictedthreadsandnormal
threads.Ontheotherhand,anatomicFlexotasks'externalmethods
candelaytherestrictedthreadduringaroll-forwardcommitopera-
tion,andsothisoptionis notaverygoodchoicefor bulk datatrans-
fer from normalto restrictedthreads.Combiningthetwo optionsin
thesameprogramis thusa very powerful featureof Flexotasks:it
is usuallypossibleto partition the communicationcapabilitiesso
thatbulk dataupdatesaredonein a non-transactionalway but no-
ti�cation andcoordinationof statesaredonetransactionally. This
strategy wasusedin theexampleof Section4.

CombiningatomicFlexotaskswith strongisolationenablesvery
tight controlover thebalancebetweenisolationandcoordination.
This is appropriatewhen the amountof datatransferredinto the
restrictedportion of the programis small.Useof strongisolation
by itself (no external communication)is appropriatefor control
applicationsthatarevery self containedandfor which a high level
of determinismis required(theoriginal designpoint of Exotasks).
In particular, strong isolation ensuresthat tasksare functionally
deterministicin their inputsonchannels.

Communicatingscalarsthrough sharedreferenceimmutable
objectsis useful when tight coordinationbetweenthe restricted
threadandordinarythreadsis not needed.As will beseenin Sec-
tion 2.4, effective use of this option may be enhancedthrough
the use of the notifyIfWaiting facility taken from Even-
trons.Otherwise,relianceon ordinaryJava synchronizationis to
beavoided.

2.4 Synchronization Operations

For thepurposesof this section,we usetheterm“synchronization
operations”to meanspeci�cally the synchronized block and
synchronized methodsin theJava language.

To reconcilethe behavior of Eventrons,Re�exes,andStream-
Flex (which prohibit or stronglydiscouragesynchronization)with
thatof Exotaskswhichignoreit, Flexotasksoffer two programmer-
selectableoptionsfor dealingwith synchronizationoperations:they
areeitherpermitted,or they areprohibited(in the latter case,the
prohibition is via codeanalysisat developmenttime andat initial-
izationtime).

When synchronizationoperationsare permitted,they may or
maynot have any effect. If thetaskgraphis stronglyisolated,then
all theobjectsit canaccessareeitherprivateto ataskor completely
immutable.Privateobjectscanonly beaccessedby onethread(that
of the task),so the synchronizationoperationwill never have any
effect. Synchronizationon sharedimmutableobjectsby strongly
isolatedtasksis ignored;semanticallyit is asthoughthey hadbeen
copiedinto theprivateheap.

Tasksthatarenotstronglyisolatedmayexecutesynchronization
operationswhich actuallyinteractwith otherthreadsin thesystem
and thereforemay block. Generallyspeakingwe discouragethis
whenusingFlexotasks,but theremaybesituationswherebackward
compatibilitywith librariesmakesit necessary.

To facilitatecoordinationwhenthe restrictedthreadis not al-
lowed to or shouldnot usesynchronizationoperations,we adopt
theEventronsnotifyIfWaiting facility, whichpermitstheor-
dinarythreadto block andbenoti�ed in a non-blockingfashionby
therestrictedthread.

2.5 Scheduling

When the unit of restrictionis a taskgraphratherthan a thread,
threadsmustbemanagedimplicitly, andtheexecutionsof thetasks
arethusscheduled. Theprecursormodelshandledthis differently,
but theExotasksmodelhadthemostgeneralsolution,which was
to make the schedulerpluggable,and to give it the responsibility
to schedulenot only tasks,but datamovementbetweentasksand

Main template:
Set of task specifications
Set of connection specifications
Timing information for the scheduler
Handling option for stable versus transient
Optional list of stable classes
Is allocation forbidden?
Is synchronization forbidden?\[2mm]

Each task specification:
Implementing class
Input and output port types
Is strongly isolated?
Optional guard class (if Atomic)
Timing information for the scheduler

Each connection specification:
Data type
Timing information for the scheduler

Figure4. Contentsof a FlexotaskTemplate.

thegarbagecollectionof tasks.This solutionis adoptedin Flexo-
tasks.We carry forward the“time triggered”schedulerfrom Exo-
tasks,which supportsperiodicexecution,eitherof singletasks,or
of graphsof tasks,with tasksbeingassignedspeci�c time offsets
within the period.We also intend to reimplementthe data-driven
schedulerof the StreamFlex model as a Flexotaskscheduler, al-
thoughthis is future work. As in Exotasks,all restrictedthreads
in Flexotasksactually belong to schedulersand the mappingof
threadsto tasksis usuallynotone-to-one(moretypically, thenum-
berof threadsre�ects thelevel of realconcurrency availablein the
hardware).

2.6 Construction of a FlexotaskProgram

As with Exotasks,a Flexotaskprogramis instantiatedfrom a tem-
plate(calleda“speci�cation graph”in [5]). In contrast,othermod-
elsusedAPIs to constructgraphs(or isolatedtasks)programmati-
cally. Thetemplateideafacilitatesthetransferof informationabout
complex programsfrom developmenttime to runtime,andthe in-
dependentdevelopmentof tools that help in the constructionof
suchprograms(the templatecanbe constructedwith a graphical
editorandstoredin a special�le format).Templatesalsohelpcon-
cretizethe initialization-timevalidationstepby providing a single
call thatvalidatesthetemplateandreturnsahandleto theresulting
graph.On the otherhand,simpleprograms(e.g.single-taskpro-
grams)don't especiallybene�t from templates.Flexotasksmitigate
thebiastowardcomplex programsjust asExotasksdid by having
anAPI for theconstructionof templatesat runtime.TheFlexotask
systemprovidesveneersfor programmersusedto theEventronand
Re�ex styleof programming.Theveneersprovide a singleopera-
tion thatconstructsatemplateandvalidatesit producingthedesired
single-taskgraph.

Thecontentsof theFlexotasktemplatearesummarizedin Fig-
ure 4. As can be seen,most of the featuresdiscussedin earlier
sections(and connectionproperties,which are discussedin Sec-
tion 2.8) arepresentin this template.Theruntimemethodthat in-
stantiatesa Flexotaskgraphusesas inputs (1) a template,(2) an
optionalparametermap(discussednext), (3) achoiceof scheduler,
and(4) optionalplatform-speci�ctaskcharacteristicsto passto the
scheduler. We will not discuss(4) dueto lack of space;thataspect
is taken directly from Exotasks.Implicitly, the codeof all classes
mentionedin thetemplateis alsoaninput,andthiscodeisvalidated
aspartof instantiation.



2.7 Parameter Maps

A parameteris simply anobjectthat is passedto eachtaskat run-
timeaspartof its initialization,andaparametermapis amapfrom
tasknamesto parametersthat is providedto theFlexotasksystem,
alongwith the template,to instantiatethegraph.Parameterswere
not originally a featureof any of the precursormodels,although
Exotasksadoptedthe ideain a later version[20]. They serve two
purposes.They promotereuseof tasks,eliminating tasksthat are
only smallvariationsoneachother. They alsopermitthecontrolled
introductionreferencesto referenceimmutableobjectson thepub-
lic heapto facilitatecommunicationthroughsuchobjectsaswas
discussedin Section2.3.1.To supportthe secondgoal,a parame-
terpassedto astronglyisolatedFlexotaskis (deeply)cloned,while
onepassedto an ordinaryFlexotaskis checked for referenceim-
mutabilityandpassedby reference.

2.8 Intertask Communication

Sinceonly ExotasksandStreamFlex (amongtheprecursormodels)
useda graphasthe unit of restriction,only they provide possible
modelsfor intertaskcommunication.Therewere two key differ-
encesbetweenthetwo originalmodels.

1. In Exotasks,communicationis by deepcopy (which avoids
introducing aliases).StreamFlex communicatesby reference
while avoiding aliasesin a differentway, which requiresthat
transmittabletypesbe restrictedto classeswith only primitive
�elds (this includesprimitivearrays).

2. Exotaskconnectionsareasingle-stagebuffer (themostrecently
sentvalue can differ from the most recentlyreceived, but no
other“in transit” valuesarekept).In contrast,StreamFlex con-
nectionsareparameterizableby depthandcanstorea limited
but �e xible numberof values.

StreamFlex achievesits modelby introducinga third type cat-
egory, the Capsule, which is mutually exclusive with stableand
transientand is limited to the transmittabletypes.Stableclasses
maynot point to capsuleclasses.A specialmemoryareaseparate
from any taskareacontainsall capsules,anda capsuleis deallo-
catedwhenthecurrentowning taskreturnswithout transmittingit.

TheFlexotasksystemprovidesbothstylesof connection,based
on type.Connectionsareassigneda datatype (asin both precur-
sors)andthe typeof eachconnectionmaybeeitherstableor cap-
sule(but not transient).A list of capsuleclassesmayoptionallybe
suppliedaspart of the template.Thereis, therefore,a cleandivi-
sion into connectionsof (purely) stabletype, which aremanaged
by deepcopy, and thoseof capsuletype (which aremanagedby
reference).

In Flexotasks,connectionsare always single-stagebuffers, as
in the Exotaskmodel,but a specializedtask called a buffer task
may alwaysbe interposed(so the sendingtaskhasa single-stage
connectionto the multi-stagebuffer taskwhich thenhasa single-
stageconnectionto thereceiving task).Buffer tasksalsosubsume
themorelimited single-stagecommunicators in theExotaskmodel.

The implementationof capsulesandbuffers for Flexotaskwill
becompletedasfuturework andis not evaluatedin this paper. In
the presentprototype,only stableclassescanbe senton connec-
tions,andsodeepcopiesarealwaysmade.

2.9 The FlexotaskInfrastructur e

The Flexotasksystemcomeswith developmenttool supportinte-
gratedin theEclipseIDE aswell asvirtual machinesupportimple-
mentedin theIBM WebSphereRealTimevirtual machine.Figure5
gives an overview of the Flexotasksinfrastructure.Programsare
developedunderEclipse,validated,andselectively rewritten if the
programcontainsatomicFlexotasks(asdiscussedin Section2.3.2).
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Figure5. FlexotaskInfrastructure.Programsdevelopedwithin the
EclipseIDE arevalidatedat developmenttime with an integrated
bytecodeveri�er. Class�les are rewritten to include supportfor
transactions.TheJVM hasaninitialization-timevalidatorthatper-
formsa data-sensitive analysisof aFlexotaskgraph.

Then,afterthecodeis loadedinto theJVM andtheprogrampartly
initialized, thecode(includingrewritten classes)is validatedagain
usingrun-timeinformationaboutargumentsandstaticvariables.

This architectureadoptsthe bestof the precursormodels.The
Re�ex andStreamFlex modelsperformedvalidationaspartof com-
pilation at developmenttime,which hastheadvantageof earlyde-
tectionof errors.TheEventronandExotaskmodelsperformvalida-
tion asastepduringprograminitialization,afterclassinitialization
andsomeobjectconstructionhasalreadybeendone.Theresulting
data-sensitive analysisis more preciseandadmitsa larger setof
valid programs.In addition,compile-timeenforcementalonedoes
notpermituntrustedcodeto berunin arestrictedthread,sincethere
is no guaranteethat it went throughthe appropriatecompiler. To
achieve theadvantagesof bothkindsof checking,wedothecheck-
ing twice,with someof the(necessarily)moreconservative checks
during developmentreducedto the statusof warnings.Note that
NoHeapRealtimeThread semploy continuousruntimecheck-
ing, which we rejected,sinceit makesit muchharderto determine
whethera programis correct.

3. Validating Flexotasks
Validationof a Flexotaskgraphoccursboth at developmenttime
andat initialization time. To ensurethatsimilar rulesareenforced
in both places,both validatorsarebuilt on a commonframework.
Thebaseof this framework is anenginethatperformsRapidType
Analysis [7] (RTA) to build a summarizedcall graph rooted in
initially reachablemethodsof the Flexotasksin the graph.The
engineexaminesevery bytecodeof every reachablemethod.At
initialization time, for security, thesebytecodesare found in the
already-loadedandveri�ed classesof the JVM (andclassloading
is forcedby thevalidatorto ensureinitialization).At development
time,bytecodesarereadfrom theclass�lesin theclasspathusinga
conventionalclass�le parser.

The rulesto be enforcedinclude(1) separationof classesinto
stableandtransientin awayconsistentwith therulesof Section2.2,
(2) enforcementof thestrongisolationproperty(Section2.3) if re-
quested,(3) checkingthatparameters(Section2.7) passedby ref-
erenceare referenceimmutable,(4) checkingthat referencesac-
quired throughstatic �elds are referenceimmutable(or fully
immutableif strongisolationwasrequested),and(5) checkingop-
tional prohibitions on allocation (Section2.2) and synchroniza-
tion (Section2.4).In addition,thedevelopmenttime validatoralso
rewritesany atomicFlexotasks(Section2.3.2)to conformto aspe-
cial set of rules, and the initialization time validator checksthe
rewritten codefor adherenceto therules(to avoid counterfeiting).
Thespecialrulesfor atomicFlexotasksrequirethatthey alwaysex-
ecutetheirepilogandthatthey performall mutationsin theepilog.



Checkingthattheepilogcommitsits changes“ef�ciently” is omit-
ted in the interestof practicality, althoughtherewriter attemptsto
achieve this goal.

The initialization time validator, as with Eventronsand Exo-
tasks,performsits checkingfor reference(or full) immutability in
a datasensitivefashion.Thatis, it maintainsthesetF of �eld sig-
natures(staticor instance)found to be referenced(for readingor
writing) in any method,and the setO of objectsresidingon the
global heapbut accessibleto Flexotaskcode.Initially, the set O
consistsof objectspassedasparameters,but it is augmentedwhen
a static �eld is accessedwith a getstatic bytecode.When-
ever a �eld signatureis addedto F , thevalidatorconsidersobjects
in O thatcontaina matching�eld. Thereferentsof such�elds are
addedto O. Whenever anobjectis addedto O, it is inspectedfor
�elds thatmatchF . Thus,anadditionto eithersetcanexpandboth
setsup to a �xpoint. When�elds or objectsareaddedto eitherset,
they arecheckedfor referenceimmutability (or full immutability if
strongisolationis requested).

The developmenttime validator hastwo challengesnot faced
at initialization time. First, it doesnot know the actual objects
passedasparameters,nor doesit know the actualobjectspresent
in static �elds soit mustsubstituteaclass-basedanalysisthatis
moreconservative.Thestable/transientrulesdonotchangebecause
they arebasedonclassesratherthanobjects.However, becausethe
setof potentially live classesinferredby the RTA enginemay be
largerat developmenttime,somepotentiallytransientclassesmay
notbeidenti�ed.

Checksfor referenceimmutability, however, require a class-
basedde�nition. Thus,areferenceimmutable�eld iseitherof prim-
itive typeor is effectively �nal andassignableonly from reference
immutableclasses(amongtheliveclasses).A referenceimmutable
class is either a primitive array or one with only referenceim-
mutable�elds. To �nd the relevant live classesfor purposesof
this algorithm,the classinitialization methodsmustbe examined
aswell asothermethodsanalyzedby theRTA engine.

A secondchallengefacedby thedevelopmenttime validatoris
thatof incompleteinformation.Thedevelopmenttimevalidatoran-
alyzeseachtemplatethat it �nds andany classesreferencedby it,
althoughthissetof classesmaybeincomplete.It alsoanalyzes(in-
dividually) any Flexotaskclassesnot referencedby any template,
on the groundsthat they may later be so-referenced.It continu-
ouslypostserrorandwarningindicatorsin theEclipseview, which
may be temporarily(or permanently)suppressedby annotations.
This is necessarysincethe initialization time validator, with more
information,will be morepreciseandmay permit thingsthat the
developmenttimevalidator�ags assuspicious.

4. Example: Collision Avoidance
To illustratetheusageof Flexotasks,we presenttheexampleof an
aircraftcollision detectionalgorithm(we thanktheauthorsof [35]
for makingtheir sourcecodeavailable).Collision detectionis per-
formedby asingleatomicFlexotask(Section2.3.2)whichperiodi-
cally processesthelatestframeit hasreceived.Eachframecontains
aircraftcall signspairedwith thepositionsanddirectionvectorsof
theaircraft.Theoutputof thealgorithmis awarningeachtimeany
pairof aircraftareonacollisioncourse.In our implementation,the
aircraft call signs,positionsanddirectionvectorsareall provided
by a separatelyrunningplain Java threadthat simulatesthis data
basedonsymbolicexecutionof a setof equationsdescribingplane
trajectories.

This exampleillustratesthe simultaneoususeof both kinds of
external communication,as was discussedin Section2.3.3. Be-
causeeachframe potentially containsa fair amountof data,we
do not incur the overheadof transmittingthis informationatomi-
cally. Rather, werely onaring buffer of RawFramedatastructures

which is sharedbetweenthe Flexotaskand the simulator. These
handlethebulk datatransfer. Thecoordinationaroundavailability
of framesfor useby eithertheFlexotaskor thesimulatoris handled
by atomic Flexotaskmethods.The invariant maintainedby these
methodsis thatno frameis ever usedsimultaneouslyby both.

The example also illustratesthe tradeoff betweenthe use of
pure heapallocation and stable/transientallocation discussedin
Section2.2. We were able to get the example working quickly
using pure heap allocation, which was necessarybecausethe
StateTable neededby the Flexotask used Java collection
classes.Then,to optimizethe example,we replacedthe Java col-
lection classeswith a small numberof customclassesthat could
be madestableunderthe rulesof sectionSection2.2. In all, this
examplerequiredsix classesto be labelledstable(in addition to
theFlexotaskitself, which is implicitly stable,andarraysof stable
classes,whichdonothave to belabelled).

A sketch of the main programis shown in Figure6, the rele-
vantFlexotaskcodeis shown in Figure7, andthesharedreference
immutabledatastructureis shown in Figure8. A non-atomicFlex-
otaskwould simply implementthe Flexotask interface,which
requiresit to provide a one-timeinitialize() methodand
a periodicexecute() method.To usetransactions,in contrast,
the taskextendsthe AtomicFlexotask abstractclass(requir-
ing the samemethodsto be provided but furthermoresupplying
somenecessarybehavior for transactionality).Methodsreachable
via theguardareindicatedvia a separateinterfacethatextendsthe
ExternalMethods marker interface.Any classproviding the
atomicmethodsinvoked by theplain Java threadmustimplement
suchaninterface.Furthermore,eachof themethodsdeclaredin this
interfacearerequiredto throw AtomicException .

Figure 6 illustratesthe reconstructionof a templatefrom one
previouslypreparedin thedevelopmentenvironment,andstoredas
anXML �le. TheFlexotaskXMLParser classprovidescapa-
bilities for loadingtemplatesandcreatinga Javaobjectrepresenta-
tion. The templateencapsulatesthe nameof thesingletask(“De-
tectorTask”), its implementationclass(DetectorTask ), the re-
sult of runningthedevelopment-timerewriter on its code,andthe
list of stableandtransientclassesthatweremarkedandcheckedat

// To obtain template
InputStream in = DetectorTask . class

.getResourceAsStream ("Detector .ftg ");
FlexotaskTemplate spec =

FlexotaskXMLParser . parseStream (in );

// To instantiate graph with sharing
Map parameters = new HashMap();
RawFrameArray sharedArray = new RawFrameArray ();
parameters .put( "DetectorTask ", sharedArray );
FlexotaskGraph graph =

spec.validate ("TTScheduler ", parameters );

// To obtain reference to Detector
DetectorGuard detector = (DetectorGuard )

graph. getGuardObject ("DetectorTask ");

graph .start ();

// To communicate a new frame :
int frameIndex = detector .getFirstFree ();
if (frameIndex == -1) { ... no buffer available }
frames .get (frameIndex )

.copy(lengths , callsigns , positions );
detector .setNextToProcess (frameIndex );

Figure6. Constructinga Flexotasksgraph.



interface DetectorGuard
implements ExternalMethods {

void setNextToProcess ( int frameIndex )
throws AtomicException ;

int getFirstFree () throws AtomicException ;
}

class DetectorTask extends AtomicFlexotask
implements DetectorGuard {

private StateTable state ;
private RawFrameArray frames;
private int nextToProcess ;
private int firstFree ;

void initialize (..., Object parameter ) {
frames = (RawFrameArray ) parameter ;
state = new StateTable ();

}

void execute () {
if (nextToProcess != firstFree ) {

cd = new Detector (state ,
Constants . GOOD_VOXEL_SIZE);

cd.setFrame ( frames. get(nextToProcess ));
cd.run ();
nextToProcess = firstFree =

increment (nextToProcess );
// increment 'increments ' modulo a ring size

}
}

int getFirstFree () throws AtomicException {
int check = increment (firstFree );
if (check == nextToProcess ) {

return -1;
}
int ans = firstFree ;
firstFree = check ;
return ans;

}

void setNextToProcess ( int nextToProcess )
throws AtomicException {

this .nextToProcess = nextToProcess ;
}

}

Figure7. ImplementinganAtomic Flexotask.

developmenttime. Thevalidate() methodselectsa scheduler
(pluggable,asin theExotasks[5] system)andproducesarunnable
Graph . The parameters argumentpassesin the sharedobject
thatwill beusedfor communication.ThegetGuardObject()
methodretrievesa referenceto the guardfor the taskthat canbe
usedto invoke taskatomicmethodsby theplain Java thread.This
objectis automaticallygeneratedfrom theDetectorTask class
andits transactionalinterfaceDetectorGuard .

Figure 7 shows the class DetectorTask which extends
AtomicFlexotask and implementsDetectorGuard . The
initialize() method establishesthe sharing relationship
by storing the RawFrameArray parameterand initializes the
StateTable to storestablestate.In a graphwith morethanone
Flexotask this methodwould also passin representationsof the
task's ports to usefor intertaskcommunication,and thesewould
be saved in instancevariables.The execute() methodestab-
lishes the frame to be processedand analyzesthe data it con-
tains. Each invocation of execute() will createtransientob-
jects of typesDetector and its numerousdependentworking

class RawFrameArray implements Stable {
private final ImmutableArray frames ;

public RawFrame get( final int i) {
return (RawFrame ) frames . get(i);

}

public RawFrameArray () {
RawFrame[] innerArray =

new RawFrame[MAX_FRAMES];
for ( int i = 0; i < MAX_FRAMES; i++)

innerArray [i] = new RawFrame();
frames = new ImmutableArray (innerArray );

}
}

Figure8. A referenceimmutabledatastructure.

objects,as well asnew stableobjectsto representcall signsand
vectorsthat will be storedin the StateTable . The implemen-
tation of the getFirstFree() and setNextToProcess)
methodsrepresentsthe codeas the programmerwould write it,
i.e., thecodebefore beingrewritten by thedevelopmenttools.The
actualcodeexecutedat runtime is instrumentedat the bytecode
level soasto redirectall mutations(andsubsequentreadsthereof)
to a transactionlog that is thencommittedby rolling forward the
mutationsin an epilog,asdescribedearlier. As such,the transac-
tionality of a methodis completelytransparentto the program-
mer, exceptthattheinvoking programshouldcatchandhandlethe
AtomicException .

As previouslymentioned,theRawFrameArray datastructure
mustbe referenceimmutable.The codeof this classis shown in
Figure8. For referenceimmutability to hold, theRawFrame data
structuremust�rst bereferenceimmutable,which is easilyaccom-
plishedsincethis classis just a setof primitive arraysconnected
to their parentobjectby final references.But, anarrayof refer-
encesis not normallyreferenceimmutable.This problemis solved
in the Flexotasksystemas it is in Eventronsby using a special
ImmutableArray class.Thisclass'sconstructorcopiesits argu-
mentanddoesnotsubsequentlyleakit, ensuringthatno mutations
occurto theenclosedarrayafterconstruction.

5. Evaluation
WeevaluateFlexotasksonpredictabilityandperformance,bothim-
portantpropertiesof real-timesystems.We employ two applica-
tions,a high frequency readerandanairline collision detector. We
alsoreportonanalysistime for bothapplications.Theexperiments
were performedusing an experimentalvariant of the IBM Web-
SphereRealTime (WRT) virtual machine[3]. Thevirtual machine
includessupportfor high resolutiontiming on real-timekernels,
a real-timegarbagecollector [6], and an implementationof the
RTSJ.WRT also includesexperimentalfeaturesaddedfor Even-
trons,providing objectpinning/unpinningandtheability to exempt
certainthreadsfrom beingpausedby theglobalheapgarbagecol-
lector. The Flexotasksimplementationextendedthe Exotasksim-
plementation[5, 20], which provides private per-task heaps,and
deepcopying betweenheaps.For thecurrentwork we addedsup-
port for transientallocationandroll-forwardtransactions.

As our executionplatform,we usedan IBM bladeserver with
4 dual-coreAMD Opteron64 2.4 GHz processorsand 12GB of
physicalmemory. The operatingsystemusedwas Linux (kernel
version2.6.21.4in theRHEL 5 real-timecon�guration).



Figure 9. Frequenciesof inter-arrival times of an atomic Flexo-
taskscheduledwith aperiodof 100� s,executingconcurrentlywith
(1) aplainJavathreadcommunicatingby transactionalinvocations,
and(2) aplainJavathreadsimulatingregularmemoryconsumption
by continuouslyallocatingat 2MB persecond.Thex-axisdepicts
the inter-arrival time of two consecutive executionsin microsec-
onds.They-axisdepictsthelogarithmof thefrequency.

5.1 Predictability

We evaluatepredictabilityof a high frequencyreaderbenchmark
(540 LOC). The applicationhas an atomic Flexotaskscheduled
at a period of 100� s. At eachperiodic execution,the task reads
availabledataon its input buffer in circular fashioninto its stable
state.A plainJavathreadthatrunscontinuouslyfeedstheFlexotask
with dataon its inputbuffer by invokinga transactionalmethodon
the taskapproximatelyevery 20 ms. Out of 3,000invocationsof
the transactionalmethod,516of themaborted,indicatingthat the
atomicFlexotaskfeaturewasbeingheavily exercised.To evaluate
the in�uence of computationalnoiseand garbagecollection,an-
otherordinaryJava threadrunsconcurrently, continuouslyallocat-
ing at therateof 2MB persecond,using48 byteobjectsandmain-
taininga live setof 40,000objects.To avoid perturbationscaused
by theJIT-compiler, we ranthis testin interpretedmode.

Figure9 shows a histogramof the frequenciesof inter-arrival
timesof theperiodicallyscheduledatomicFlexotask,i.e., thetime
betweentwo consecutive executions.The�gure containsobserva-
tionscoveringalmost600,000periodicexecutions.As canbeseen
in the �gure, all observationsof the inter-arrival time arecentered
aroundthe scheduledperiodof 100 � s. Overall, thereareonly a
few microsecondsof jitter to beseenin the�gure, with inter-arrival
timesrangingfrom 57 to 144� s.

5.2 Performance

To evaluateperformance,we considereda larger applicationin
the form of the collision detectordescribedin Section 4. The
collision detector(30 KLOC) consistsof three threadsrunning
concurrently:the DetectorTask runningat a periodof 20ms,
the simulator thread generating�ight data and communicating
with DetectorTask every 20ms,andthe2Mb/secondallocator
threaddescribedin theprevioussection.Becausethe20msperiod
allowsmoreslackthanin thepredictabilitytest(necessarybothfor
realismandto allow the simulatorto keepup), we instructedthe
allocatorthreadto keep150,000objectslive in orderto causemore
garbagecollectionoverheadanda greateropportunityfor con�ict.

High Freq. Collision
Reader Detector

Compile-timeValidation 33ms 173ms
BytecodeRewriting 10ms 51 ms
Startup-timeValidation 332ms 699ms

Figure11. Analysistimesfor thetwo benchmarkapplications.

To have a baselinewith which to compareour measurements,
we implementedtwo additionalvariantsof the collision detector,
respectively a plain Java variantwherethetime critical threadwas
just anordinarythread,anda RTSJvariantmakinguseof scoped
memoryareas.TheplainJavaversionwasrunbothunderanormal
garbagecollector(the non-realtimeIBM J9 collectorwith default
parameters),andunderthereal-timegarbagecollectorof theWRT
VM. For this experiment,we measuredperformanceastime taken
by thedetectorto processa frame.

Figure10 shows theresultsof our measurements.For theplain
Java variantwith a non-realtimecollector (a), the worst-caseob-
served processingtime over the entire run was around28 mil-
lisecondswhich is not surprisinggiven that the virtual machine
usesan ordinary non-real-timegarbagecollector. With the real-
time garbagecollector, this numberdeclinessubstantiallybut this
comesat theexpenseof mutatorutilization, therebyincreasingthe
averageprocessingtime.Thesmallerbut non-negligible jitter in (b)
happensbecausea varyingnumberof thegarbagecollector's work
quantacanfall within the relatively long processingtimes(about
4ms)for thedetector.

Both the RTSJ variant (c) and Flexotasks(d) are largely im-
perviousto suchinterference.We note that they are not entirely
impervious:eachhastwo spikes that correspondto garbagecol-
lectionsthoughothergarbagecollectionsin the run passwithout
incident.In the Flexotaskversion(d), the two spikesaredueto a
threadbeingpreemptedwhile holdinga lock neededby thesched-
uler, a known problemthat will be addressedthroughthe design
discussedin Section2.3.2.In theRTSJversionthespikesareunex-
plainedbut probablyrepresenta �a w in theimplementationof the
VM.

Clearly, the best-caseperformancetime of the RTSJvariant is
signi�cantly slower than that of any other variant. We attribute
the slowdown to the dynamicchecksimposedduring runtimeby
thevirtual machineto ensuresafetyof pointermanipulationwhen
usingtheRTSJscopedmemoryareas.

In summary, we have shown how four different variants of
our collision detectorapplicationaresubjectto a varying degree
of interferencecausedby the presenceof garbagecollection.As
expected,the plain Java variantexperiencesinfrequent,but large,
latencieswhen running on a non-real-timecollector and much
smallerlatenciesbut still noticeablejitter whenrunningonthereal-
time collector. The RTSJvarianthaslow jitter but poor average-
caseperformance.In contrastto these,theFlexotasksvariantruns
athigh performancewith thesmallestamountof jitter.

5.3 Static Analysis Performance

We measurethetime neededfor validatingour two benchmarksat
compiletimecodeandat initialization time.Whereasinitialization
time validation was performedon the platform describedabove,
compiletime validationoccurredon a developmentmachinerun-
ning JDK 1.5.0 07-87 on a Intel Core Duo, 2.16GHzwith 2GB
of physicalmemory. Figure5.2shows theempiricalmeasurements
of the time to performthevariousstagesof thecodeanalysis.As
canbeseen,it takestwiceaslong to validatethecollisiondetector.
This is not surprisinggiventhedifferencein codesize.Thelonger
timetakenat initialization timeprimarily re�ects thefactthat“val-



!"

#"

$"

%"

&"

'!"

'#"

'$"

'%"

'&"

#!"

##"

#$"

#%"

#&"

(!"

'!!!" ')!!" #!!!" #)!!" (!!!" ()!!"

!"

#"

$"

%"

&"

'!"

'#"

'$"

'%"

'&"

#!"

##"

#$"

#%"

#&"

(!"

'!!!" ')!!" #!!!" #)!!" (!!!" ()!!"

(a) Plain Java. (b) Plain Javawith real-timegarbage collection.

!"

#"

$"

%"

&"

'!"

'#"

'$"

'%"

'&"

#!"

##"

#$"

#%"

#&"

(!"

'!!!" ')!!" #!!!" #)!!" (!!!" ()!!"
!"

#"

$"

%"

&"

'!"

'#"

'$"

'%"

'&"

#!"

##"

#$"

#%"

#&"

(!"

'!!!" ')!!" #!!!" #)!!" (!!!" ()!!"

(c) RTSJwith ScopedMemory. (d) Flexotasks.

Figure 10. Comparingperformanceof four different variantsof the collision detectorbenchmark.The x-axes show the data frames
processed,numberingfrom 1 (only a representative setof framesareshown), andthe y-axes the processingtime in millisecondsfor the
individual frame.

idation” actuallyincludesthe time to instantiateandschedulethe
Flexotaskgraphin additionto simplechecking.Also, thechecking
is moredetailedsinceit is donein a data-sensitive fashion.

5.4 Software EngineeringAspects

We brie�y commenton our experiencerefactoring the collision
detectorapplicationto use FlexotaskAPIs. The collision detec-
tor codeobtainedfrom [35] consistedof 195 �les, containing241
classes(around30 KLOC), andemployedRTSJAPIs.Converting
it toFlexotasksrequiredmodi�cation of 8 �les andaddingStable
declarationsto 7 classes.Themainchangeswerein thesetuppor-
tion of the application:the original versionhadcodefor creating
RTSJ-stylereal-timethreads,whereasthe Flexotasksversioncre-
ateda one-nodegraph.Theothermainchangewasin thecommu-
nicationbetweenordinaryJava threadsandthe real-timetask.In
order to passthe validation phase,we had to ensurethat objects
sharedbetweenthe two were referenceimmutable.Finally, in a
numberof placeswherethe RTSJcodehadto resortto re�ective
invocation,the calls were transformedinto normal allocationsof
stableclassesin theFlexotasksversion.Theeffort going from the
earlierversionof thecodewasmodestandmadethecodeeasierto
understand.

6. Conclusion
In this paper, we have introducedFlexotasks,a restrictedthread
programmingmodelfor Java, which uni�es four previously exist-

ing models.Flexotasksprovide programmerswith a singleframe-
work for developing real-time programsobservingtiming con-
straintstighter than thosepossiblewith state-of-the-artreal-time
garbagecollectionalgorithms.

As auni�ed framework,Flexotasksprovide�e xibility to choose
betweenasetof programmingabstractionssupportingdifferentsets
of tradeoffs andadvantagesin orderto meetthetiming constraints
andfunctionalityrequirementsof agivenapplication.

We implementedour framework in the form of a single API
supportingall four models,combinedwith developmenttime and
run-timetools integratedinto theEclipseIDE. Thesetoolsensure
safetyguaranteesof memoryoperationsby verifying the codeat
thebytecodelevel againstthedifferentsetsof typeconstraints,and
thusenableexecutionfreeof expensive runtimememorychecksas
requiredwhenusingRTSJscopedmemory. To enablenon-blocking
communicationbetweentime constrainedtasksandtime oblivious
code,we have implementedsupportfor atomic methodsthrough
bytecoderewriting, therebymakingit transparentto theprogram-
mer. Furthermore,we have extendedprevious work by providing
supportfor multi-processorsusing a roll forward transactionlog
approach.
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