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Abstract

A compositeserviceis typically speci�edusinga language
suchasBPEL4WSandorchestratedbya singlecoordinator
nodein a centralizedmanner. Thecoordinator receivesthe
client request,makestherequireddatatransformationsand
invokes the componentweb servicesas per the speci�ca-
tion. However, in certainscenariosbusinessesmightwant
to imposerestrictionson accessto thedatathey provideor
the source from which they can acceptdata. Centralized
orchestrationcan leadto violation of thesedata �ow con-
straints as the central coordinator hasaccessto the input
andoutputdataof all thecomponentwebservices.In many
casesexisting methodsof data encryptionand authentica-
tionarenotsuf�cient to handlesuch constraints.Thesedata
�ow constraints,thus,presentobstaclesfor compositeweb
serviceorchestration.

In this paper we proposea solution for orchestrating
compositeweb servicesunderdata �ow constraints. The
solutionis basedon decentralizedorchestration, in which
a compositewebserviceis broken into a setof partitions,
onepartition percomponentwebservice. To overcomedata
�ow constraints,each partition is executedwithin thesame
domainas the correspondingcomponentwebserviceand
hence, hasthe sameaccessrights. However, there are, in
general, manywaysto decentralize a compositeweb ser-
vice. Weapplya rule based�ltering mechanismto choosea
setof partitionsthatdoesnotviolatethespeci�eddata�ow
constraints.

1 Intr oduction

As web servicesbecomeubiquitous,new andcomplex
applicationscanbecreatedby aggregatingthefunctionality
of existing webservices(which actascomponentwebser-
vices). Thisis referredto asservicecompositionandtheag-
gregatedwebserviceis known asa compositewebservice.
Webservicecompositionenablesbusinessesto interactwith
eachotherandaccomplishcomplex businessprocesses.

Compositewebservicesmaybedevelopedusingaspec-
i�cation languagesuchasBPEL4WS[11], WSCI [2] etc.,
and executedby an enginesuch as WebSphereProcess
Choreographer[1]. Typically, a compositeweb service
speci�cation is executedby a single coordinatornode. It
receivestheclientrequests,invokesthecomponentwebser-
vices,makestherequireddatatransformationsandexecutes
the compositeweb serviceaccordingto its speci�cation.
Wereferto thismodeof executionascentralizedorchestra-
tion. In centralizedorchestration,all datais routedthrough
the centralcoordinator, and it hasaccessto the input and
outputdataof all the componentweb services.However,
in certainscenarioswebservicesmayapplyrestrictionson
thesourceand/ordestinationof thedatareceivedor sent,as
partof a policy. We termtheserestrictionsas“businessde-
�ned data�o w constraints”1. Thesedata�o w constraints,
thus, presentobstaclesin the orchestrationof composite
webservicesby a centralcoordinator. Severalmechanisms
for handlingsecurityissuesexist in thedistributedcomput-
ing world. Theseincludevariousmethodsof authentication
andencryption.However, in many cases,aswe show later
in thepaper, theseexisting methodsfail to solve theprob-
lemof compositewebserviceorchestration.

In this paperwe proposea solution for orchestrating
compositewebservicesin presenceof businessde�neddata
�o w constraints.Our solutionis basedon decentralizedor-
chestration[6]. In decentralizedorchestration,a composite
webserviceis brokeninto a setof partitions,onepartition
per componentweb service. The partitionsarecolocated
with theweb service.Eachpartitionactslike a proxy that
processes,transformsandmanagesall incomingandout-
goingdataat thecomponentwebserviceaspertherequire-
mentsof thecompositeservice.Thepartitionsexecuteinde-
pendentlyandinteractwith eachotherdirectly usingasyn-
chronousmessagingwithout any centralizedcontrol.Since
apartitionis colocatedwith acomponentwebservice,it has
thesameaccessrightsasthewebservice.Thusit is possi-
ble to overcomedata�o w constraintsby ensuringthat all

1We usetheterms“businessde�ned data�o w constraints”,“data�o w
constraints”and“constraints”interchangeablyin therestof thispaper



constraineddatareadsandwritesareperformedwithin the
permitteddomains. This is doneby automaticallydecen-
tralizing a compositeweb service [13]. However, the de-
centralizationalgorithmgeneratesall possiblepartitionings
(referredto asa topology) which mayor maynot adhereto
data�o w constraints.In this paper, we attemptto solve the
problemof �nding decentralizedtopologiesthatdonotvio-
latedata�o w constraints.We proposea rulebased�ltering
mechanismthat is capableof selectingtopologiesthat do
not violate the speci�ed data�o w constraints. Our solu-
tion consistsof aDecentralizer tool to generateall possible
topologies,a languageto specify data�o w constraints,a
�ltering mechanismto selecta topology, anda deployment
mechanismto ensurethat a partition hostedby a compo-
nentwebservicedoesnot violateany constraintsspeci�ed
by thatservice. We explain our solutionin thecontext of
BPEL4WSlanguage.However, our solution is applicable
to any compositeservicespeci�cationlanguage.

The organizationof the restof the paperis as follows.
We begin by providing the motivation for the problemin
Section2. In Section3 we give an outline of the solution
alongwith thedetailsof themaincomponents.An overview
of thesystemarchitectureandaprototyperunof thesystem
aregivenin Section4. We summarizerelatedwork in Sec-
tion 5 and�nally concludein Section6 with an outlineof
futurework.

2 Moti vation

In this sectionwe introducea motivating examplethat
is usedas a running examplethroughoutthe paper. Fur-
ther, weshow thatexistingsecuritymechanismsdonotpro-
videsuf�cient �e xibility to handleorchestrationof compos-
ite webservicesin acentralizedmannerin presenceof data
�o w constraints.

2.1 A Moti vating Example

Considera third partyadministrator(TPA) thatprovides
anaccidentinsuranceclaim serviceasshown in Figure1a.
In this casethe client submitsa requestto the TPA with
thepatient,insurance,andaccidentdetails.TheTPA settles
theclaimby interactingwith thewebserviceshostedby the
hospital- HospitalX, the city police department- PoliceZ
andtheinsurancecompany - InsuranceY. In theabsenceof
any data�o w constraints,the TPA cancreatea composite
web servicespeci�cation andexecuteit usingcentralized
orchestration.Thus,onreceiving aclient request,it getsthe
medicalrecordsfrom the hospital, the police report from
thepolicedepartment,andpassesthemon to theinsurance
company to settletheclaim. However, in a realworld sce-
nario,thehospitalmight wantto maintainthecon�dential-
ity of the medicalrecordsandreveal themonly to the pa-
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Figure 1. Centraliz ed and Decentraliz ed Or­
chestration Under Data Flow Constraints

tient himself or to the insurancecompany. Similarly, the
police departmentmight not be willing to sharethe police
reportwith theTPA andrevealit only to theinsurancecom-
pany. Furthermore,theinsurancecompany might not want
to acceptthemedicalrecordsor thepolicereportfrom any
intermediaryandonly directly from thehospitalor thepo-
lice departmentrespectively. Thesedata�o w constraints
presentobstaclesin centralizedorchestrationof this com-
positewebservice.

2.2 Security Mechanismsin Centralized Orches­
tration

Data�o w constraintsaretypically handledthroughen-
cryptionandrelatedsecuritymechanismsin distributedsys-
tems. The web servicessecurity(WS-Security)[17] spec-
i�cation dealsmainly with aspectsof security, privacy and
trust betweenthe client and the web servicesor between
two web services. Compositionof autonomousweb ser-
vicesby athird partymayrequirearich setof datatransfor-
mationsto beappliedin betweenthesequentialinvocations
of componentwebservices.However, theexisting security
mechanismshave limited supportfor this type of dataac-
cessandmanipulation. Considerthe examplein Figure1
(a). Given a patientid, the HospitalX web servicereturns



thecorrespondingmedicalrecordwhich includespatholog-
ical tests,x-rays,dentalrecords,physician's report,billing
and a summary. The HospitalX web serviceencryptsits
output for securityand this can be decryptedonly by the
InsuranceYweb service. Further, we note that the insur-
ancecompany is interestedonly in the billing detailsand
thesummaryportionof themedicalrecord.Therefore,the
TPA, needsto extract the billing detailsand the summary
from the medicalrecordbeforeforwardingit to the Insur-
anceYweb service.This implies that theTPA needsto be
ableto decryptthemedicalrecord,which for securityrea-
sonsis not permissible.Alternatively, if differentportions
of themedicalrecordareencryptedseparately, thenit may
still bepossiblefor theTPA to extract therelevantportions
(billing detailsandsummaryin this case)from the medi-
cal record. Note that, in this case,even thoughtheTPA is
unableto decryptany portion of the medicalrecords,it is
still ableto forwardtherelevantportions(in theirencrypted
form) to theInsuranceYwebservice.Thus,in thepresence
of encryption,a compositewebservicecanbeorchestrated
in a centralizedfashiononly if

� nodatatransformationis requiredin betweendifferent
webserviceinvocations,or

� eachpart in the outputmessageof a componentweb
serviceis encryptedseparatelyandthesepartsmapdi-
rectly onto the input partsof thenext componentweb
serviceinvolvedin composition.

Evenin the lattercase,thecoordinatornode(i.e., theTPA)
might want to extract �ner detailsfrom a part in order to
provide a moreusefulandef�cient service.This could in-
cludeemploying somebusinesslogic basedon the datain
thepartto decideon thecontrol�o w.

Thus,existing methodsof dataencryptionandauthenti-
cation[17] suffer from severelimitations in centralizedor-
chestrationin the presenceof datacon�dentiality andpri-
vacy requirements.Further, useof centralizedorchestration
canleadto performancedegradation(in termsof through-
put,responsetime,scalability, availability) [6, 7].

3 Decentralizationand TopologyFiltering

Figure 2 gives an outline of the proposedsolution. It
consistsof threemaincomponents- theDecentralizer, the
Topology Filtering Mechanism, andtheDeploymentmech-
anism. The Decentralizer takesa compositeservicespec-
i�cation as input andgeneratesdifferent topologies,some
of which may violate constraints.The Topology Filtering
Mechanism�lters out topologiesbasedon data�o w con-
straints.It includesanXML basedlanguageto specifydata
�o w constraintsasrulesanda RulebasedTopology Filter.
Sincetheremaybemorethanonetopologywhich adheres
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Figure 2. Solution outline

to all theconstraints,theTopology Filter canoutputmulti-
plevalid topologies,outof whichthe�rst oneis chosenand
andits partitionsaredeployed.Thedeploymentmechanism
insidethe componentweb servicedomainreinsuresthat a
partitionhostedby a givencomponentwebservicedomain
doesnot violate any constraintsspeci�ed by the web ser-
vice. Thedetailsof eachof thesecomponentsareexplained
in thesectionsbelow.

3.1 Decentralizer

In decentralizedorchestration,a compositewebservice
is broken into a setof partitions,onepartitionper compo-
nentwebservice.Thepartitionsexecuteindependentlyand
interactwith eachotherdirectly usingasynchronousmes-
sagingwithoutany centralizedcontrol.Together, thedecen-
tralizedpartitionsperformthesametaskthatthecentralized
coordinatorwould have done. However, decentralizedor-
chestrationoffersperformanceadvantagesover centralized
orchestration[6]. In an earlier paperwe have given an
algorithmandheuristicsto automaticallypartition a com-
positewebservicespeci�ed in BPEL4WS[13]. Theissues
of concurrency and synchronizationarising out of decen-
tralizationwerediscussedin [14].

TheDecentralizeris atool thatimplementsthepartition-
ing algorithm.It takestheBPEL4WSspeci�cationasinput
andgeneratesa subsetof all thepossibletopologiesbased
on a chosenheuristic. Two of the topologiesgeneratedby
thetool for theTPA exampleareexplainedbelow.

Example: In Figure1(a),TPA is acompositewebservice
written in BPEL4WS.It is “decentralized”into partitions
TP, HP, IP andPP(referFigure1(b) andFigure1(c)), each



a completeBPEL4WSprogramin itself, that togetherper-
form the samesetof operationsthat TPA does,albeit in a
distributedmanner. The HP, PPandIP compositeservice
partitionsarecolocatedwith theHospitalX,PoliceZandIn-
suranceYwebservicesin their respective domains.There-
fore, they have not only the sameaccessprivilegesas the
correspondingcomponentwebservice,but arealsosubject
to the samedata�o w constraints. In Figure1(b), TP re-
ceives the client request,sendsthe patientand insurance
detailsto HP and the accidentdetails to PP. HP contacts
theHospitalXwebservice,getsthemedicalrecord,extracts
therelevantportionsfrom it (billing detailsandsummaryin
this case)andforwardsit alongwith the insurancedetails
to IP. Similarly PPgetsthepolice reportfrom thePoliceZ
web service,andforwardsit to IP. IP, in turn, invokesthe
InsuranceYweb serviceto settlethe claim andreturnsthe
responseto TP. This topologydoesnot violate any of the
data�o w constraintsandcanbe usedfor orchestratingthe
compositewebservice.However, thisis notalwaysthecase
andsomeof thetopologiescanviolatedata�o w constraints
(e.g., thetopologyin Figure1(c)).

In Figure1(c), TP receivestheclient request,sendsthe
accidentandinsurancedetailsto PP, andpatientdetailsto
HP. HP extractsthe relevantdatafrom the HospitalX web
service,and forwards it to PP. PP gets the police report
from the PoliceZweb service,and forwardsit alongwith
themedicalrecordsandinsurancedetailsto IP. IP contacts
InsuranceYweb serviceto settlethe claim and sendsthe
responsebackto TP. In this topology, medicalrecordsare
passedfrom HP to PP, therebyviolating HospitalX's data
�o w constraint.Similarly, the medicalrecordis passedto
IP by PPwhich violatesInsuranceY'sdata�o w constraint.
This topologywouldberejectedby theTopologyFilter.

3.2 TopologyFiltering Mechanism

The Topology Filtering Mechanism is used to reject
topologiesviolating data�o w constraints.It consistsof a
languageto specifydata�o w constraintsasrules,theRule
basedTopologyFilter andtheConstraint Reinforcer.

3.2.1 Data Flow RulesSpeci�cation

Eachweb servicespeci�es a setof rulesbasedon the se-
curity policiesof theorganization.Thesemaybe encoded
using the WSDL extensibility mechanism.Rulesare ex-
pressedas a 3-tuple of � source, destination,Message� .
Both the sourceand the destinationare domain names.
Message is the input messagetype that a particularWSDL
portType expectsor output messagetype that it sends
back. Rulesfall underthe “Allowed” and“Not Allowed”
categories.“Allowed” rulesarethosewhereeitherasource
can senddatato a given destination,or wherea destina-
tion canacceptdatafrom a given source. “Not allowed”

procedure �lter (ConstraintList� , TopologySet� )
foreachtopology � in � do

�	� “valid”
foreachpartition 
 in � do


�� “valid”
// searchfor incomingandoutgoingmessageend-points
foreachincomingandoutgoingend-point� do

��
 ������� getSourceDomainName(WSDLList)
��
 ��������� getDestinationDomainName(WSDLList)
��
 ������� getMessageType(WSDLList)
create3-tuple  !�#"$��
 ������%&��
 �������'%&�!
 �����)(

if ��
 �����+* �,��
 ������� then
if match( , � ) �-� “not allowed” then


.� “discarded”
break

endif
endif

done
if 
.�-� “discarded”then

� =“discarded”
break

endif
done

done

function match(Tuple  , ConstraintList� )
returns: “allowed” / “not allowed”
foreachConstraint0 in � do

if  !�-�.0 and 02143 AllowedConstraints5 then
return “allowed”

elseif  !�-��0 and 0#163 Not AllowedConstraints5 then
return “not allowed”

endif
done
return “allowed”

Figure 3. Topology Filtering Algorithm

rulesarethosewhereeithera sourcecannotsenddatato a
givendestinationor whereadestinationcannotreceivedata
from a givensource.The sourceanddestinationscanalso
beexpressedin termsof domainnamesetse.g., *.co.in for
all thecompaniesin India,?Police.org for all policedepart-
ments.For theTPA examplein Figure1(b) and 1(c), data
�o w constraintsprovided by HospitalX web servicewill
consistof “Allowed” rulessuchas � xHospital.com,yInsur-
ance.com,MedicalRecords� and“NotAllowed” rulessuch
as � xHospital.com,*, MedicalRecords� . In this casethe
morespeci�c (i.e., cateringto a narrower setof sourcesor
destinations)rule (i.e., the“Allowed” rule)will appear�rst
followed by the lessspeci�c rule (i.e., the “NotAllowed”
rule). Theserulescanbe speci�ed usingpolicy languages
suchasXACML [9].

3.2.2 Rule BasedTopologyFilter

As mentionedearlier, theDecentralizer may generatesev-
eral topologies. It is the task of the Rule BasedTopol-
ogy Filter to reject thosetopologiesthat do not adhereto



data�o w constraints. The topology �ltering algorithm is
given in Figure3. It takesas input the set of constraints
andall the topologiesgeneratedby theDecentralizer. For
eachtopology, it parsesall the partitionsandsearchesfor
incomingandoutgoingmessageend-pointswithin thepar-
tition. In BPEL4WS,theseend-pointsare representedby
receive or pick for anincomingmessage,invoke for
bothanoutgoingmessage(eithera requestin synchronous
request/responsemessage,or anasynchronousrequestmes-
sage)andanincomingmessage(aresponsein synchronous
request/responsemessage)or reply for anoutgoingmes-
sage.

For eachinvoke , the �lter extractsthe fully quali�ed
nameof the correspondingWSDL message andport-
Types . For eachportType , the �lter parsesthe corre-
spondingWSDL descriptorsandextractsthedomainname
(to which that portType is bound). This domain be-
comesthe destinationdomain for the requestportion of
invoke . The currentpartition's domainname(inferred
from thedeploymentinformation)becomesthesourcedo-
main. This combinationof sourcedomain,destinationdo-
main andmessageis usedto createa 3-tuple for both the
the currentpartition and the invoked partition. Similarly,
for theresponseportionof invoke , thecurrentpartition's
domainbecomesthe destinationandthe domainto which
the portType is boundbecomesthe sourcedomainand
a 3-tuple for both the partitions is generated.The func-
tionsgetSourceDomainName(WSDLList), getDestination-
DomainName(WSDLList), and getMessageType (WSDL
List) listed in the algorithm refer to this process. In this
way, theTopologyFilter generatesa list of 3-tuplesfor each
partitionconsistingof thedomainof thesourceof themes-
sage,the domainof the destinationandthe messagetype.
All the 3-tupleswherethe sourceanddestinationdomain
namesarethe sameareremoved from this list (asa com-
municationbetweendifferententitieswithin adomaindoes
notviolateany data�o w constraintby design).

For eachsuch3-tuplefor a partition,theTopologyFilter
appliesa constraintmatchingfunctionwhich takesasinput
the3-tupleanda list of rules(in the form of 3-tuples) for
a particularpartition. The constraintmatchingfunction is
alsogivenin Figure3.

3.2.3 Constraint Reinforcer

The taskof the Constraint Reinforcer is to ensurethat the
original data�o w constraintsarestrictly adheredto. There
aretwo reasonsthata Constraint Reinforcer is required.

7 Thewebservicegeneratesdata�o w constraintsbased
on the incoming and outgoingmessagesat the web
service. However, during compositeservicecreation
andits subsequentdecentralization,partsof thesemes-
sagesmay get copiedinto othermessageswithin the

compositeservicepartitions.

7 A maliciousprogrammaycopy thecontentsof a mes-
sage,that hasdata�o w rulesassociatedwith it, into
anothermessagein orderto accessdatawithoutautho-
rization.

In both thesecases,the modi�ed messagesneedto be de-
tectedandadditionalsetof data�o w rules for thesemes-
sagesneedto be generatedautomatically. The Constraint
Reinforcergeneratestheseruleswhicharein additionto the
given setof constraintsspeci�ed by a web service. These
arepassedon to theTopology Filter to addto its rulesset.
TheConstraint Reinforceris �rst executedduringthetopol-
ogy �ltering process.It is againinvokedby thecomponent
serviceruntimeinfrastructureat the time of deploymentat
the componentweb service's domainto ensurethat a de-
ployed partition doesnot violate the constraintsstipulated
by thatcomponentwebservice.

Example: In theTPA example,if thedatatransformations
generatea new messagetypeModi�edMedicalRecordsthat
consistsof only a portion(billing detailsandsummary) of
the original messagetype MedicalRecords, thena new set
of rules for Modi�edMedicalRecords shouldbe generated
andpassedon to theTopologyFilter.

TheConstraint Reinforcertakesall therulesspeci�edby
thewebservicefor a givenmessagetype(MedicalRecords
in this case)and createsa new set of rules in which the
nameof themessagetype(i.e., MedicalRecords) is replaced
by the newly generatedmessagetype (i.e., Modi�edMed-
icalRecords). For example, for the “Allowed” data �o w
rule - 8 xHospital.com,yInsurance.com,MedicalRecords9 ,
the Constraint Reinforcer generatesa new additional“Al-
lowed” rule of theform - 8 xHospital.com,yInsurance.com,
Modi�edMedicalRecords9 andpassesit to theTopologyFil-
ter.

Algorithm The Constraint Reinforcer uses data �o w
analysisto detectmessagesthatneedadditionalrules. For
eachpartition it builds a DataDependenceGraph(DDG).
TheDDG is a graphthatconsistsof onenodefor eachac-
tivity in a partition. Thereis an edgefrom a node :+; to
anothernode :�< , if thereis a datadependence[3] from :+;

to :=< . To generateadditionaldata�o w rules,theConstraint
Reinforcerappliesthefollowing algorithm

7 For eachvariable, >
; thatacceptsdataat an incoming

end-point,tracethe DDG forward along datadepen-
denceedges.If we reacha variable,>@? thathasa data
�o w constraintspeci�edby thewebservice,thengen-
eratea correspondingrule for >@; .

7 For eachvariable, >@A that sendsdataat an outgoing
end-point,tracetheDDG backwardalongdatadepen-
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denceedges.If we reacha variable,BDC thathasa data
�o w constraintspeci�edby thewebservice,thengen-
erateacorrespondingrule for B@E .

3.3 DeploymentMechanism

The DeploymentMechanismconsistsof a Deployment
Manager usedby anadministratorcomposingthewebser-
vice,aPartition DeployerandtheConstraint Reinforcer(as
shown in Figure4). The Partition Deployerandthe Con-
straint Reinforcerarepartof thewebservices'runtimeen-
vironment.

Deployment Manager The DeploymentManager takes
asinput a setof valid topologiesfor deploymentfrom the
TopologyFilter. It selectsthe�rst topologyfor deployment
andsendspartitionsof that topologyto the corresponding
componentwebservicenodes.

Partition Deployer At eachcomponentwebservicenode
thereis anagent,thePartitionDeployer, which is colocated
with the componentweb service. The Partition Deployer
hastwo main functions: (1) constraintcheckingandveri-
�cation, and(2) deployment.Constraintcheckingandver-
i�cation is essentialbecausethe partition is generatedby
an external entity and after deployment the partition exe-
cuteswithin thedomainasa trustedpieceof codeandhas
full accessto unencryptedoutput dataof the component
webserviceevenif encryptionis beingused.ThePartition
Deployeracceptsthe incoming BPEL4WSpartitionsand
handsthemto theConstraint Reinforcer to generatethead-
ditional setof data�o w rules. In caseswhereencryptionis
beingusedthroughWS-Security, theConstraint Reinforcer
will be utilized to generateadditionalsecuritypolicies so
that any con�dential datathat is �o wing in or out of that
nodein the form of newly createdmessagetypes is also
encrypted.ThePartition Deployerthenusesthesamealgo-
rithm astheTopologyFilter to verify thatthepartitionsub-

Table 2. Discar ded Topologies
Topology Edge Data Constraints

Violated
2 HP-PP MedicalRecords x.3,y.4
8 PP-HP PoliceReport y.3, z.2
3 HP-PP MedicalRecords x.3,y.4

mitted for deploymentat this domainsatis�es all the data
�o w constraintsspeci�ed for this domain.After constraint
checkingand veri�cation, partition is deployed on to the
BPEL4WSengine.

4 Implementation

4.1 Ar chitectureOverview

Thesystemfor orchestratingcompositewebservicesin
constraineddata�o w environmentshastwo modules(re-
fer Figure4). Thecompositeservicemoduleis usedby an
administratorto createa valid topology(thatdoesn't violate
any data�o w constraints)from theoriginal inputspeci�ca-
tion. It consistsof the Decentralizer, the Topology Filter,
the Constraint Reinforcer, and the DeploymentManager.
The componentservicemodule, consistsof the Constraint
Reinforcer andthePartition Deployer, which resideinside
thesamedomainasthecomponentwebservice(preferably
aspartof thewebservice's runtimeenvironment).

4.2 A PrototypeRun

Thissectiondescribesasamplerunof thesystemfor the
TPA example.TheDecentralizer tool generated8 different
topologies. Thesetopologieswere given to the Topology
Filter andtherulesgivenin Table1 wereusedfor �ltering.
TheXML schemathatwasusedfor specifyingtheserules
is givenin AppendixA.

TheTopologyFilter discarded3 topologiesandvalidated
5 topologies. Someof the valid anddiscardedtopologies
areshown in Figure5. The remainingtopologiesarenot
shown dueto lack of space.Thediscardedtopologiesvio-
lateoneor moredata�o w constraintsindicatedin Table2
andshown asdashededgein Figure5. Among the valid
topologies,1, and5 requiresomeexplanationasthey have
a data�o w edgeresemblingthe data�o w edgesviolating
someconstraintsin discardedtopologies.In topology8 the
data�o w edgefrom PPto HP representspolice reportbe-
ing transferredfrom PPto IP via HP whereasin topology
1 it representspatientdetails(to get medicalrecordsfrom
HP) thatis routedvia PPandhenceis nota violation. Sim-
ilarly, in topology2 thedata�o w edgefrom HP to PPrep-
resentsmedicalrecordsbeingtransferredfrom HPto IP via
PPwhereasin topology5 it representsaccidentdetailsfrom



Table 1. Rules for Prototype Run
WebService Tuple F source,destination,messagetype G Category Id
HospitalX F xHospital.com,iInsurance.com,MedicalRecordsG Allowed x.1

F xHospital.com,yInsurance.com,MedicalRecordsG Allowed x.2
F xHospital.com,*,MedicalRecordsG NotAllowed x.3

InsuranceY F ?Hospital.com,yInsurance.com,hospitalRecordsG Allowed y.1
F ?Police.org, yInsurance.com,policeReportG Allowed y.2

F *, yInsurance.com,policeReportG NotAllowed y.3
F *, yInsurance.com,hospitalRecordsG NotAllowed y.4

PoliceZ F zPolice.org, ?Insurance.com,investigationReportG Allowed z.1
F zPolice.org, *, investigationReportG NotAllowed z.2

(a)Topology1 - Valid (b) Topology4 - Valid (c) Topology5 - Valid

InsuranceY  Insurance web service

TP  TPA partition

HP  Hospital partition

PP  Police partition
IP  Insurance partition

HospitalX  Hospital web service

PoliceZ  Police web service

 Data flow

Data flow 
violating constraints

(d) Topology2 - Discarded (e)Topology8 - Discarded

Figure 5. Topologies Generated

TP(to get police reportfrom PP)that is routedvia PPand
henceis nota violation.

5 RelatedWork

Therearefour primaryareasof researchthatarerelated
to this work: reinforcementof information-�ow policies,
decentralizedorchestrationof compositewebservices,rule
drivenwebservicecompositionandwebservicesandwork-
�o w security.

Information �o w policies [8, 10] are usedto specify
con�dentiality and integrity requirementsand control the
end-to-enduseof datain a securesystem.Secureprogram
partitioning [18] is a languagebasedtechniquefor protect-
ing con�dential dataduringcomputationin distributedsys-
temscontainingmutually untrustedhosts. Con�dentiality
andintegrity policiesareexpressedby annotatingthe pro-

gramswith con�dentiality labels. The programcan then
be partitionedautomaticallyto run securelyon heteroge-
neouslytrustedhosts.In our solution,data�o w constraints
expressedin termsof source, destinationandmessage type
aresimilar to con�dentiality labelsusedin securepartition-
ing. Webservicesprovide theaddedadvantageof de�ning
themasextensibilityelementsin theWSDL ratherthanan-
notatingthesourceprogramwith securitypolicies.

Decentralizationis a relatively new techniquefor or-
chestratingweb services [13, 6, 14], althoughit hasbeen
applied in earlier researchfor enablingdistributed work-
�o w execution [12]. SELF-SERV [5] is a framework for
dynamicprovisioning of web servicesbasedon the ideas
of decentralizedorchestrationandpeerto peerexecution.
Mostof theearlierapproacheshavestudieddecentralization
from the angleof performance.To the bestof our knowl-
edgenoonehasusedit for overcomingdata�o w constraints



in orchestratingcompositewebservices.
[15] describesaruledrivenapproachfor �e xible anddy-

namicservicecompositionin an automatedfashion.Zeng
etal. [19] usesarule inferenceframework,whereendusers
declarativelyde�ne theirbusinessobjectivesto dynamically
composeweb services. Ponnekantiet al. [16] proposea
rule-basedalgorithmthatpermitssemi-automationof work-
�o w composition.All thesesystemsgeneratea valid cen-
tralizedcompositeservicespeci�cation that adheresto all
thegivenrules.We go onestepfurtherandtry to solve the
problemwhereno centralizedcompositeservicespeci�ca-
tion canbegeneratedthatadheresto thegivenrules.Atluri
etal. [4] discusssecurityissuesin decentralizedwork�o ws.
Their focusis on datasecurityproblemscreateddueto ex-
posureof businesslogic in decentralizedwork�o ws. Some
of thesesecurityconcernscanbeexpressedin termsof data
�o w constraintsprovided by the coordinatornodeorches-
trating the compositeserviceandcan be thenhandledby
ourproposedsolution.

6 Conclusionsand Future Work

In thispaperwehaveextendedourpreviouswork onde-
centralizedorchestrationto useit for orchestratingcompos-
ite web servicesunderdata�o w constraints. To the best
of our knowledge,noonehasuseddecentralizedorchestra-
tion to solve this problem. Our solutionincludesan XML
basedlanguagefor specifyingthe data�o w constraints,a
rulebased�ltering mechanismto �lter topologiesgenerated
by decentralization,andadeploymentmechanismto ensure
enforcementof constraintsat run time.

Thesolutiondescribedin this paper, raisesseveralinter-
estingissueswhich needto beaddressed.Remotedeploy-
mentof BPEL4WSpartitionsat the locationof component
webservicesrequiresfurtherinvestigation.

Similarly, future versionsof BPEL or other work�o w
languagesmight allow embeddedprogramcodenecessitat-
ing a more rigorousveri�cation of the partitions. Decen-
tralizationof a compositeservicecanalsoresultin new se-
curity concernsasthebusinesslogic is exposedto multiple
parties[4]. We handlesomeof theseconcerns(which can
beexpressedin termsof data�o w constraints)in ourcurrent
solution.WeareworkingonenhancingourXML basedlan-
guageto includeothertypesof constraintsthatcancapture
thesesecurityissues.
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A Schemafor SpecifyingRules

<schema targetNamespace="http://tempuri.org/dfc"
xmlns:tns="http://tempuri.org/dfc"
xmlns="http://www.w3.org/2000/10/XMLSchema">

<complexType name="dataType">
<attribute name="type" type="QName"

use="required"/>
</complexType>

<complexType name="endpoint">
<attribute name="domainName" type="uriReference"

use="required"/>
</complexType>

<complexType name="ruleType">
<sequence>

<element name="source" type="tns:endpoint"/>
<element name="destination"

type="tns:endpoint"/>
<element name="message" type="tns:dataType"/>

</sequence>
</complexType>

<complexType name="rulesType">
<sequence>

<element name="allowed" type="tns:ruleType"
minOccurs="0" maxOccurs="unlimited"/>

<element name="notAllowed" type="tns:ruleType"
minOccurs="0" maxOccurs="unlimited"/>

</sequence>
</complexType>

<element name="rules" type="tns:rulesType"/>
</schema>

The“Allowed” and“NotAllowed” rulescanappearin any
relative order subjectto the condition that more speci�c
constraints(i.e., cateringto anarrowersetof sourcesor des-
tinations)appear�rst followedby lessspeci�c ones.


