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Abstract

A compositeserviceis typically speci edusinga language

suh asBPEL4WSandorchestratedbya singlecoordinator
nodein a centralizedmanner Thecoordinator receiveghe
clientrequestmalestherequireddatatransformationgnd

invokes the componentveb servicesas per the speci ca-

tion. However, in certain scenariosbusinessesnight want
to imposerestrictionson accesdo the datathey provide or

the source from which they can acceptdata. Centralized
orchestrationcan leadto violation of thesedata ow con-
straints as the central coordinator hasaccesgo the input
andoutputdataof all thecomponentvebservicesln many
casesexisting methodsf data encryptionand authentica-
tionarenotsufcient to handlesud constrints. Theselata
ow constaints, thus,presentobstaclefor compositeveb
serviceorchestation.

In this paper we proposea solution for orchestating
compositeweb servicesunderdata ow constaints. The
solutionis basedon decentralizecbrchestration in which
a compositewvebserviceis brokeninto a setof partitions,
onepartition percomponentvebservice To overcomedata
ow constaints,ead partition is executedwithin the same
domainas the correspondingcomponentveb serviceand
hence hasthe sameaccesgights. However, there are, in
generl, manywaysto decentalize a compositeweb ser
vice We applyarule basedltering medanisnmto choosea
setof partitionsthat doesnotviolatethespeci eddata ow
constaints.

1 Intr oduction

As web serviceshecomeubiquitous,new and complex
applicationcanbecreatedby aggreyatingthefunctionality
of existing web servicegwhich actascomponentvebser
viceg. Thisis referredto asservicecompositiorandtheag-
gregatedwebserviceis known asa compositevebservice.
Webservicecompositiorenabledusinesset interactwith
eachotherandaccomplishcomplex businesgprocesses.

Compositevebservicesmaybedevelopedusingaspec-
i cation languagesuchasBPEL4WSJ[11], WSCI [2] etc,
and executedby an engine such as WebSphereProcess
Choreographefl]. Typically, a compositeweb service
speci cationis executedby a single coordinatornode. It
recevestheclientrequestsinvokesthecomponentvebser
vices,makestherequireddatatransformationgindexecutes
the compositeweb serviceaccordingto its speci cation.
We referto thismodeof executionascentalizedorchesta-
tion. In centralizedbrchestrationall datais routedthrough
the centralcoordinator andit hasaccesgo the input and
outputdataof all the componentveb services. However,
in certainscenariosveb servicesnay apply restrictionson
thesourceand/ordestinatiorof thedatarecevedor sent,as
partof apolicy. We termtheserestrictionsas“businesgle-
ned data o w constraints®. Thesedata o w constraints,
thus, presentobstaclesin the orchestrationof composite
web servicedy a centralcoordinator Severalmechanisms
for handlingsecurityissuesexist in the distributedcomput-
ing world. Thesencludevariousmethodf authentication
andencryption.However, in mary casesaswe shaw later
in the paper theseexisting methodsfail to solve the prob-
lem of compositenvebserviceorchestration.

In this paperwe proposea solution for orchestrating
compositavebservicesn presencef businesgle ned data
0 w constraintsOur solutionis basedn decentralize@r-
chestratior[6]. In decentralizedrchestrationa composite
web serviceis brokeninto a setof partitions,onepartition
per componentweb service. The partitionsare colocated
with the web service. Eachpartition actslike a proxy that
processestransformsand managesll incoming and out-
goingdataat the componentvebserviceaspertherequire-
mentsof thecompositeservice.Thepartitionsexecuteinde-
pendentlyandinteractwith eachotherdirectly usingasyn-
chronousmessagingvithout ary centralizedcontrol. Since
apatrtitionis colocatedvith acomponentvebservicejt has
the sameaccessights asthe web service. Thusit is possi-
ble to overcomedata o w constraintsy ensuringthat all

1We usethe terms“businessle ned data o w constraints”‘data o w
constraints’and“constraints”interchangeablin therestof this paper



constrainedlatareadsandwrites areperformedwithin the
permitteddomains. This is doneby automaticallydecen-
tralizing a compositeweb service [13]. However, the de-
centralizatioralgorithmgeneratesll possiblepartitionings
(referredto asatopology) which mayor maynotadhereo
data o w constraintslin this paper we attemptto solve the
problemof nding decentralizedopologieshatdo notvio-
latedata o w constraints\We proposea rule basedItering
mechanisnthatis capableof selectingtopologiesthat do
not violate the speci ed data o w constraints. Our solu-
tion consistsof a Decentalizertool to generatall possible
topologies,a languageto specify data o w constraintsa
Itering mechanisnio selectatopology anda deployment
mechanismto ensurethat a partition hostedby a compo-
nentweb servicedoesnot violate ary constraintspeci ed
by thatservice. We explain our solutionin the context of
BPEL4WSlanguage.However, our solutionis applicable
to any compositeservicespeci cationlanguage.

The organizationof the restof the paperis asfollows.
We begin by providing the motivation for the problemin
Section2. In Section3 we give an outline of the solution
alongwith thedetailsof themaincomponentsAn overview
of thesystemarchitectureanda prototyperun of the system
aregivenin Sectiond. We summarizeelatedwork in Sec-
tion 5 and nally concludein Section6 with an outline of
futurework.

2 Motivation

In this sectionwe introducea motivating examplethat
is usedas a running examplethroughoutthe paper Fur
ther, we shav thatexisting securitymechanismso notpro-
videsufcient e xibility to handleorchestratiorof compos-
ite webservicedn acentralizednanneiin presencef data

0 W constraints.

2.1 A Motivating Example

Considera third party administrator(TPA) that provides
anaccidentinsuranceclaim serviceasshavn in Figurela.
In this casethe client submitsa requestto the TPA with
thepatient,insuranceandaccidentetails. The TPA settles
theclaim by interactingwith thewebserviceshostedby the
hospital- HospitalX, the city police department PoliceZ
andtheinsurancecompaly - InsuranceYIn the absencef
ary data o w constraintsthe TPA cancreatea composite
web servicespeci cation and executeit using centralized
orchestrationThus,onreceving aclientrequestijt getsthe
medicalrecordsfrom the hospital, the police report from
the police departmentandpasseshemon to theinsurance
compauy to settlethe claim. However, in arealworld sce-
nario, the hospitalmight wantto maintainthe con dential-
ity of the medicalrecordsandrevealthemonly to the pa-
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Figure 1. Centraliz ed and Decentraliz ed Or-
chestration Under Data Flow Constraints

tient himself or to the insurancecompary. Similarly, the

police departmenmight not be willing to sharethe police

reportwith the TPA andrevealit only to theinsuranceeom-

pary. Furthermorethe insurancecompaly might not want

to accepthe medicalrecordsor the police reportfrom ary

intermediaryandonly directly from the hospitalor the po-

lice departmentrespectiely. Thesedata o w constraints
presentobstaclesn centralizedorchestratiorof this com-

positewebservice.

2.2 Security Mechanismsin Centralized Orches-
tration

Data o w constraintsaretypically handledthroughen-
cryptionandrelatedsecuritymechanisms distributedsys-
tems. The web servicessecurity(WS-Security)[17] spec-
i cation dealsmainly with aspect®f security privacy and
trust betweenthe client and the web servicesor between
two web services. Compositionof autonomousveb ser
vicesby athird partymayrequirearich setof datatransfor
mationsto beappliedin betweerthe sequentialnvocations
of componentveb services However, the existing security
mechanisméave limited supportfor this type of dataac-
cessand manipulation. Considerthe examplein Figure 1
(a). Givena patientid, the HospitalX web servicereturns



thecorrespondingnedicalrecordwhichincludespatholog-
ical tests x-rays,dentalrecords physicians report, billing
and a summary The HospitalX web serviceencryptsits
outputfor securityandthis canbe decryptedonly by the
InsuranceYweb service. Further we note that the insur
ancecompayy is interestedonly in the billing detailsand
the summaryportion of the medicalrecord. Therefore the
TPA, needsto extractthe billing detailsandthe summary
from the medicalrecordbeforeforwardingit to the Insur
anceYweb service. This implies thatthe TPA needsto be
ableto decryptthe medicalrecord,which for securityrea-
sonsis not permissible.Alternatively, if differentportions
of the medicalrecordareencryptedseparatelythenit may
still be possiblefor the TPA to extractthe relevantportions
(billing detailsand summaryin this case)from the medi-
cal record. Note that, in this case,eventhoughthe TPA is
unableto decryptary portion of the medicalrecords,it is
still ableto forwardtherelevantportions(in theirencrypted
form) to the InsuranceYweb service.Thus,in the presence
of encryption,a compositenveb servicecanbe orchestrated
in acentralizedashiononly if

no datatransformatioris requiredin betweerdifferent
webserviceinvocationsor

eachpartin the outputmessagef a componentveb
serviceis encryptedseparatelyandthesepartsmapdi-
rectly ontothe input partsof the next componentveb
serviceinvolvedin composition.

Evenin thelatter case the coordinatomode(i.e., the TPA)
might want to extract ner detailsfrom a partin orderto
provide a moreusefulandef cient service. This couldin-
clude employing somebusinesdogic basedon the datain
thepartto decideonthecontrol o w.

Thus, existing methodsof dataencryptionandauthenti-
cation[17] suffer from severelimitationsin centralizedor-
chestrationn the presenceof datacon dentiality and pri-
vagy requirementsFurther useof centralizecbrchestration
canleadto performancelegradation(in termsof through-
put, responsegime, scalability availability) [6, 7].

3 Decentralization and Topology Filtering

Figure 2 gives an outline of the proposedsolution. It
consistof threemain components the Decentalizer, the
Topolagy Filtering Mechanism andthe Deploymenmed-
anism The Decentalizer takesa compositeservicespec-
i cation asinput andgenerateglifferenttopologies,some
of which may violate constraints. The Topolagy Filtering
Medhanism Iters out topologiesbasedon data o w con-
straints.It includesan XML basedanguagédo specifydata
0 w constraintsaasrulesanda Rule basedTopolagy Filter.
Sincetheremay be morethanonetopologywhich adheres
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Figure 2. Solution outline

to all the constraintsthe Topolagy Filter canoutputmulti-

plevalid topologiesputof whichthe rst oneis choserand
andits partitionsaredeployed. Thedeploymenmedanism
inside the componentveb servicedomainreinsureghat a
partitionhostedby a givencomponentveb servicedomain
doesnot violate ary constraintsspeci ed by the web ser

vice. Thedetailsof eachof thesecomponentareexplained
in the sectionselow.

3.1 Decentralizer

In decentralizearchestrationa compositewveb service
is brokeninto a setof partitions,one partition per compo-
nentweb service.The partitionsexecuteindependenthand
interactwith eachotherdirectly usingasynchronousnes-
sagingwithoutany centralizeccontrol. Togetherthedecen-
tralizedpartitionsperformthe sameaskthatthecentralized
coordinatorwould have done. However, decentralizedr-
chestratioroffers performanceadvantagesver centralized
orchestratiof6]. In an earlier paperwe have given an
algorithm and heuristicsto automaticallypartition a com-
positewebservicespeci edin BPEL4WS[13]. Theissues
of concurreng and synchronizatiorarising out of decen-
tralizationwerediscussedh [14].

TheDecentalizeris atool thatimplementghepartition-
ing algorithm. It takesthe BPEL4WSspeci cationasinput
andgenerates subsewf all the possibletopologieshased
on a chosenheuristic. Two of the topologiesgeneratedy
thetool for the TPA exampleareexplainedbelow.

Example: In Figurel(a), TPA isacompositavebservice
written in BPEL4WS. It is “decentralized”into partitions
TP, HP, IP andPP(refer Figure 1(b) andFigure1(c)), each



acompleteBPEL4WSprogramin itself, thattogethemer
form the samesetof operationghat TPA does,albeitin a
distributedmanner The HR, PP andIP compositeservice
partitionsarecolocatedwvith theHospitalX,PoliceZandIn-
suranceYweb servicedn their respectie domains.There-
fore, they have not only the sameaccessrivilegesasthe
correspondingomponentvebservice,but arealsosubject
to the samedata o w constraints. In Figure 1(b), TP re-
ceives the client request,sendsthe patientand insurance
detailsto HP and the accidentdetailsto PR HP contacts
theHospitalXwebservice getsthemedicalrecord extracts
therelevantportionsfrom it (billing detailsandsummaryin
this case)andforwardsit alongwith the insurancedetails
to IP. Similarly PP getsthe police reportfrom the PoliceZ
web service,and forwardsit to IP. IP, in turn, invokesthe
InsuranceYweb serviceto settlethe claim andreturnsthe
responsdo TP. This topology doesnot violate any of the
data o w constraintsandcanbe usedfor orchestratinghe
compositavebservice.However, thisis notalwaysthecase
andsomeof thetopologiescanviolatedata o w constraints
(e.0., thetopologyin Figurel(c)).

In Figure 1(c), TP recevesthe client requestsendsthe
accidentandinsurancedetailsto PP andpatientdetailsto
HP. HP extractsthe relevant datafrom the HospitalX web
service,and forwardsit to PR PP getsthe police report
from the PoliceZweb service,and forwardsit alongwith
the medicalrecordsandinsurancedetailsto IP. IP contacts
InsuranceYweb serviceto settlethe claim and sendsthe
responsdackto TP. In this topology medicalrecordsare
passedrom HP to PR therebyviolating HospitalX's data
0 w constraint. Similarly, the medicalrecordis passedo
IP by PPwhich violatesIinsuranceYs data o w constraint.
Thistopologywould be rejectecby the Topology Filter.

3.2 TopologyFiltering Mechanism

The Topolagy Filtering Mechanismis usedto reject
topologiesviolating data o w constraints.It consistsof a
languageo specifydata o w constraintsasrules,the Rule
basedTopolagy Filter andthe Constiaint Reinfocer.

3.2.1 DataFlow RulesSpeci cation

Eachweb servicespeci es a setof rulesbasedon the se-
curity policiesof the organization.Thesemay be encoded
usingthe WSDL extensibility mechanism. Rulesare ex-
pressedas a 3-tuple of souice destination,Messae .
Both the sourceand the destinationare domain names.
Messae is the input messageype that a particularWSDL
portType expectsor output messageype thatit sends
back. Rulesfall underthe “Allowed” and“Not Allowed”
catgories."Allowed” rulesarethosewhereeithera source
cansenddatato a given destination,or wherea destina-
tion canacceptdatafrom a given source. “Not allowed”

procedure lter (ConstraintList , TopologySet )
foreachtopology in do
“valid”
foreachpartition in do
“valid”
/Il searcHor incomingandoutgoingmessagend-points
foreachincomingandoutgoingend-point do
getSourceDomainName(WSDlist)
getDestinationDomainName(WSDlist)
getMessagepe(WSDLList)
create3-tuple
if then
if match(, ) “not allowed” then
“discarded”
break
endif
endif
done
if “discarded"then
="discarded”
break
endif
done
done

function match(Tuple , ConstraintList )
returns: “allowed” “not allowed”
foreachConstraint in do
if and Allowed Constraints then
return “allowed”
elseif and
return “not allowed”
endif
done
return “allowed”

Not Allowed Constraints then

Figure 3. Topology Filtering Algorithm

rulesarethosewhereeithera sourcecannotsenddatato a
givendestinatioror wherea destinatiorcannotreceve data
from a given source.The sourceanddestinationcanalso
be expressedn termsof domainnamesetse.g., *.co.in for
all thecompaniesn India, ?Police.org for all policedepart-
ments.For the TPA examplein Figurel(b)and 1(c), data
ow constraintsprovided by HospitalX web servicewill
consistof “Allowed” rulessuchas xHospital.comylnsur
ancecom,MedicalRecats and“NotAllowed” rulessuch
as xHospital.com*, MedicalRecads . In this casethe
morespeci ¢ (i.e., cateringto a narrover setof sourcesor
destinationsjule (i.e., the“Allowed” rule)will appearrst
followed by the lessspeci ¢ rule (i.e., the “NotAllowed”
rule). Theserulescanbe speci ed usingpolicy languages
suchasXACML [9].

3.2.2 Rule BasedTopologyFilter

As mentionedearlier the Decentalizer may generateser-
eral topologies. It is the task of the Rule BasedTopol-
ogy Filter to rejectthosetopologiesthat do not adhereto



data o w constraints. The topolagy Itering algorithmis
givenin Figure 3. It takesasinput the setof constraints
andall the topologiesgeneratedy the Decentalizer. For
eachtopology it parsesall the partitionsand searchegor
incomingandoutgoingmessagend-pointswithin the par
tition. In BPEL4AWS,theseend-pointsare representedby
receive or pick foranincomingmessagdanvoke for
bothanoutgoingmessagdeitherarequesin synchronous
request/responseessagenr anasynchronouseequesines-
sage)andanincomingmessagé€aresponsén synchronous
request/respongaessagedr reply for anoutgoingmes-
sage.

For eachinvoke , the Iter extractsthe fully quali ed
nameof the correspondingVSDL message andport-
Types . For eachportType , the lter parseshe corre-
spondingWSDL descriptorsandextractsthe domainname
(to which that portType is bound). This domain be-
comesthe destinationdomain for the requestportion of
invoke . The currentpartition's domainname (inferred
from the deploymentinformation) becomeghe sourcedo-
main. This combinationof sourcedomain,destinationdo-
main and messages usedto createa 3-tuplefor both the
the currentpartition and the invoked partition. Similarly,
for theresponseortionof invoke , the currentpartition's
domainbecomeghe destinationand the domainto which
the portType is boundbecomeghe sourcedomainand
a 3-tuple for both the partitionsis generated. The func-
tionsgetSouceDomainNam@WVSDLList), getDestination-
DomainName(WSDL List), and getMessgeType (WSDL
List) listed in the algorithm refer to this process. In this
way, the Topology Filter generateallist of 3-tuplesfor each
partitionconsistingof the domainof the sourceof the mes-
sage,the domainof the destinationandthe messagdype.
All the 3-tupleswherethe sourceand destinationdomain
namesare the sameare removed from this list (asa com-
municationbetweerdifferententitieswithin adomaindoes
notviolateary data o w constrainty design).

For eachsuch3-tuplefor a partition,the Topology Filter
appliesa constraintmatchingfunctionwhich takesasinput
the 3-tupleanda list of rules(in the form of 3-tuples) for
a particularpartition. The constraintmatchingfunctionis
alsogivenin Figure3.

3.2.3 Constraint Reinforcer

Thetaskof the Constaint Reinfocer is to ensurethatthe
original data o w constraintsarestrictly adheredo. There
aretwo reasonghata Constaint Reinforceris required.

Thewebservicegeneratesglata o w constraintdased
on the incoming and outgoing messagesit the web
service. However, during compositeservicecreation
andits subsequerdecentralizationpartsof thesemes-
sagesmay get copiedinto othermessageswvithin the

compositeservicepartitions.

A maliciousprogrammay copy the contentf a mes-
sage,thathasdata o w rulesassociatedvith it, into
anothemessagé orderto accesslatawithoutautho-
rization.

In boththesecasesthe modi ed messageseedto be de-

tectedand additionalset of data o w rulesfor thesemes-
sageseedto be generatecautomatically The Constaint

Reinfocergeneratetheseruleswhich arein additionto the

given setof constraintsspeci ed by a web service. These
arepassedn to the Topolagy Filter to addto its rulesset.

TheConstaint Reinfoceris rst executedduringthetopol-

ogy ltering processlt is againinvoked by the component
serviceruntimeinfrastructureat the time of deploymentat

the componentwveb services domainto ensurethat a de-

ployed partition doesnot violate the constraintsstipulated
by thatcomponentvebservice.

Example: IntheTPA example,f thedatatransformations
generatea new messageéype Modi edMedicalRecodsthat
consistsof only a portion (billing detailsand summary of
the original messageype MedicalRecads, thena new set
of rulesfor Modi edMedicalRecods shouldbe generated
andpassednto the Topology Filter.

The Constaint Reinfocertakesall therulesspeci edby
theweb servicefor a givenmessageype (MedicalRecods
in this case)and createsa new setof rulesin which the
nameof themessagéype(i.e., MedicalRecads) isreplaced
by the newly generatednessageype (i.e., Modi edMed-
icalRecods). For example, for the “Allowed” data ow
rule - xHospital.com,ylnsurancecom, MedicalRecods ,
the Constaint Reinfocer generates new additional“Al-
lowed” rule of theform - xHospital.comylnsurancecom,
Modi edMedicalRecods andpassedt to the Topology Fil-
ter.

Algorithm  The Constaint Reinfocer uses data ow
analysisto detectmessagethat needadditionalrules. For
eachpartitionit builds a DataDependenc&raph(DDG).
The DDG is a graphthat consistsof onenodefor eachac-
tivity in a partition. Thereis an edgefrom a node to
anothemode , if thereis a datadependencg3] from

to . Togeneratedditionaldata o w rules,the Constaint
Reinforcer appliesthefollowing algorithm

For eachvariable, thatacceptslataat anincoming
end-point,tracethe DDG forward along datadepen-
denceedges.If wereachavariable, thathasadata
0 w constrainspeci ed by thewebservice thengen-
eratea correspondingule for

For eachvariable, that sendsdataat an outgoing
end-pointtracethe DDG backwardalongdatadepen-
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denceedges.If wereachavariable, thathasadata
0 w constrainspeci ed by thewebservice thengen-
eratea correspondingule for

3.3 DeploymentMechanism

The DeploymentMedcanismconsistsof a Deployment
Manager usedby anadministratorcomposinghe web ser
vice,aPartition Deployerandthe Constaint Reinfocer (as
shawvn in Figure4). The Partition Deployerandthe Con-
straint Reinfocer are partof theweb services'runtimeen-
vironment.

Deployment Manager The DeploymentManager takes

asinput a setof valid topologiesfor deploymentfrom the

Topolagy Filter. It selectghe rst topologyfor deployment

and sendspartitionsof that topologyto the corresponding
componentvebservicenodes.

Partition Deployer At eachcomponentvebservicenode
thereis anagentthePartition Deployer, whichis colocated
with the componentweb service. The Partition Deployer
hastwo main functions: (1) constraintcheckingand veri-
cation, and(2) deplgyment. Constraintcheckingandver-
i cation is essentiabecausehe partition is generatedy
an external entity and after deploymentthe partition exe-
cuteswithin the domainasa trustedpieceof codeandhas
full accessto unencryptedoutput data of the component
webserviceevenif encryptionis beingused.The Partition
Deployeracceptsthe incoming BPEL4WS partitionsand
handghemto the Constaint Reinfocer to generatehe ad-
ditional setof data o w rules. In casesvhereencryptionis
beingusedthroughWsS-Securitythe Constaint Reinfocer
will be utilized to generateadditionalsecuritypolicies so
that ary con dential datathatis o wing in or out of that
nodein the form of newly createdmessageypesis also
encrypted.ThePartition Deployerthenuseshe samealgo-
rithm asthe Topology Filter to verify thatthe partitionsub-

Table 2. Discar ded Topologies

Topology | Edge Data Constraints
Violated
2 HP-PP | MedicalRecords x.3,y.4
8 PP-HP PoliceReport y.3,2.2
3 HP-PP | MedicalRecords x.3,y.4

mitted for deploymentat this domainsatis esall the data
0 w constraintsspeci ed for this domain. After constraint
checkingand veri cation, partition is deployed on to the
BPEL4WSengine.

4 Implementation
4.1 Architecture Overview

The systemfor orchestratinggompositeweb servicesn
constraineddata o w ervironmentshastwo modules(re-
fer Figure4). The compositeservicemoduleis usedby an
administratotto createa valid topology(thaidoesnt violate
ary data o w constraintsfrom the original input speci ca-
tion. It consistsof the Decentalizer, the Topolagy Filter,
the Constaint Reinfocer, and the DeploymentManager.
The componenservicemodule consistsof the Constaint
Reinforcer andthe Partition Deployer which resideinside
the samedomainasthe componentveb service(preferably
aspartof thewebservices runtimeervironment).

4.2 A Prototype Run

This sectiondescribes samplerun of the systentfor the
TPA example.The Decentalizertool generate® different
topologies. Thesetopologieswere given to the Topolagy
Filter andtherulesgivenin Table1 wereusedfor ltering.
The XML schemahatwasusedfor specifyingtheserules
is givenin AppendixA.

TheTopolagy Filter discarded topologiesandvalidated
5 topologies. Someof the valid and discardedtopologies
areshown in Figure5. The remainingtopologiesare not
shawvn dueto lack of space.The discardedopologiesvio-
late oneor moredata o w constraintdndicatedin Table2
andshavn asdashededgein Figure5. Among the valid
topologies,1, and5 requiresomeexplanationasthey have
a data o w edgeresemblingthe data o w edgesviolating
someconstraintsn discardedopologies.In topology8 the
data o w edgefrom PPto HP representpolice reportbe-
ing transferredrom PPto IP via HP whereasn topology
1it representpatientdetails(to get medicalrecordsfrom
HP) thatis routedvia PPandhenceis notaviolation. Sim-
ilarly, in topology2 the data o w edgefrom HP to PPrep-
resentsnedicalrecordsbeingtransferredrom HP to IP via
PPwhereasn topology5 it representaccidentdetailsfrom



Table 1. Rules for Prototype Run

WebService Tuple sourcedestinationmessageype Catgory Id
HospitalX xHospital.com,ilnsurance.corivledicalRecords Allowed x.1
xHospital.com,yInsurance.comledicalRecords Allowed X.2
xHospital.com,* MedicalRecords NotAllowed | x.3

InsuranceY ?Hospital.comylnsurance.comhospitalRecords Allowed y.1
?Police.og, yiInsurance.conpoliceReport Allowed y.2

*, ylnsurance.conpoliceReport NotAllowed | y.3
*yInsurance.conhospitalRecords NotAllowed | y.4

Policez zPolice.og, ?Insurance.coninvestigationReport Allowed z.1
zPolice.og, *, investigationReport NotAllowed | z.2

£ Topology Filter - Topology 1 - passed = Topology Filter - Topology 4 - passed

(a) Topology1 - Valid

(b) Topology4 - Valid (c) Topologys5 - Valid

(d) Topology? - Discarded

TP TPA partition
PP Police partition

IP Insurance partition
HP Hospital partition

InsuranceY Insurance web service
HospitalX Hospital web service
Policez Police web service
— Data flow

Data flow
violating constraints

-

(e) Topology8 - Discarded

Figure 5. Topologies Generated

TP(toget police reportfrom PP)thatis routedvia PPand
hences notaviolation.

5 RelatedWork

Therearefour primary areasof researchihatarerelated
to this work: reinforcementof information- ow policies,
decentralize@rchestratiorof compositevebservicesrule
drivenwebservicecompositiorandwebservicesandwork-
0 W security

Information ow policies [8, 10] are usedto specify
con dentiality and integrity requirementsand control the
end-to-enduseof datain a securesystem.Securegprogram
partitioning [18] is alanguagebasedechniqueor protect-
ing con dential dataduringcomputatiorin distributedsys-
temscontainingmutually untrustedhosts. Con dentiality
andintegrity policiesare expressedy annotatingthe pro-

gramswith con dentiality labels. The programcan then
be partitionedautomaticallyto run securelyon heteroge-
neouslytrustedhosts.In our solution,data o w constraints
expressedn termsof souice, destinationrand messge type
aresimilarto con dentiality labelsusedin securepartition-
ing. Web servicegprovide the addedadvantageof de ning
themasextensibility elementsn the WSDL ratherthanan-
notatingthe sourceprogramwith securitypolicies.

Decentralizationis a relatively new techniquefor or-
chestratingveb services [13, 6, 14, althoughit hasbeen
appliedin earlier researchfor enablingdistributed work-
ow execution [12]. SELF-SER/ [5] is a framework for
dynamicprovisioning of web servicesbasedon the ideas
of decentralizedrchestratiorand peerto peerexecution.
Mostof theearlierapproachebave studieddecentralization
from the angleof performance.To the bestof our knowl-
edgenoonehasusedt for overcomingdata o w constraints



in orchestratingompositevebservices.

[15] describesruledrivenapproacHor e xible anddy-
namicservicecompositionin an automatedashion. Zeng
etal. [19] usesaruleinferenceframenork, whereendusers
declaratvely de ne theirbusines®bjectivesto dynamically
composeweb services. Ponnekantiet al. [16] proposea
rule-basedlgorithmthatpermitssemi-automatioof work-
o w composition. All thesesystemsgeneratea valid cen-
tralized compositeservicespeci cation that adheredo all
the givenrules. We go onestepfurtherandtry to solve the
problemwhereno centralizedcompositeservicespeci ca-
tion canbe generatedhatadherego the givenrules. Atluri
etal. [4] discusssecurityissuesn decentralizedvork o ws.
Theirfocusis on datasecurityproblemscreatecdueto ex-
posureof businesdogic in decentralizedvork o ws. Some
of thesesecurityconcernganbe expressedn termsof data
0 w constraintsprovided by the coordinatornodeorches-
trating the compositeserviceand can be then handledby
our proposedsolution.

6 Conclusionsand Future Work

In this papemwe have extendedour previouswork on de-
centralizedrchestratiorio useit for orchestratingompos-
ite web servicesunderdata o w constraints. To the best
of ourknowledge,no onehasuseddecentralizearchestra-
tion to solve this problem. Our solutionincludesan XML
basedanguagefor specifyingthe data o w constraintsa
rulebasedltering mechanisnto Iter topologiesggenerated
by decentralizatioranda deploymentmechanisnto ensure
enforcemenbf constraintsatruntime.

Thesolutiondescribedn this paperraisesseveralinter-
estingissueswhich needto be addressedRemotedeploy-
mentof BPEL4WSpartitionsat the locationof component
webservicegequiresurtherinvestigation.

Similarly, future versionsof BPEL or other work ow
languagesnight allow embeddegrogramcodenecessitat-
ing a morerigorousveri cation of the partitions. Decen-
tralizationof a compositeservicecanalsoresultin new se-
curity concernsasthe businesdogic is exposedo multiple
parties[4]. We handlesomeof theseconcerngwhich can
beexpressedn termsof data o w constraints)n ourcurrent
solution.We areworkingonenhancingur XML basedan-
guageto includeothertypesof constraintghatcancapture
thesesecurityissues.
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A Schemafor SpecifyingRules

<schema targetNamespace="http://tempuri.org/dfc"
xmins:tns="http://tempuri.org/dfc"
xmins="http://www.w3.0rg/2000/10/XMLSchema">

<complexType name="dataType">

<attribute name="type" type="QName"
use="required"/>

</complexType>

<complexType name="endpoint">

<attribute name="domainName" type="uriReference
use="required"/>

</complexType>

<complexType name="ruleType">

<sequence>

<element name="source" type="tns:endpoint"/>
<element name="destination"

type="tns:endpoint"/>

<element name="message" type="tns:dataType"/>
</sequence>

</complexType>

<complexType name="rulesType">

<sequence>

<element name="allowed" type="tns:ruleType"
minOccurs="0"  maxOccurs="unlimited"/>

<element name="notAllowed" type="tns:ruleType"
minOccurs="0"  maxOccurs="unlimited"/>
</sequence>

</complexType>

<element name="rules" type="tns:rulesType"/>
</schema>

The“Allowed” and“NotAllowed” rulescanappearin ary
relative order subjectto the condition that more speci c
constraintgi.e., cateringto anarroversetof sourceor des-
tinations)appearrst followedby lessspeci c ones.



