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Abstract power-constrained. Thus, the system must optimize foot-
print and power consumption. Communication is unreli-
Currently handheld and palmtop computers are widely able and expensive. Thus, the system must operate well
used for personal information management. In the near fu- over intermittent, lossy connections and limit communica-
ture they will also be used to access enterprise data. Theretion costs. Wireless networks are easily snooped and mobile
are however, numerous technical challenges in enabling andevices are prone to loss or theft. Thus, the system must
end-to-end system that provides enterprise data access fronprotect enterprise data in transit and on client devices. Fi-
mobile computers. The challenges include heterogeneitynally, the proliferation of mobile devices requires the server
various resource constraints, scalability, and security. In infrastructure to be scalable and able to withstand traffic
this paper, we describe the design and implementation ofstorms.
the Mobile Data Synchronization Service(MDSS), an end-  In this paper we describe the design and implementa-
to-end system that provides enterprise data access from motion of the Mobile Data Synchronization Service (MDSS).
bile computers. Specifically, we address the heterogeneityMDSS is an end-to-end system that enables enterprise data-
of devices and data sources, the memory and power con-access from diverse client devices to diverse data reposi-
straints of devices, the poor quality of communication, and tories over diverse networks. In Section 2 we present the
the need for scalability. Our system achieves interoperabil- overall design rationale of the system, in Section 3 we out-
ity and solves the key technical challenges related to enter-line our synchronization protocol, in Section 4 we discuss
prise data access from mobile computers. the actual design and implementation of the system, in Sec-
tion 5 we present related work, and finally in Section 6 we
conclude.

1. Introduction 2. Design Rationale

Handheld and palmtop computers are becoming increas- In this section we discuss the major design decisions that
ingly popular. Currently such mobile devices are mostly shape MDSS. The most significant decisions are: (1) a log-
used for personal information management. There is, how-ical three-tier architecture, (2) a common data interchange
ever, a clear trend toward using these devices for businesg$ormat, (3) a high-level open synchronization protocol, and
applications that access enterprise data. For example, mo¢4) a relaxed correctness model.

bile insurance workers need access to tatetes and cus- One of our critical design goals is to support di-
tomer data, and mobile salespersons need access to inververse clients and back-end data sources. If a client
tory data. needs to communicate directly with numerous data sources

There are numerous technical challenges in enabling arthe client must know how to communicate with each
end-to-end system that provides enterprise data access frordata source. This solution does not scale for memory-
mobile computers. There are a wide variety of heteroge- constrained clients, as each client requiresitamithl code
neous devices, networks, and enterprise data sources. Thusy supporteach data source (Figure 1a). We first consider
an end-to-end system must be interoperable across diversa three-tier approach to address this problem (Figure 1b).
platforms and networks. The client devices are memory andIn this approach, logically a client corresponds to a single
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Figure 1. lllustrates the data-mapping problem and our solution. For example, consider three distinct
client data models (Java-based client, C-based client, and HTML/Browser-based client) and three distinct
back-end data sources (DB2, Lotus Notes, and Microsoft Exchange). If clients directly communicate with
the back-ends (1a), each client needs code to access all three data sources. If adapters are built that
map individual client data models to/from back-end data (1b), then 3x3=9 adapters are required. Using
the common intermediate MDSP data format (1c), each client has a single adapter that maps its data
model to/from MDSP and each back-end has a single adapter that maps MDSP to/from its format. In
this case, only 3+3=6 adapters are required. The code burden on each client is also limited to a single
adapter. Also note that the three-tier architecture is only logical, e.g. the MDSP to DB2 adapter and the
DB2 back-end may be on the same machine.




data model. The client communicates with an adapter thatrectly share data and affect each other via the central server.
is aware of the client’s data model as well as the back-endDue to concurrent updates, synchronization may generate
data model. During data exchange between the client andconflicts, which may result in invalidation of a client’s mod-
the data source, the adapter maps each data model to thiication, and application of compensating updates that are
other. Although this approach requires no additional code sent by the central server. Eventually, in some steady state
on clients to support various data sources, it causes an exfwhen no updates are being made), all clients and the cen-
plosion in the number of required adapters. To support tral server will have the same view of the data. Workload
client data models and back-end data source typesan characteristics of our target application domain indicate that

adapters are necessary. client replicas are not heavily write-shared. Heavy write
We address the above problem by using a common datasharing scales up conflicts and resulting invalidations. Also,
interchange format, called the MDSP data formatVe  in comparison with continuous updates, periodic synchro-

logically split the adapter into two adapters (Figure 1c). nizations in our model better amortizes network connection
One adapter resides on the client and translates the client'©verheads.

data into the MDSP data format and vice-versa. The other

adapter resides on some server and translates the MDSB The Mobile Data Synchronization Protocol
data format into a particular back-end data format and vice- (MDSP) and its Usage

versa. In this new architecture, although a client needs an

adapter to translate between its data model and the MDSP

data format, the total number of required adagtéos m MDSP is a client-server data exchange and synchroniza-
client data models andback-end data source types is only tion protocol defined using an XML Data Type Definition
m-n. (DTD) [9]. MDSP contain®lementslefining data and pro-

Mobile devices vary widely in capabilities, cessing instructions. Each element has a regular expression-
programming-language support, and transport-protocol"ke structure associated with it. Each element can also
support. Existing application-level data synchronization have a set ofttributes Some attributes may have values
protocols (see Section 5) make assumptions about ondhat are free-form strings and other attributes may have val-
or more of the diverse capabilities of mobile devices, U€S that are taken from a fixed set of tokens. We broadly
transport protocols, and back-end data sources. suciflassify MDSP elements into three major classes: data el-
assumptions limit the applicability of the synchronization €Ments, command elements, and information elements (see

protocols. We need a higher-level synchronization protocol Figure 2). The data elements embody the MDSP data for-
that is device, transport, and back-end agnostic. To beMat thatis used as the common data interchange format for

truly interoperable, the protocol must also be open and data exchange between' clients and back-end adapters. The
extensible. As part of the MDSS effort, we developed the command elements define the data exchange and synchro-
Mobile Data Synchronization Protocol (MDSP). MDSP is nlzat.|on operE}tlonsof 'MDSP. The information glements
an XML-based application-level synchronization protocol Provide meta information about data and operations, or may
that is device and network agnostic, as well as open andcontain results of an operation.
extensible (see Section 3).

Mobile devices are often disconnected. Correctness3-1. The MDSP data format
models such as one-copy serializability [7] or bounded in-
consistency [32] are not practical in this domain, as they re-  Each instance of data is enclosed in a DAEREM el-
quire communication with other machines for even access-ement that identifies thtarget source format and size
ing local data. We use a relaxed correctness model in ourof the data (among other things) via attribute values. A
system that only guarantees eventual consistency [7], andDATA_ELEM may contain zero or more DESCRIPTION
is appropriate for many applications in this domain. In our elements that qualify the data, at most one DATAel-
model, clients can read and write data when disconnectedement (data identifier), at most one VERSION element
Data on client devices is synchronized from time to time (data version), and at most one of DATA or STRUC-
with the central enterprise data. Direct client-to-client syn- TURED_DATA elements. The DATA element in MDSP is
chronization is not supported, although the clients can indi- used to capture inline text or encoded binary data:

1The common data interchange format is embodied by the various data<DATA>
elements in the Mobile Data Synchronization Protocol (MDSP), andhence «I._ |nline text or encoded binary -->
called the MDSP data format. See section 3.1 for a more detailed descrip-</DA.|_A>
tion of the MDSP data format.

2Notwithstanding the fact that every client in our system has an adapter, .
hereafter in this paper, we refer to the entity that translates between the 1h€ STRUCTUREDDATA element can contain any

MDSP data format and a back-end data source aslapter XML data. The enclosed data may use an external DTD
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Figure 2. The figure illustrates several elements in MDSP. The elements in MDSP can be broadly classified
into data, command, and information elements. The data elements constitute the MDSP data format,
and are designed to accommodate both structured and unstructured data. Command elements signify
various data exchange and synchronization operations. Information elements provide meta information
about data or an operation, or may contain operation results.

such as vCalendarML (industry standard XML notation for 3.2. Data Exchange and Synchronization using

calendar entries), or may specify property-value pairs us-
ing the PROPERTWAP and PROPERTY elements. The

MDSP

PROPERTY elements provide a means to easily express The command elements of MDSP typically specify an

rows of tabular data (see examples below).

<STRUCTURED_DATA>
<VCALENDAR>
<VEVENT>
DTSTART: 199902280830
DTEND: 199902280930
SUMMARY: Boring Meeting
DESCRIPTION: Really boring meeting
</VEVENT>
</VCALENDAR>
</STRUCTURED_DATA>

<STRUCTURED_DATA>
<PROPERTY_MAP>
<PROPERTY name="empName">
<DATA>Louis V. Gerstner</DATA>
</PROPERTY>
<PROPERTY name="jobTitle">
<DATA>Chairman and CEO</DATA>
</PROPERTY>
</PROPERTY_MAP>
</STRUCTURED_DATA>

operation invoked by the recipient of the message. MDSP
makes an effort to capture common operations such as
fetching, updating, inserting, and removing data using com-
mands such as GET, UPDATE, ADD, and REMOVE. In
MDSS, instead of using individual data exchange opera-
tions, we batch numerous data exchange operations in one
synchronization sessién For this purpose, we use the
SYNCHRONIZE element in MDSP that provides an en-
closing context for a batch of data exchange operations. A
single synchronization session is divided into two distinct
phases. In phase 1, a client initiates synchronization by
sending the following message to a server (adapter):

<SYNCHRONIZE
target = http://us.anycorp.com/employeeDB
user = foo
password = foobar>
<UPDATE>
<DATA_ELEM>...... </DATA_ELEM>
<DATA_ELEM>...... </DATA_ELEM>
</UPDATE>
<REMOVE>
<DATA_ID>......</DATA_ID>

3This section outlinesur useof MDSP for synchronization. The
MDSP operations can be used in numerous other ways.



<DATA_ID>......</DATA_ID> 4. System Design and Implementation
</REMOVE>

</SYNCHRONIZE> In this section we discuss the design issues related to
various parts of the system and explain the implementation

The message typically identifies a server side data storechgjces we make. We discuss the client, the adapter, and the
provides authentication information, and lists the client’s yansport protocaol.

updates since the last synchronization. After phase 1, the
client has an opportunity to disconnect to save communi-4 1. The Client Platforms
cation costs, power down to save battery, or continue to

only read elements from its local replica while the server We h . ted two dat dels for cli Th
processes its updates. The server discards the client up-, . ¢ have implemented two data modets for ¢ lents. The
dates thatonflictwith its own update§ or client updates object-basediata model facilitateaccess to unstructured

that violate integrity constraints. Upon processing the client ?rt sem|-structtured'fdataé tmeIatldor;al C’Ta;a rqueil ;ac'“é dat
updates, the server constructs a SYNCHRONIZE messagea €S access 1o unitorm tabuiar data. 1he object-based data

similar to the one above that contains new server updatesmOdEI Is nga-centric (although it can be extended to other
compensating updates for conflicting/rejected client up- programming languages). . I.t fqllows the Mobile Network
dates, and an ERRORLIST element that lists the rejec'[edcompl"ter Reference Specification (MNCRS) data synchro-

client updates. After some time, the client initiates phase n.|z;';1t|c;n Lrgmtemt/ork [t(ri]].tThetdgta Snodel t():.onfls'tj Oftf?. pdert;
2 of synchronization. In phase 2, the client simply re- sistent objéect store that contains ‘ava objects ldentilied by

ceives the SYNCHRONIZE message from the server and !<eys. The keys thernsglves are Java objects. The stored ob-
cts belong to application-defined classes and have the flex-

processes the updates. The time interval between phase % . ) o o L
and phase 2 is a configurable application parameter. ibility to |mplgment a'ppllcanon-spgmfl.c policies to resolve
update conflicts during synchronization. The framework
defines interfaces for a gggable versioning mechanism,
3.3. The pros and cons of MDSP a pluggable persistent layer, and a pluggable synchronizer.
We have implemented various forms of versions including
MDSP offers a number of benefits. First, its use of XML dirty bits, integer versions, and version vectors. For clients
allows for a rich, hierarchical structure of data/operations that interact with a single server we found that the dirty-bit
compared to relatively flat structures in plain text or binary Versions work well, but integer versions simplify recovery
protocols. The use of XML also facilitates wideceptance from failures. We have implemented two persistent storage
and availability of good programming tools. Second, it is 1ayers thatuse log-based and malloc-style algorithms to op-
open and extensible: e.g. features like capability negotia-timize storage space and access time for objects.
tion between devices and servers can be added to it easily. 1€ relational data model on the client is centered on
Third, it accommodates general data types since new datd?B2 Everywhere (DB2e) [11], a lightweight implementa-
types can be used simply by making external DTD refer- tion of DB2. A table on the client side represents an appro-
ences. Fourth, it is transport agnostic; it can be mappedPriate view of the'co.rresponding taple on the server side.
onto a wide variety of transports such as HTTP or TCP/IP, The view may be limited to a projection of a set of selected
Finally, it allows operations to be batched to make better COlumns. The basic version of DB2e supports a subset of
use of bandwidth. There are also several concerns regardSQL comprising of simple queries. Java or C/C++ pro-
ing MDSP. First, it is verbose and inefficient. Verbosity 9gramson clients may use DB2e via standard interfaces such
can be handled with smaller tags and attribute names, oS JDBC/ODBC. This data model is well suited to simple
during transmission, an efficient binary encoding such asclient-side operations such as lookup and update, and fast
WBXML [5] can be used. Second, XML parsers are hard to synphromzaﬂon Where.most of thg synchronization 'Ioglc
fit in small devices. Since we expect MDSP to be generatedre?"des on the server S|.de. The object model above is well
automatically, it does not require a validating parser. Us- su'lted to handle non-uniform heterogeneous data. The foot-
ing a non-validating parser can alleviate footprint concerns, Print of the object-based client implemented in Java is 4
and if required, a small custom MDSP parser can always bet0 5 times more than the lightweight relational client im-
built. Third, XML cannot handle binary data. Binary data Plemented in C, and hence the latter is more suitable for
can be included as encoded (e.g. base64 encoding) texseverely memqry-ponstramed 'cllents (e.g. Palm Pilot, cell
or if WBXML is used for transmission, binary data can be phones). A native implementation of the object-based client

transmitted using WBXML binary extension features [5].  Will reduce its footprint.
The object-based Java client and the relational client

4Discarding conflicting client updates only reflects a policy decision. It POth use Syn(_:hroniz'ers _baSEd on MQSeries Everywhere
is not mandated by our design. (MQe) [12], a lightweight implementation of IBM’s queue-




based messaging software MQSeries [12]. This approachtion 4.3), and thereafter reenter the thread pool with lower
separates the model of synchronization from individual priority. Once all the service threads in a window are done,
client data models; clients simply put and get MDSP mes- the window monitor thread exits.

sages toffrom named queues. Clearly, the adapter is designed to maximize scalabil-

ity and performance. Use of DataPropagator reduces con-
4.2. The Adapter tention for master database access. The jided service
thread pool efficiently handles a large number of clients in
The primary role of an adapter in our system is to map peak traffic. Finally, the synchronization window batches
MDSP data to/from back-end databases such as DB2, Orupdates from clients such that invoking the relatively ex-
acle, Lotus Notes, and Microsoft Exchange. We have cur- pensive replication operation is justified.
rently implemented an adapter for DB2; adapters for other
databases are planned. The DB2 adapter is implemented in
Java such that it can run on a variety of server platforms 4.3, The transport protocol
including WindowsNT and AlX. The DB2 adapter also per-
forms additional roles of authentication and client adminis-

tration. _ Mobile environments are often associated with unreli-
Since the adapter serves a potentially large number ofyp1e communication, such as wireless communication. Al-

clients, the focal design goal is scalability and performance. ygh TCP/IP provides reliable application-to-application
Enterprise data is usually stored in a back-end "master” yransport, it is not suitable for wireless networks. First,
database. During synchronization, accessinguputing jt cannot make incremental progress on message transmis-
the master database directly (e.g. using JDBC) for eachgjon, |n a lossy environment, TCP/IP can send all but one
client update will result in excessive competition for con- packet of a long message and still fail, forcing the applica-
nections to the master database and will likely degrade the;igp, 1o retry sending the whole message. Second, TCP/IP
performance of the adapter. To avoid such contention forjs synchronous in nature. Applications simply have to wait
master database access we use the DB2 replicatidityfac  ntj| the whole message is delivered, or TCP/IP declares
DataPropagator [10], that periodically reconciles client up- f5ijure. This requirement may not fit the “instant on” or
dates with the master database by using “mirror tables” that«jnstant access” promises made by thediaelds.
reflect actual master database tables. , , .
Each client synchronization session is first assigned anatpe\: ?:lzren-sgg-ffgrrv;%rgli(rzr;?iiiasgl[ggwrgietjc:riri}lSammceasr;aegljlerzn:-s
lower-priority service thread from a dual-priority thread
pool pEachyservice thread is associated SVith gsynchro-de"\’erecj or a delivery failure is declared. If the transport
nizafionwindow This window remains open for a tun- layer can be entrusted with safekeeping of the message until
able duration and has numerous service threads associate§i's delivered, the arl]pplllcatllon can prolceed aﬁer handing th.?
with it. Only one such window is open at a time. The ser- message over to the loca traqsport ayer. Itis better yet i
vice threads stage the client datasiagingtables associ- the store-and-forward messaging mechanism can also make
ated with each database and thereafter reenter the threa@C.rement"’l.I progress on |nd|v!dual messages. We use MQe,
pool with higher priority. Each window haswéndow mon- which provides persustepce via queuing and guarantee; at-
itor thread that monitors the cumulative state of the ser- MOSt-once message delivery. Incremental message delivery

vice threads. When all service threads complete Stagingmechanisms suitable for wireless environments can be im-
of their data, the monitor closes the window and marks it Plémented under the MQe APIs. Use of store-and-forward

ready to proceed with the next stage of synchronization and™eSSaging also improves response time for clients. When

blocks. In the next stage, a per-database thread first ana‘:"” the adapter service threads are busy handling heavy load

lyzes staged entries from all clients in a given window for TOM clients, the adapter queues can act as buffers for out-

readily detectable conflicts and marks them as such. Then iSt@nding client requests. The clients do not have to wait for
processes remaining entries by performing appropriate op-SYchronous message handoffs to adapter threads.
erations to mirror tables. Next, it invokes the DataPropa- We believe that another key to success in the mo-
gator processes, analyzes results of replication, notes addibile/wireless domain is application-assisted communica-
tional conflicts, records new master database activities agion. If the application can break down large messages in
updates to versions in staging table rows, and finally wakesa meaningful manner and then hand the smaller parts to the
up the window monitor thread. The window monitor thread transport layer, the overall reliability and efficiency of the
wakes up higher-priority service threads that extract data forsystem is likely to improve. This application level message
a client, construct an MDSP response message and placeestructuring has the added benefit of not requiring large
the message in the appropriate MQe output queue (see Seduffer spaces, which isitical for space-constrained clients.



5. Related Work has a hybrid connected/disconnected model that it requires
the client to run a web server and Java servlets when con-

Disconnected operations are addressed in systems sucRected. We speculate that this approach is unsuitable for
as Coda [15] and Ficus [25]. These systems focus only cmspace-'constralned devices. Syste.ms Ilke'Lot.us Notg; [18]
files. They also either involve manual conflict resolution and Microsoft Exchange [19] provide replication facilities
or coarse-grain automatic conflict resolution based on file Ut do not scale down for small handheld clients and do
types [16]. Enterprise data access however, involves finer-r?Ot address interoperability issues. Likewise, synchroniza-
granularity data such as rows in a database table or fields irion protocols such as IrMC [14] and MAL [3] are data type
a document. Policies suitable for files are not directly ap- @nd/or transport specific. They do not interoperate in a het-
plicable in our domain. The Bayou [30] project addresses €r0g€neous environment.
replication and synchronization between tuple stores. It
is geared toward collaborative applications and hence itsg. Conclusions and Future Work
mechanisms are overweight or unnecessary for typical en-
terprise data-access applications. Recent work by Phatak
and Badrinath [23] and Stanet al[27] consider data par-
titioning and data warehousing for mobile enterprise data
access. These systems indeed address some server side
sues for mobile enterprise data access but are not end-to-en
systems. The DataX system by lagial[17] addresses tar-
geting and subsetting data for clients, and rendering data o
clients; it complements our synchronization framework.

Various systems use the notion of common data inter-
change formats to deal with heterogeneity. The Abstract
Syntax Notation defines a common data interchange for-
mat in the domain of d'g'tal networks and public dgta net- ability issues in designing the replicator-based adapter.
work§ [13]. Elmaggrmldet al explore the use of inter- We have a first-cut implementation of the system. Mea-
mediate languages in hgterogengous database sy;tems [zgurements and performance tuning must follow to vali-
Drashanskyej[ al [8.] use mtermed.late data formats in th.e date our design choices. Implementation of other adapters
area of mobile S(.:'e.m'f'c computing. Although MD.SP IS (e.g. Lotus Notes and Microsoft Exchange) will likely pro-
similar to 'suc.h eX|st|ng approaches, 'ts. focu§ is mobile datavide valuable insight into server-side design issues for non-
synchronization and it substantially differs in scope from relational systems. Although we provide basic authenti-

the othgr approaches. ... cation and access-control, we must address security more
The industry also offers a number of data replication ., ehensively, including encryption of data on the net-

and synchronization systems. Systems such as Palm Cony; -y and client devices. Design enhancements such as mul-

puting's HotSync [22] and Microsoft's ActiveSync [20] tiple MDSP messages for one phase of synchronization,

are geared only toward synchronizing PiMdata with g ipje message delivery priorities, support for advanced

the desktop and are each targeted to a single client platy ory mechanisms and transactions for the relational client,

form. Systems such as Advance Systems’ ASL Connect [1], 5nq query and indexing support for the object-based client
AvantGo’s AvantGo.com [2], Puma’s Intellisync [24], are under consideration.

Riverbed’s ScoutMTS [26], Synchrologic’s RealSync [29],

WaveWare's WaveSync [31], Oracle’s Oracle Lite 8i [21],

and Sybase’s SQL Anywhere [28] provide some form of en- References
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