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Abstract

Software security has been traditionally enforced at the
level of operating systems. However, operating systems
have become increasingly large and complex, and it is very
difficult—if not impossible—to enforce software security
solely through them. Moreover, operating-system security
allows dealing primarily with access-control policies on re-
sources such as files and network connections. However, at-
tacks may happen at both lower and higher levels of abstrac-
tion, and may target the internal behavior of applications,
such as today’s Web-based applications. Therefore, defenses
must offer protection at the level of applications. Language-
based security is the area of research that studies how
to enforce application-level security using programming-
language and program-analysis techniques. This area of re-
search has become very active with the advent of Web ap-
plications. In 2006, the ACM SIGPLAN has introduced a
new yearly forum entirely dedicated to the discussion of
language-based-security research: Programming Languages
and Analysis for Security (PLAS). This paper is a three-year
survey of PLAS papers that discusses the progress made in
the area of language-based security.

Categories and Subject Descriptors D.2.4 [Software Engi-
neering]: Software/Program Verification; D.2.5 [Software
Engineering]: Testing and Debugging

General Terms Program Analysis, Programming Lan-
guages, Application Security

Keywords Security, Program Analysis, Programming Lan-
guages, Language-Based Security
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1.

The security of a software system is almost always retrofitted
to an afterthought. When security problems arise in software
programs, understanding and correcting those problems can
be very challenging. On the one hand, the program-analysis
and programming-languages research community has de-
signed new languages with different support for intrinsic
guarantees, and created numerous static and dynamic analy-
sis tools for software performance optimization and software
bug detection. On the other hand, the security and privacy
research community has been looking for solutions to au-
tomatically detect security problems, such as access-control
inconsistencies, information-flow vulnerabilities and privacy
violations. The ACM SIGPLAN yearly workshop on Pro-
gramming Languages and Analysis for Security (PLAS) was
introduced in 2006 to allow these two communities to meet
and exchange ideas on how to leverage the design and imple-
mentation of programming languages and program-analysis
techniques to enhance the security of software systems. This
paper is a three-year retrospective on PLAS. It summarizes
a set of representative PLAS papers and discusses the en-
hancements that have been made through PLAS in the fol-
lowing areas of language-based security:

Introduction

e Secure language design

e Access control

e Web application security
e Secure information flow
e Trusted declassification

e Secure development

2. Secure Language Design

Designing languages with security features is a very promi-
nent direction for language-based-security research. Impor-
tant work has been done in the direction of designing brand
new languages that would automatically provide security
features, such as code-based [16, 37, 13, 11] and subject-
based [26] authentication and authorization, information
flow [36, 46], and support for cryptography [38]. Another
research direction has investigated how to add missing se-
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curity features to existing languages (for example, how to
add support for information-flow tracking and enforcement
to Java [33]).

Nielsen and Schwartzbach present a domain-specific pro-
gramming language for Secure Multiparty Computation
(SMCQC), called SMC Language (SMCL) [34]. Information
is a resource of considerable economic value to individuals,
public administration, and private companies. Confidential-
ity of information is essential, but secret values can often
be obtained anyway by combining confidential information
from various sources. This fundamental conflict between the
benefits of confidentiality and the benefits of information
sharing may be overcome using the cryptographic method
of SMC, where computations are performed on secret values
and results are only revealed according to specific protocols.
The design of SMCL bridges the gap between high-level se-
curity requirements and low-level cryptographic operations
constituting an SMC platform, thus improving the efficiency
and security of SMC application development. SMCL is im-
plemented in a prototype compiler that generates Java code
exploiting a distributed cryptographic runtime.

Security-typed languages such as Java Information Flow
(Jif) [33] require the programmer to label variables with
information-flow security policies as part of application de-
velopment. The compiler then flags errors wherever infor-
mation leaks may occur. Smith and Thober work on im-
proving the usability of information-flow type systems [45].
They present a static information-flow type-inference sys-
tem for Middleweight Java (MJ) that automatically infers
information-flow labels, thus avoiding the need for a mul-
titude of program annotations. Policies need only be spec-
ified on Input/Output (I/O) channels. Their type system in-
cludes a high degree of parametric polymorphism, necessary
to allow classes to be used in multiple security contexts,
and to properly distinguish the security policies of differ-
ent I/O channels. Furthermore, they prove a non-interference
property [15] for programs that interactively input and out-
put data, and they then describe a mechanism that allows
users to define top-level policies, which automatically inserts
the security-policy-enforcement instructions at the proper
points in the program. This provides the further benefit that
whomever is defining the policy does not necessarily need
intimate knowledge of the program source. The motivation
of this work is similar to the approach taken by Pistoia, et
al., who show how to automatically extract an information-
flow policy from an access-control policy and enforce them
at the same time without the need for the developer or system
administrator to annotate the program variables [36].

Many organizations specify information release policies
to describe the terms under which sensitive information may
be released to other organizations. Swamy and Hicks present
a new approach for ensuring that security-critical software
correctly enforces its information release policy [47]. Their
approach has two parts: first, an information-release policy is
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specified as a security automaton written in a new language
called AIR; second, an AIR policy is enforced by translating
it into an Application Programming Interface (API) for pro-
grams written in AAIR—a core formalism for a functional
programming language. AAIR uses a novel combination of
dependent, affine, and singleton types to ensure that the API
is used correctly. As a consequence, it is possible to certify
that programs written in AAIR meet the requirements of the
original AIR policy specification.

3. Access Control

Language-based-security techniques have been extensively
applied to access-control issues, for example to enforce the
Principle of Least Privilege [41] by automatically detect-
ing an optimal access-control policy [25], or to enforce the
Principle of Complete Mediation [41] by automatically in-
serting access-control checks before a sensitive resource is
accessed, or by verifying that existing checks are properly
placed [14]. When enforcing the Principle of Complete Me-
diation, it is also important to detect Time-Of-Check/Time-
Of-Use (TOCTOU) vulnerabilities, which occur when a se-
curity check is performed for a particular resource (for ex-
ample, a file) before the resource is accessed, but by the time
the resource is accessed, some of the information considered
by the security check (for example, the name of the file) may
change in a manner that invalidates the result of the check.

Fraser, et al. present the first use of flow-sensitive CQUAL
to verify the placement of operating system authorization
checks [12]. Their analysis of MINIX 3 system servers and
discovery of a non-exploitable TOCTOU bug demonstrate
the effectiveness of flow-sensitive CQUAL and its advan-
tage over earlier flow-insensitive versions [52].

Hamlen, er al. present Mobile [18], an extension of the
.NET Common Intermediate Language that supports certi-
fied Inlined Reference Monitors (IRMs) [9]. Mobile pro-
grams have the useful property that if they are well typed
with respect to a declared security policy, then they are guar-
anteed not to violate that security policy when executed.
Thus, when an IRM is expressed in Mobile, it can be cer-
tified by a simple type-checker to eliminate the need to
trust the producer of the IRM. Security policies in Mobile
are declarative, can involve unbounded collections of ob-
jects allocated at run time, and can regard infinite-length
histories of security events exhibited by those objects. The
Mobile runtime enforces properties expressed by finite-state
security automata [42]—one automaton for each security-
relevant object—and can type-check Mobile programs in
the presence of exceptions, finalizers, concurrency, and non-
termination. Executing Mobile programs requires no change
to existing .NET virtual machine implementations, since
Mobile programs consist of normal managed CIL code with
extra typing annotations stored in .NET attributes.

Hamlen and Jones introduce then an Aspect-Oriented
(AO) declarative security-policy-specification language for
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enforcement by IRMs [17]. The semantics of the language
establishes a formal connection between AO programming
and IRMs wherein policy specifications denote AO secu-
rity automata—security automata whose edge labels are en-
coded as pointcut expressions. The prototype language im-
plementation enforces these security policies by automati-
cally rewriting Java bytecode programs so as to detect and
prevent policy violations at run time.

4. Web Application Security

The security issues that can arise with Web applications are
mostly in the area of integrity and confidentiality [27]. To
prevent integrity violations, such as Structured Query Lan-
guage injection (SQLi) and Cross-site Scripting (XSS) at-
tacks [50, 51], a Web application should sanitize all the in-
puts it receives from untrusted users. Similarly, to prevent
confidentiality violations, a Web application should verify
that the information it releases is not private or has been ap-
propriately declassified. In recent years, the security land-
scape has changed, with Web applications vulnerabilities be-
coming more prominent than traditional vulnerabilities such
as buffer overruns. Many reports point to SQLi and XSS as
being the most common attacks against Web applications to
date [35]. With the advent of Web 2.0, existing security prob-
lems are further exacerbated by the presence of Ajax tech-
nology, which allows continuous network activity, and the
creation and composition of content from different sources
within the browser at run time, as exemplified by customiz-
able mash-up pages.

Livshits and Erlingsson propose a simple to support, yet
powerful scheme for eliminating a wide range of script in-
jection vulnerabilities in applications built on top of popu-
lar Ajax development frameworks [28]. Unlike other client-
side runtime enforcement proposals, their solution requires
only minor browser modifications. This is because their ap-
proach can be viewed as a natural finer-grained extension
of the same-origin policy for JavaScript, which is already
supported by virtually all browsers, the only difference be-
ing that individual user interface widgets are treated as be-
longing to separate domains. In most cases no changes to
the development process need to take place: for applications
that are built on top of frameworks described above, a slight
framework modification will result in appropriate changes in
the generated HTML, thereby eliminating the need for man-
ual code annotation.

Zheng and Myers present a non-intrusive encryption
mechanism for protecting data confidentiality on the Web
[53]. The core idea is to encrypt confidential data before
sending it to untrusted sites and use keystores on the Web
to manage encryption keys without intervention from users.
A formal language-based information flow model is used to
prove the soundness of the mechanism.

Since manual code reviews are time-consuming, error-
prone and costly, the need for automated solutions for find-
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ing security vulnerabilities in Web applications is evident.
Jovanovic, et al. address the problem of vulnerable Web
applications by means of static source-code analysis [24].
To this end, they present a novel, precise alias analysis tar-
geted at the unique reference semantics commonly found in
scripting languages. Moreover, the quality and quantity of
the generated vulnerability reports is enhanced via a novel
algorithm for fast and precise resolution of file inclusions.

5. Secure Information Flow

Type systems are a useful mechanism for efficiently check-
ing that information flows within a programs are secure.
Type systems are, however, conservative. As a consequence,
they often reject safe programs as ill-typed. Accordingly,
users have to check whether the rejected programs indeed
have insecure flows. To remedy this problem, Unno, et al.
propose a method for automatically finding witnesses of in-
secure information flow [48]. In the case of confidentiality,
their method reports the exact input states that actually lead
to leakage of secret information. This method is a novel
combination of type-based analysis and model checking.
Suspicious execution paths that may cause insecure flows
of information are first found by using the result of a type-
based information-flow analysis, and then a model checker
is used to check whether the paths are indeed unsafe.

Adding a sound information-flow security policy to an ex-
isting program is a difficult task that may require major code
inspection, program analysis, and structural changes to the
code of the program. Smith and Thober show how refactor-
ing programs into distinct components of high and low secu-
rity [6] is a useful methodology to aid in the production of
programs with sound information-flow policies [44]. Given a
program with no information flow controls, a program slicer
is used to identify code that depends on high security inputs.
High security code, so identified, is then refactored into a
separate component, which may be accessed by the low se-
curity component via public method calls. A security pol-
icy that labels input data and checks the output points can
then enforce the desired end-to-end security property. Con-
trolled information releases can occur at explicit declassifi-
cation points if deemed safe. The result is a well engineered
program with explicit interfaces between components of dif-
ferent security levels.

Hristova, et al. describe the design, analysis, and im-
plementation of an efficient algorithm for information-flow
analysis expressed using a type system [22]. Given a pro-
gram and an environment of security classes for information
accessed by the program, the algorithm checks whether the
program is well typed, and there is no information of higher
security classes flowing into places of lower security classes
according to a lattice of security classes [6], by inferring the
highest or lowest security class as appropriate for each pro-
gram node. The analysis is expressed as a set of Datalog-
like rules based on the typing and subtyping rules. They use
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a systematic method to generate specialized algorithms and
data structures directly from the Datalog-like rules. The gen-
erated implementation traverses the program multiple times
and uses a combination of linked and indexed data struc-
tures to represent program nodes, environments, and types.
The time complexity of the algorithm is linear in the size of
the input program times the height of the lattice of security
classes, plus a small overhead for preprocessing the security
classes.

In secure-information-flow analysis, the classic Denning
restrictions allow a program’s termination to be affected by
the values of its high variables [7], resulting in potential in-
formation leaks. In an effort to quantify such leaks, Smith
and Alpizar study a simple imperative language with random
assignments. They take into account a stripping operation on
programs and establish a fundamental relationship between
the behavior of a well-typed program and of its stripped ver-
sion; to prove this relationship, they introduce a new notion
of fast probabilistic simulation on Markov chains. As an ap-
plication, they prove that, under the Denning restrictions,
well-typed probabilistic programs are guaranteed to satisfy
an approximate probabilistic non-interference property, pro-
vided that their probability of non-termination is small.

Information-flow analysis can prevent programs from im-
properly revealing secret information, and a dynamic ap-
proach can make such analysis more practical, but there
has been relatively little work verifying that such analyses
are sound (account for all flows in a given execution). Mc-
Camant and Ernst present a new technique for proving the
soundness of dynamic information-flow analyses for poli-
cies such as end-to-end confidentiality [30]. This forms the
basis for a quantitative approach to non-interference [31].
The proof technique simulates the behavior of the analyzed
program with a pair of copies of the program: one has ac-
cess to the secret information, and the other is responsi-
ble for output. The two copies are connected by a limited-
bandwidth communication channel, and the amount of in-
formation passed on the channel bounds the amount of in-
formation disclosed, allowing it to be quantified.

Chen and Malacaria also propose a quantitative analysis
of information flow [5]. Their approach applies to a multi-
threaded language and is based on a probabilistic sched-
uler. The analysis consists of two steps. First, multi-threaded
programs are translated into single-thread looping programs
with a probabilistic operator. Second, an information theo-
retical semantics of loops with probabilistic operators is used
to derive the leakage. Using this analysis classical examples
of multi-threaded programs are revisited: it is shown how
the analysis is able to deal with, among other, probabilistic
leakage, internally observable timing leakage and leakage
originated by observing intermediate states of computation.

Malacaria and Chen then extend that previous work and
explore two fundamental issues in language-based security
[29]. The first issue is the need for providing a quantitative
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definition of information leakage valid in several attacker
models. Attackers are considered having different capabil-
ities: the strongest attacker is able to observe the value of
the low variables at each step during the execution of a pro-
gram; the weakest attacker can only observe a single low
value at some stage of the execution. A uniform definition
of leakage is given based on information theory. This defini-
tion allows formalizing and proving some intuitive relation-
ships between the amounts leaked by the same program in
different models. The second issue is that of channel capac-
ity, which in security terms amounts to answering the fol-
lowing two questions: (a) Given a program and an observa-
tional model, what is the maximum amount that the program
can leak? (b) Which input distribution causes the maximum
leakage? To answer these questions, techniques from con-
strained non-linear optimization (mainly Lagrange multipli-
ers) are introduced, and are shown to provide a workable so-
lution in all the observational models considered. In the sim-
plest setting—under minimal constraints—channel capacity
is achieved by any input distribution which induces a uni-
form distribution on the observables.

Focardi and Centenaro also study non-interference in
the setting of multi-threaded distributed programs in which
threads share local memories, and multi-threaded processes
communicate over an insecure network using encryption
primitives to secure messages [10]. They extend a simple im-
perative language with cryptographic operations, and adapt
to their setting the notion of patterns proposed by Abadi and
Rogaway for modeling the equivalence of cryptographic ex-
pressions [1]. Based on this notion, they naturally obtain a
definition of strongly secure programs corresponding to the
one proposed by Sabelfeld and Sands for programs without
cryptography [39], which allow them to prove composition-
ality of secure programs and to adapt the type system of
Sabelfeld and Sands to their setting, proving its correctness.

A static path condition is a precise necessary condition
for information flow between two program points. Object-
oriented languages offer constructs such as dynamic dis-
patch, instanceof and exceptions. Hammer, et al. present
an analysis of these constructs, which leads to precise path
conditions operating only on the program’s variables. This
yields a gain in information-flow-analysis precision, allow-
ing leverage of automatic constraint solving [19].

A subtle way to violate non-interference is through a
covert channel—a parasitic communication channel ¢; that
draws bandwidth from another channel ¢; in order to trans-
mit information without notifying or being authorized by
the designer, owner, or operator of co. Covert channels can
result in unauthorized information flows when exploited by
malicious software. To address this problem, Shaffer, et al.
present a precise, formal definition for covert channels [43],
which relies on control-flow-dependency tracing through
program execution, and extends Dennings’ and subsequent
classic work in secure information flow [7, 49]. A formal
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security Domain Model (DM) for conducting static anal-
ysis of programs to identify covert channel vulnerabilities
is described. The DM is comprised of an Invariant Model,
which defines the generic concepts of program state, infor-
mation flow, and covert channel rules; and an Implementa-
tion Model, which specifies the behavior of a target program.
The DM is compiled from a representation of the program,
written in a domain-specific Implementation Modeling Lan-
guage (IML), and a specification of the security policy writ-
ten in Alloy [23]. The Alloy Analyzer tool is used to perform
static analysis of the DM to automatically detect potential
covert-channel vulnerabilities and security-policy violations
in the target program.

Chaudhuri, ef al. are interested in information-flow secu-
rity as an integrity problem for the Windows Vista operat-
ing system. Windows Vista implements an interesting model
of multi-level integrity. They observe that, in this model,
trusted code must participate in any information-flow attack,
since trusted code orchestrates all software execution. Thus,
it is possible to eliminate such attacks by statically restrict-
ing trusted code. They formalize this model by designing a
type system that can efficiently enforce data-flow integrity
on Windows Vista. Type checking guarantees that objects
whose contents are statically trusted never contain untrusted
values, regardless of what untrusted code runs in the envi-
ronment. Some of Windows Vista’s run-time access checks
are necessary for soundness; others are redundant and can be
optimized away. The interesting contribution of this work is
that it can be generalized to other systems with the property
that trusted code always participates in any information-flow
attack.

6. Trusted Declassification

Downgrading is the process by which information whose
integrity was originally suspect is verified and endorsed,
and information that was originally confidential is declas-
sified. Clearly, downgrading should be done with extreme
care since it represents a deliberate violation of information-
flow security. A consistent research direction in the area of
language-based security deals with trusted downgrading.

Security-typed languages promise to be a powerful tool
with which provably secure software applications may be
developed. Programs written in these languages enforce a
strong, global policy of noninterference which ensures that
high-security data will not be observable on low-security
channels. Because noninterference is typically too strong a
property, most programs use some form of declassification
to selectively leak high security information, for example
when performing a password check or when transmitting
encrypted confidential data over an unsecure wire. Unfortu-
nately, such a declassification is often expressed as an oper-
ation within a given program, rather than as part of a global
policy, making reasoning about the security implications of
a policy more difficult.
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Hicks, et al. propose performing trusted declassification
by letting the security administrator specify special declas-
sifier functions as part of the global policy [21]. In partic-
ular, individual principals declaratively specify which de-
classifiers they trust so that all information flows implied by
the policy can be reasoned about in absence of a particu-
lar program. This approach is formalized for a Java-like lan-
guage. For this system, a modified form of non-interference,
called non-interference modulo trusted methods, is formally
proved. This approach has also been implemented as an ex-
tension to Jif [33] and used to build a secure e-mail client.

Declassification policies are a key challenge for language-
based information security. Although much progress has
been made, different approaches to declassification tend to
address different aspects. In a recent taxonomy by Sabelfeld
and Sands, these aspects are referred to as the what, who,
where, and when dimensions of declassification [40]. In or-
der to avoid information laundering, it is important to com-
bine defenses along these different dimensions. As a step
in this direction, Askarov and Sabelfeld present a combina-
tion of what and where declassification policies, and show
that a minor modification of a security type system from
the literature (which was designed for treating the what di-
mension) effectively enforces the combination of what and
where policies [3].

Instead of focusing on the different aspects of declassi-
fications, Banerjee, et al. argue that key security goals ad-
dressed by accounting for those dimensions can be expressed
using assertions and an auxiliary state (such as event history)
[4], building on a logic for non-interference that provides for
local reasoning about the heap [2].

7. Secure Development

Writing secure code is an essential step to guarantee se-
curity in the software lifecycle [32]. Hicks, ef al. resolve
information-flow leaks during application development [20].
Since information flows can be quite subtle and difficult to
detect, simple error messages tend to be insufficient for find-
ing and resolving the source of information leaks at develop-
ment time; more sophisticated development tools are needed
for this task. To this end, they provide a set of principles
to guide the development of such tools. Furthermore, they
implement a subset of these principles in an integrated de-
velopment environment (IDE) for Jif, called Jifclipse, which
is built on the Eclipse extensible development platform [8].
Their tool provides a Jif programmer with additional instru-
ments to view hidden information generated by a Jif com-
pilation, obtain fixes for errors, and get more specific infor-
mation behind an error message. Jifclipse is a first step to-
wards making application development on a security-typed
language a practical process.
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8. Conclusion

The ACM SIGPLAN workshop on Programming Languages
and Analysis for Security (PLAS) has, in its three years, pro-
vided an important venue for work on the intersection of pro-
gramming languages and software security and privacy. As
this retrospective shows, the workshop has included substan-
tial contributions and advances on the state-of-the-art in soft-
ware security. The security benefits of these contributions
apply to specialized security policies, general access control,
as well as information flow, integrity, and declassification.
The work presented at the workshop has built upon a variety
of techniques, such as model checking, pointer alias anal-
ysis, type systems and formal logic. Finally, the workshop
results have touched upon the entire software lifecycle, from
development to deployment, and apply to both legacy soft-
ware and new code, as well as to both traditional and Web-
based applications. It seems assured that the PLAS work-
shop will continue to provide a venue for a variety of high-
quality technical contributions in this critical field of study.
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