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Abstract. As large amounts of data, which are being generated, col-
lected and stored in many fields of research and applications, continue to
grow inexorably in size and complexity, Distributed Data Mining(DDM)
is becoming a more and more crucial area for research and applications.
Many techniques have been proposed for DDM. However, challenges of
DDM such as heterogeneous data, complex data, security, privacy and
autonomy of local databases, network topology and transmission scheme,
still bother us. We need to develop more scalable and more efficient tech-
niques and systems for DDM. This paper offers a brief overview and
discussion of DDM issue and techniques, and presents a new DDM sys-
tem on grid: ADMIRE, which combines efficient DDM techniques and
effective infrastructures on real-world large applications.

1 Introduction

The techniques of data mining are widely used in research and application to look
for relationships and knowledge that are implicit in large volumes of data and
are interesting in the sense of impacting an organization’s practice. For example,
data mining techniques can help companies to provide better, customized ser-
vices and support decision making. However, there are many challenges of data
mining posed by very large and complex data sets. One of the main challenges
in data mining is the development of efficient techniques that scale up to large
and possibly physically distributed data sets. Distributed Data Mining (DDM)
is one solution of this challenge. As large amounts of data, which are being gen-
erated, collected and stored in many fields of research and applications, continue
to grow inexorably in size and complexity, DDM is becoming a more and more
crucial area for research and application.

Data mining and knowledge discovery can benefit from the use of DDM
techniques to improve mining performance of huge data or distributed data. Al-
though there are many efficient algorithms and techniques for mining centralized
data sets, it’s inefficient or incapable to deal with huge data sets or distributed
data sets.

There are two main reasons to choose DDM. The first one is that data is very
large. If data is too large, it’s hard to store it at a single site, or it’s inefficient
or incapable to mine such large data at a single site. In such a case, data may
be decomposed into some parts that are distributed at different sites. Then we



perform the data mining operations for each site. At the end, the mining results
of each site are combined to gain global results. This will optimize centralized
data mining since the work load is distributed among the sites.

The second reason is that we need to deal with inherent distributed data
sets. In fact, various wired and wireless networks such as internet, intranets,
local area networks, ad hoc wireless networks and sensor networks etc. produce
many distributed resources of data. These distributed data need to be mined
to gain global patterns, models or knowledge. The straightforward solution is to
transfer all data to a central site, where data mining is done. However, even if we
have enough capacity to handle the data storage and data mining at a central
site, it may be too expensive to transfer the local data sets to the central site. On
the other hand, the privacy issue is playing an important role in the emerging
distributed data. The distributed data sets may not be transferred because of
privacy, security or autonomy of the data sets. Therefore, DDM is an effective
and scalable solution for mining huge and distributed data sets in distributed
computing environments.

In recent years, DDM has attracted a lot of attention among the fields of
research and applications. Many techniques and systems of DDM have been
proposed. However, the DDM problems such as heterogeneous data, complex
data, security, privacy and autonomy of local databases, network topology and
transmission scheme, still bother us. We need to develop more scalable and more
efficient techniques for DDM.

We propose a new DDM system on Grid: ADMIRE. Combining dynamic ef-
ficient DDM techniques and Grid-based service system, ADMIRE defines a new
DDM infrastructure to deal with large and complex real distributed data. The
purpose of this system is to develop efficient DDM algorithms that scale up large
distributed data sets, integrate efficient DDM algorithms and techniques, and
Grid-based distributed computing environment for extracting knowledge from
large amounts of large and complex real distributed data for research and com-
mercial application. The emphases of ADMIRE are easy, efficient and flexible,
which easy means the system is easy to use, easy to extend, efficient means
the system can mine the knowledge from data in high performance, and flexi-
ble means the system can deal with very large, heterogeneous distributed and
complex data.

Contributions. This paper makes the following contributions:

— Provide a brief overview of DDM issues

— Describe a new DDM system that is easy to use, easy to extend and is flexible
to facilitate seamless integration of distributed resources to deal with very
large, heterogeneous distributed and complex data

The rest of this paper is organized as follows. DDM challenges will be dis-
cussed in the next section. Main DDM techniques will be presented and discussed
in section 3. In section 4, the structure of ADMIRE will be shown. The paper
ends with a short conclusion in section 5.



2 Challenges of DDM

In order to improve the performance of DDM technology and applications, and
find pracical solution of DDM system, we discuss main challenges of DDM in
this section.

2.1 Distributed data

One of the main challenges of DDM is that distributed data is heterogeneous,
complex and noisy. It’s hard to deal with heterogeneous and complex data. Data
in DDM can be divided into two categories: homogeneous and heterogeneous.
In homogeneous DDM, the databases located at different sites have the same
attributes and in the same format, while in heterogeneous DDM, the attributes
at each site are different or in different format. Heterogeneous data is more
complex than homogeneous data for DDM tasks.

Most studies on DDM assume that local databases are homogeneous. So
many DDM algorithms only deal with homogeneous data. If the local databases
are heterogeneous, we need to adopt different techniques to deal with them.
Integrating local models of heterogeneous data is hard for many data mining
tasks. Therefore, developing DDM algorithms that can handle heterogeneous
data is becoming increasingly important.

Many real data are high dimensional, high dense, non static, unbalanced.
Increasingly complex data sources, structures, and types (like natural language
text, images, time series, continuous data streams, multi-relational and object
data types etc.) are emerging. It requires the development of new methodologies,
algorithms, tools, and services to mine such complex data. One solution for
managing the complex data for DDM is to unify different data. For example, we
can use XML to present complex data.

Sometimes, complexity of data rests with noise in the data. Real world data is
dirty and noisy. In a large database, many of the attribute values will be inexact
or incorrect, or there are some missing attributes and missing attribute values.
Data noise may affect DDM results, so high quality data for DDM is needed.
One solution is data preprocessing such as data cleaning, data transformation,
data reduction.

2.2 Data privacy

We should consider data privacy and security when we use DDM technology
to identify patterns and trends from large quantities of data. Privacy plays an
important role in DDM. Data privacy in DDM assumes the data is distributed
between two or more sites, and these sites cooperate to learn the global data
mining results without revealing the data at their individual sites.

One of the earliest discussions about privacy in the context of data mining
can be found in [1]. Survey [2] provides a detailed literature for privacy preserv-
ing data mining. The work in [3] proposes a paradigm for clustering distributed
privacy sensitive data in an unsupervised or a semi-supervised scenario. Several



other distributed algorithms, e.g., the meta-learning approach [4], the Fourier
spectrum-based decision tree integration approach [5], and the collective princi-
pal component analysis-based clustering algorithm [6], are also potentially suit-
able for privacy preserving mining from multi-party data. A distributed privacy-
preserving algorithm for Bayesian network parameter learning is reported in [7,
8]. The work in [9] explores the possibility of using multiplicative random pro-
jection matrices for privacy preserving distributed data mining.

2.3 Distributed environment

Distributed environment is the base of DDM system. DDM needs effective in-
frastructures for distributed large-scale and high-performance computing and
data processing. Various wired and wireless networks offer the distributed com-
puting environment. Recently, grid is considered as more and more important
distributed computing environment in DDM.

In centralized data mining, the main concern for the efficiency of a data
mining algorithm is its I/O and/or CPU time. In a distributed environment, the
communication cost should be considered, it may be a bottleneck in DDM [10,
11]. The cost of transferring large blocks of data may be prohibitive and result in
very inefficient implementations in DDM. For a slow network, the communication
cost will dominate the overall cost. The communication cost is determined by
the infrastructures of the distributed environment, the network bandwidth and
the number of messages that are sent across the network. In order to reduce
the communication cost, many DDM methods are used to minimize the number
of messages sent. Some methods also attempt to load-balance across sites to
prevent performance from being dominated by the time and space usage of any
individual site. We consider that one important method is to choose a suitable
distributed infrastructures and computing service. The distributed computation
infrastructure of grid is very suitable for DDM. Grid can provide an effective
computational support for DDM applications.

A grid is a geographically distributed computation infrastructure composed
of a set of heterogeneous machines that users can access via a single interface.
A grid environment provides high performance computing facilities and trans-
parent access to them in spite of their remote location, different administrative
domains and hardware and software heterogeneous characteristics. Grid com-
puting provides a novel distributed environment, computational model, and un-
precedented opportunities for unlimited computing and storage resources. It’s
distinguished from conventional distributed computing by its focus on large-scale
resource sharing, innovative applications, and, in some cases, high-performance
orientation. Grids can be used as effective infrastructures for distributed high-
performance computing and data processing [12].

DDM on grid, although is a fairly new research topic, has been very active in
data mining community. There are some applications of grid for data mining such
as [13,14]. The main disadvantage of grid is that grid software and standards
are still evolving. The development of DDM on gird isn’t easy.



Peer-to-peer (or abbreviated P2P)architecture is a type of network in which
each workstation has equivalent capabilities and responsibilities. This differs
from client/server architectures. Generally, P2P networks are used for sharing
files, but a P2P network can also mean Grid Computing. Techniques and appli-
cations of P2P for DDM can be found in [15].

The primary disadvantage of P2P is the tendency of computers at the edge
of the network to fade in and out of availability. Also, accountability for the
actions of network participants could be a difficult problem. Several high-profile
implementations have shown that architecture, security, and systems manage-
ment issues are difficult to control. For these reasons, system managers often
prefer to operate P2P systems as separate isolated entities. But, doing so is
often impossible for practical applications.

2.4 Distributed algorithm

Distributed algorithm is the core of DDM. We should consider above challenges
when a distributed algorithm is designed. Efficient distributed algorithms and
techniques need to be developed to deal with distributed data mining tasks
and facilitate seamless integration of distributed resources for complex problem
solving.

Most DDM algorithms are developed to mine distributed data in each site,
and produce one local model per site. Subsequently all local models are ag-
gregated to produce the global model. Many DDM algorithms for distributed
association rule mining [16-18, 15, 19], distributed classification [20,21] and dis-
tributed clustering [22-24, 3, 25] etc. have been presented in literatures.

Many existing DDM algorithms have their limitations, they can be efficient
only for some specific cases. They suffer from huge, heterogeneous, high dimen-
sional, high dense, noisy and complex data. So development of efficient dis-
tributed algorithms is always a main challenge for DDM.

3 DDM techniques

The increasing demand to scale up to massive data sets inherently distributed
over a network with limited bandwidth and computational resources available
motivated the development of the techniques of DDM. A number of approaches
and techniques have been proposed in literatures. The books [26] and the survey
[27] introduce the state-of-art techniques of DDM.

Some data mining techniques can be used to adapt DDM. Bayesian methods
were developed in the framework of statistics for many years. Last ten years,
they were applied in the problems of data mining. Bayesian methods in DDM
are reported in [28, 29]. Decision tree is well-known in data mining. Decision tree
technique has been used in DDM [30, 31]. Some statistical techniques such as
bagging [32], boosting [33] and stckining [34] etc. could be extended to combine
local models in a distributed environment. The techniques such as Multi-agent



Systems, ensemble learning, similarity-based [35, 36] and collective data mining
[26, 10, 29] are presented in DDM literatures.

In this section, we mainly present the DDM techniques based on Multi-agent
Systems and ensemble learning.

3.1 Agent-based

Multi-agent Systems (MAS) is the emerging subfield of artificial intelligence that
aims to provide both principles for construction of complex systems involving
multiple agents and mechanisms for coordination of independent agents’ behav-
iors. MAS is fundamentally designed for collaborative problem solving in dis-
tributed environments. An agent-based data mining system is a natural choice
for mining large sets of inherently distributed data. Many DDM systems such as
PADMA [37], BODHI [38] and JAM [4], are based on multi-agent techniques.

The resource-constrained distributed environments of DDM and the need for
collaborative approach to solve many of the problems in this domain make multi-
agent systems-architecture an ideal candidate for application development. The
power of multi-agent-systems can be further enhanced by integrating efficient
data mining capabilities and DDM algorithms may offer a better choice for
multi-agent systems since they are designed to deal with distributed systems.

Agents in MAS need to be pro-active and autonomous. Agents perceive their
environment, dynamically reason out actions based on conditions, and interact
with each other. In some applications the knowledge of the agents that guide
reasoning and action depend on the existing domain theory. However, in many
complex domains this knowledge is a result of the outcome of empirical data
analysis in addition to pre-existing domain knowledge. Scalable analysis of data
may require advanced data mining for detecting hidden patterns, constructing
predictive models, and identifying outliers, among others. In a multi-agent sys-
tem this knowledge is usually collective. This collective intelligence of a multi-
agent system must be developed by distributed domain knowledge and analysis
of distributed data observed by different agents. Such distributed data analysis
may be a non-trivial problem when the underlying task is not completely de-
composable and computing resources are constrained by several factors such as
limited power supply, poor bandwidth connection, and privacy sensitive multi-
party data, among others.

Survey [39] offers a perspective on DDM algorithms in the context of MAS.
It discusses broadly the connection between DDM and MAS. [40] reviews promi-
nent approaches in the literature and presents a novel scheme for agent-based
distributed data clustering.

3.2 Ensemble learning

There are two main advantages of DDM using ensembles. The first advantage
can be obviously seen when the local model is much smaller than the local data:
sending only the model thus reduces the load on the network and the network
bandwidth requirement. The second one is that sharing only the model, instead



of the data, gains reasonable security for some organizations since it overcomes
issues of privacy.

Bagging [32], boosting [33] and stckining [34] have been applied for DDM.
Meta-learning is one of the most important approach of ensemble learning, it is
particularly suitable for distributed data mining applications [41].

Meta-learning is a general method that facilitates the combining of models
computed independently by the various machine learning programs and supports
the scaling of large data mining applications.

Meta-learning is an approach for classification. With meta-learning, an en-
semble of classifiers is used to get a global classifier from large and inherently
distributed databases. The main idea of meta-learning is to execute a number
of concept learning processes on a number of data subsets in parallel, and then
to combine their collective results through another phase of learning. Initially,
each concept learning task, also called base learner, computes a concept or base
classifier that models its underlying data subset or training set. Next, a sepa-
rate concept learning task, called meta learner, combines these independently
computed base classifiers into a higher level concept or classifier, called meta
classifier, by learning from a meta-level training set. This meta-level training
set is basically composed from the predictions of the individual base-classifiers
when tested against a separate subset of the training data, also called validation
set. From their predictions, the meta-learner detects the properties, the behav-
ior and performance of the base-classifiers and computes a meta-classifier that
models the global data set. Meta-learning is scalable as well as portable and ex-
tensible, and amenable to direct execution in network computing environments.
Distributed meta-learning techniques have been developed [41,4]. Each site de-
velops a classifier independently, these are used in concert to produce the global
classifier results.

4 ADMIRE systems

Facing the challenges of DDM and rethinking the DDM techniques, we pro-
pose a new DDM system on Grid: ADMIRE. Combining dynamic efficient DDM
techniques and Grid-based service system, ADMIRE defines a new DDM infras-
tructure on real-world large applications. There are three layers in ADMIRE:
application layer, DDM layer and Grid layer (see figure 1). This system aims
at the DDM problems in application such as large real data, heterogeneous
data, complex data etc. DDM is a complex process to extract and discover
global knowledge from distributed data sets. In order to achieve DDM tasks, we
combine DDM techniques and distributed environment to implement ADMIRE
system that is easy to use, easy to extend and well flexible.
The main features of ADMIRE system include:

— Providing dynamic, scalable and flexible DDM algorithms for extracting
knowledge efficiently. We use various specific algorithms or approaches for
the same task, because many algorithms or approaches may exert efficient
performance on specific data (particular in size, density, and type etc.) and
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Fig. 1. The structure of ADMIRE.

on different characteristics of each site.

— Focussing on the applications of real world data that are heterogeneous, high

dimensional.

— Providing data preprocessing such as data analysis, distributing data at dif-
ferent sites, data cleaning, data transformation and data reduction.

— Based on Grid or P2P computing environment.

— Implemented in Java. Data is in XML format. With XML and Java, a DDM
system is more easy to unify complex data and computing environment. Java

ensures more security in DDM application.

4.1 DDM layer

The core of ADMIRE system is DDM layer. This layer outfits efficient DDM
techniques and algorithms to deal with very large, heterogeneous distributed
and complex data. All DDM techniques and algorithms in ADMIRE system are
designed as plugins that are dynamic and flexible to be applied, swappable, and
easy to be extended. The aim of the layer is to facilitate seamless integration
of DDM algorithms, distributed data and distributed environment for complex
problem solving. This layer contains 3 modules: DDM preprocessing, DDM, Dy-

namic Evaluation and Optimization of Global model.




DDM preprocessing is a very important process for ADMIRE system. Data
preprocessing may facilitate DDM operations. It can ensure the quality of DDM
results and improve the performance of DDM. According to the need, the system
can preprocess data such as data cleaning, distributing data at different sites,
data transformation, data reduction, data density analysis, etc.

DDM module includes Choice of Algorithms, Local Data Mining and Integra-
tion. According to the analysis of data density and data characteristic, we should
choose one suitable efficient DDM algorithms and techniques, or a combination
of some DDM algorithms and techniques for various DDM tasks to produce one
local model per site. After local model has been produced at each site, all lo-
cal models are integrated to produce the global model. Many DDM algorithms
for distributed association rule mining, distributed classification and distributed
clustering etc. will be applied in this module. Local data mining systems must
adapt to work on local databases. In order to deal with heterogeneous, high
dimensional and complex data, we use the following strategies:

— For the same task, different algorithms will be used to deal with different
kind of data. Different algorithms and techniques may be used for different
sites when we deal with the same task depending on different characteristics
of each site. For example, there are lots of clustering algorithms, but most
of them is only suitable for one type of data. Maybe many different types of
data in the same or different sites for distributed data. Hence each site can
use one suitable clustering algorithm or combination of several clustering
algorithms.

— According to the application, we can unify some data mining tasks. For
example, if we need both clustering and association rule mining for huge
distributed transaction data, we can use some techniques to unify these two
tasks for avoiding large amounts of repetitious computing.

The module of Dynamic Evaluation and Optimization of Global model is
to identify and optimize dynamically the global patterns getting form DDM
module. This module can supervise, evaluate and modulate the DDM processing
and results.

Data privacy and security are considered in this layer when we use DDM
technology to extract patterns and trends from large quantities of data.

4.2 Grid layer

Grid layer provides an efficient distributed computational platform and service
for ADMIRE system.

4.3 Application layer

Application layer contains 3 modules: Application tools, System interface man-
agement and Knowledge Interpretation.

This layer is an user graphic interface to access the system to manage and
perform various tasks. For example, we can achieve the operations: Open, Save,



Save as, Print, Edit, Copy, Filter, and so on in the module of Application tools.
The module System interface management may help an user to manage dis-
tributed resource and operate DDM tasks such as preprocessing, distributed
classification, distributed association rule mining, distributed clustering. The
data, performance, results of DDM processing and knowledge may be repre-
sented in visualization.

There is a special module in ADMIRE system: Stream Service. This module
provides the data management service and task execution service. Data stream
and task stream run through the ADMIRE system, so we specify this special
module for management of data and task.

5 Conclusion

Even if many techniques and systems of DDM have been proposed, huge and
complex heterogeneous distributed data in the real world need us to develop
more scalable and more efficient techniques for DDM, and practical applications
of DDM require us to develop DDM system that is easy to use, easy to extend
and very flexible. In order to develop new scalable and efficient DDM approach,
this paper gives a brief overview of DDM issues and techniques. Furthermore, a
new DDM system on grid: ADMIRE, is presented.

Ongoing research focus in particular on development of DDM technique and
DDM system that can deal with huge, complex and heterogeneous distributed
real world data.
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