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Abstract

In a pervasive computing environment, users have many de-
vices that are used to initiate or answer remote service re-
quests, such as obtaining real-time stock quotes, handling
corporate e-mail, or accepting telephone calls. We envision
that in the future, many applications will be distributed, run-
ning across many of a user’s specialized pervasive devices
rather than on a single system. In this case, a user needs the
ability to “log into” the personal pervasive domain which
spans each of the pervasive devices representing this user.
In addition, the pervasive devices belonging to the user’s
pervasive domain must be able to represent this user to ex-
ternal services. We solve the problem of managing the au-
thorization for pervasive devices belonging to a user’s per-
sonal pervasive domain by introducing a central personal
authorization gateway that accompanies the user and al-
lows pervasive devices in the user’s pervasive domain to be
automatically configured and authorized.

1. Introduction

It is becoming increasingly common for individuals to op-
erate many devices that have the ability to connect to com-
munication networks. In particular, some individuals carry
many electronic devices such as personal digital assistants
(PDAs), laptop computers, wireless telephones, sensors [9],
or digital watches [5]. that can all be used to communicate
or access information over wireless or wireline communica-
tion networks. We call such devices that a user carries per-
vasive devices. In many cases, communication with these
pervasive devices needs to be done in a secure manner to en-
sure confidentiality and integrity of data, as well as to pro-
tect the services from unauthorized use.

This need for security places a great burden on users be-
cause they must provide authentication and authorization
credentials for each device used for secure communications.
The problem is compounded by the fact that many devices,

such as digital watches, do not have convenient user inter-
faces for entering credentials.

2. Pervasive Authentication Domains

Pervasive Authentication Domains allow pervasive devices
to be automatically authorized to represent a user by elim-
inating the need for multiple authentications and by allow-
ing pervasive devices to seamlessly and securely join the au-
thorization of their user. Authorization is restricted by secu-
rity assertions that protect users from abuse of stolen, lost,
copied, or otherwise compromised pervasive devices.

A Pervasive Authentication Domain consists of a device
for managing a user’s domain, called the Personal Authen-
tication Gateway, and the other pervasive devices which are
considered to be inside the domain. Device membership in
the Pervasive Authentication Domain is managed by the
Personal Authentication Gateway, and depends on factors
such as the proximity of the pervasive device to the gate-
way and the configuration of the domain.

The Personal Authentication Gateway is configured with
the user’s credentials for external services and a set of per-
vasive devices which are eligible for membership in the Per-
vasive Authentication Domain. When the user logs into the
Pervasive Authentication Domain, the domain will provide
credentials automatically to the other pervasive devices in
the domain when they need to communicate securely on be-
half of the user. This automatic authentication provides sig-
nificant benefit for users who have many pervasive devices
such as PDAs, wireless phones, and laptop computers.

The Personal Authentication Gateway is assumed to be
powerful enough to protect the contents stored in it through
power-on passwords and powerful enough to encrypt long-
term credentials. We protect long-term secrets in the gate-
way and only deliver short-term credentials derived from
these secrets to the less-protected pervasive devices. We
do not require the Personal Authentication Gateway to per-
form complex private and public key operations; rather we
assume short-term credentials are created from challenge-

1



response authentications based on symmetric secrets. The
pervasive devices are assumed to be computationally weak
and relatively insecure, so important features of our sys-
tem are that pervasive devices only receive short-term se-
crets and credentials are communicated between the gate-
way and the devices via lightweight protocols. The proto-
cols employ only symmetric encryption and hash computa-
tions on small data blocks coupled with infrequent creden-
tial updates, so they are computationally inexpensive.

2.1. Architecture

The Pervasive Authentication Domain consists of a Per-
sonal Authentication Gateway and a collection of pervasive
devices. The Personal Authentication Gateway is transpar-
ent to external parties and constitutes the security hub for
the domain. A pervasive device can request its security con-
figuration at boot-time from the gateway or the pervasive
devices can refresh their security configuration on demand.
The architecture of the Personal Authentication Gateway
and pervasive devices that implement the Pervasive Authen-
tication Domain is illustrated in Figure 1.

Pervasive devices that have membership in the domain
communicate with the Personal Authentication Gateway
and external services over networks which can be wire-
less, wireline, or through direct communication as in in-
frared. The Personal Authentication Gateway has a Token
Server component which responds to token requests from
Token Client components. Each pervasive device has a To-
ken Client component which obtains user authorization cre-
dentials when a client application on the pervasive device
needs to communicate with an external service. The Per-
sonal Authentication Gateway holds the user tokens in a
Token Store and stores the configuration in a Policy com-
ponent indicating the devices with membership in the do-
main and the circumstances under which the Token Server
will respond to a Token Client.

Personal Authentication
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Token Server
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Token
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Pervasive Device

Automatic
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1. Token Request

2. Token Response

Figure 1. Functional Block Diagram

There are three main scenarios in which a pervasive de-
vice obtains tokens from the Personal Authentication Gate-

way. The first of these scenarios is at power-on or boot time,
when the device pulls tokens from the gateway that enable
relatively long term communication among the various de-
vices in the domain. This scenario is similar to DHCP [2]
for network configuration.

The second scenario is pulling tokens on demand
to access an external service. This scenario is typi-
cally used to satisfy a challenge-response authentication
(e.g., CHAP [12]) from external services. Figure 2 illus-
trates this scenario, where a pervasive device tries to ac-
cess an external service and receives a challenge from
the service as part of a challenge-response authenti-
cation. Afterward, the pervasive device sends a Token
Request containing the challenge to the Personal Au-
thentication Gateway, which computes the response and
sends it back to the pervasive device as part of Token Re-
sponse. The pervasive device then sends the response
to the service and gains access, at which time the ser-
vice may choose to set a cookie [8], which will allow
repeated access for a limited time. In this way, the perva-
sive device gains access to a service on behalf of a user,
without knowing any long-term secrets that could be-
come compromised if the device is lost or stolen.
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Figure 2. Message Flow Example

The third scenario is a token push initiated by the Per-
sonal Authentication Gateway when a token or configura-
tion needs to be reset or when the profile of the device needs
to be changed. This scenario is similar to the other scenar-
ios, except that it is initiated by a broadcast from the gate-
way, which is then followed by the regular token pull model.
Because the pervasive device may not always be able to
communicate with the gateway, the token push scenario is
considered best-effort and unreliable.
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2.2. Automatic Pervasive Authorization

Registration. Before a pervasive device can participate in
a Pervasive Authentication Domain, it must be registered
with the domain. To register, the Token Client of a perva-
sive device sends a registration request to the Personal Au-
thentication Gateway, which can include the identification
of a particular domain (DomainID) that the device wants to
join; otherwise a default domain is assumed. The gateway
chooses a unique slave identification (SlaveID) for each per-
vasive device in a chosen domain. This unique identification
can be constructed in part from a unique hardware iden-
tification for the pervasive device. The gateway also com-
putes a slave secret (SlaveSecret) which is a SHA1 Secure
Hash [4] of a master key known only to the gateway, the
SlaveID, and the DomainID. The SlaveID, DomainID, and
SlaveSecret are communicated to the pervasive device with
the user’s permission, either with manual entry by the user
on the pervasive device, or using an automatic mechanism.

To provide automatic distribution of registration infor-
mation, we use a shared password to securely communi-
cate the information (SlaveID, DomainID, and SlaveSecret)
between the gateway and the pervasive device. This is ac-
complished by entering the same shared password at the
gateway and the target pervasive device at registration time.
Alternative mechanisms for communicating the values are
SSL links (protected by Client and Server certificate authen-
tication) between the pervasive device and the Personal Au-
thentication Gateway, or removable storage devices such as
a Universal Serial Bus memory stick.

Authorization Protocol. The authorization protocol
is started whenever a client application on a perva-
sive device needs to communicate with an external
access-controlled service on behalf of the user. The To-
ken Client determines its DomainIDs and corresponding
SlaveIDs and SlaveSecrets for the Pervasive Authentica-
tion Domains to which it belongs. These identifications
and secrets are obtained by the Token Client in the reg-
istration phases for each domain. The Token Client then
builds Token Request structures for each domain as de-
scribed later in this section.

After building the Token Request structures, the Token
Client broadcasts them, either using traditional broadcasts
techniques or using predefined destinations of Pervasive
Authentication Domains that can be set at registration time.
If no response is received, the Token Client tries additional
broadcasts until it receives a response or gives up, in which
case a failure message is returned to the client application.
Once a Token Response is received, the response is checked
for integrity and validity and the nonce is compared to the
nonce sent in the Token Request. If the response is valid,
the credential is extracted and given to the client applica-
tion, which can then access the external service on behalf of

the user.
The Token Server listens for Token Requests from To-

ken Clients, and checks incoming Token Requests for in-
tegrity and validity by decrypting and comparing SlaveID
and nonce fields. The Token Server retrieves the SlaveID
and the DomainID of the pervasive device which is included
in the Token Requests, and determines if the device is per-
mitted to receive tokens by consulting with the Policy com-
ponent and by determining if the user is logged into the do-
main. The Policy component allows tokens to be released if
DomainID in the Token Request matches the domain iden-
tification of the Token Server, if the SlaveID obtained from
the Token Request has been registered with the gateway for
the given DomainID, and if the pervasive device is deemed
to be authorized by the Personal Authentication Gateway
as described in Section 2.3. If tokens can be sent, they are
fetched by the Token Server from the Token Store, and a To-
ken Response is built and sent. If tokens cannot be sent, a
rejection message is sent to the Token Client.

Message Format and Protection. A Token Request struc-
ture, illustrated in Figure 3a contains the DomainID and
corresponding SlaveID for the pervasive devices in the do-
main. The SlaveID provides additional logical addressing
for several Automatic Token Clients sharing the same phys-
ical addressing. The DomainID distinguishes different do-
mains, such as a home domain or an office domain.
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Slave ID

Nonce 128 Bit
Slave ID

Message: Type=Req

Un-
protected

only GW
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content

a) Request Structure b) Response Structure
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ID, Slave ID, Master)

Slave ID
Nonce 128 Bit

Slave ID
Message Type=Res

Networking Header
(Addressed)

Tokens & Checksum

demux

only GW
and Slave
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contentTokenReq

Parameters

Figure 3. Message Formats

A 128-bit nonce field, Nonce128bit, is randomly gen-
erated by the pervasive device and included in the Token
Request to help protect against Token Request replay at-
tacks. A Message Type identifier which describes the type
of the message (e.g., a Token Request), the token request
parameters which include information needed to obtain the
token (integrity checksums, the challenge from a challenge-
response, etc.), the SlaveID, and the nonce are encrypted us-
ing a symmetric cryptographic encryption algorithm (e.g.,
Triple-DES in CBC mode) with the result of the encryption
also included in the Token Request. The DES encryption
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key is the SlaveSecret corresponding to the SlaveID which
is obtained securely at registration time as a secure hash
(e.g., SHA1) of the SlaveID, DomainID and a master key
known to the gateway. The DES encryption allows the Per-
sonal Authentication Gateway to be sure that the Token Re-
quest is from the Pervasive Device to which the SlaveSecret
is known. The nonce field is used in the Token Response so
that the Token Client can verify that the Token Response is
valid. Because the nonce field is encrypted by secrets known
only to the pervasive device and the Personal Authentication
Gateway, receiving a Token Response with a nonce repeat-
ing a nonce from a Token Request implies an association be-
tween the Token Request and Token Response. The encryp-
tion ensures that only the Personal Authentication Gateway
can read the nonce and the message type, and it provides an
integrity-protected copy of the SlaveID.

A Token Request is validated at the Personal Authentica-
tion Gateway by first checking the Policy component to see
if the Token Server is authorized to distribution tokens to a
Token Client with the SlaveID and DomainID listed in the
Token Request. If so, the Token Server decrypts the DES-
encrypted portion of the Token Request using the SlaveSe-
cret DES key established at registration time revealing the
decrypted Nonce128bit field, SlaveID field, and Message
Type field. The SlaveSecret can be stored by the Token
Server, or recomputed on the fly from the master key, Do-
mainID, and SlaveID. The Token Server verifies that the de-
crypted SlaveID matches the unprotected SlaveID, and that
the Message Type field indicates a Token Request. If the To-
ken Server has tokens for SlaveID and DomainID in the To-
ken Store, then the Token Request is valid.

A Token Response structure is illustrated in Figure 3b.
The Token Response includes the SlaveID of the Token
Client that issued the corresponding Token Request. It also
includes the message type in the Message Type field (e.g.,
Token Response), and a Tokens&Checksum field which
contains the authentication tokens and checksums for in-
tegrity. The Nonce128bit field containing the nonce from
the Token Request, the SlaveID, the Message Type, and
the Tokens&Checksum field are encrypted by the Token
Server with triple-DES encryption keyed with the SlaveSe-
cret established at registration. The DES encryption allows
the Pervasive Authentication Gateway to ensure that unpro-
tected and encrypted SlaveID fields match the pervasive de-
vice that can decrypt the tokens and protects the Tokens and
Checksum from disclosure against other devices. Since the
pervasive devices could be relatively insecure compared to
the Personal Authentication Gateway, the tokens are pro-
tected with cookie-like [8] mechanisms to control which to-
ken to send to which service, the token validity period, and
the token persistence (e.g. erased at reboot).

A Token Response is validated by the Token Client by
first checking that the SlaveID field in the Token Client

matches a SlaveID of the Token Client. If so, the To-
ken Client decrypts the DES-encrypted portion of the To-
ken Response using the SlaveSecret DES key it obtained
when the pervasive device registered with the Personal Au-
thentication Gateway. The decrypted and the unprotected
SlaveID fields are compared and if they match, the de-
crypted Message Type field is checked to see that this is
a Token Response message. Next, the Token Client veri-
fies that the decrypted nonce field matches the nonce it sent
in a corresponding Token Request, and the Token Client
computes checksums for the tokens returned in the To-
kens&Checksum field, comparing them with the checksums
in the field. If all of these checks succeed, the Token Re-
sponse is valid.

2.3. Security Model

The security model describes boundary conditions required
by the system to meet security goals. With access control
systems as ours, a general goal is that access should be
granted only to such devices that are authorized by their
user. Hence, we proceed by describing what authorizes a de-
vice to represent its user when accessing remote services or
responding to remote service requests.

Authorization Domain Model. A pervasive device is autho-
rized to represent a user, if it resides in the authorization do-
main of its user. The authorization domain of a user is rep-
resented by the intersection of three domains: (1) the con-
figuration domain of a user, being spanned by all devices
that are configured through a registration procedure to rep-
resent a user, i.e., share a secret with the authentication gate-
way; (2) the environmental domain of a user, being defined
by a distance requirement based on a distance metric around
the user’s physical location; the distance could be derived
by the gateway by measuring the signal strength of wireless
communications or by using GPS [10]; and (3) the integrity
domain of a user, being defined by acceptable integrity mea-
sures for a device, e.g., supported by TCG-based [1] hard-
ware and attestation of a pervasive device’s integrity status.

Whether an authorized device can represent a user de-
pends also on the availability of the Personal Authentication
Gateway that enables a device by providing tokens to exer-
cise its authority. In particular, credentials held by pervasive
devices expire after a short time. Therefore long-term cre-
dential revocation is not necessary for pervasive devices that
are distrusted, misplaced, or stolen. While the Personal Au-
thentication Gateway offers a single point of attack, at the
same time it is much better equipped to withstand attacks
than the pervasive devices. A successful gateway attack will
require the user to reset all long-term credentials that may
have been disclosed by the gateway. Finally, a foreign per-
vasive device gaining knowledge of a valid slave secret will
be able to obtain short-term credentials from the gateway
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as long as it is within the physical boundaries of the do-
main (e.g. close enough based on wireless signal strength).
Once TPM becomes available for pervasive devices, this at-
tack can be countered by using secure TPM identities. If a
slave secret is suspected to be compromised, a user can re-
set the pervasive device by deactivating the old SlaveID and
registering a new SlaveID, thereby receiving a new slave se-
cret; no long-term credentials or passwords need to be reset.

3. Related Work

Existing solutions offer some of the desirable qualities of
Pervasive Authentication Domains. For example, user cre-
dentials can be protected if a device is lost or stolen as long
as the user credential has limited time validity, or is not
cached by the device. However, this implies that the user
would need to frequently provide credentials to the device.

There are many solutions for exchanging data from
one device to another that could be used to share creden-
tials between pervasive devices. Such solutions include
TCP/IP over wireless or PDA infrared hot-syncing proto-
cols, among others. These solutions, however, do not se-
curely authenticate the devices. In PDA hot-syncing for
example, the only authentication used is the name of the de-
vice, which can easily be determined and forged.

The Security Assertion Markup Language (SAML [11])
is an XML-based [13] security standard for exchanging au-
thentication and authorization information that is likely to
be used to encode information that is exchanged between
servers and merchants or clients. SAML offers one possi-
bility for encoding information exchanged between the Per-
sonal Authentication Gateway and pervasive devices.

Kerberos [7] allows client applications the ability to have
automated, repeated authentication to a particular service
through the use of the Kerberos ticket. Our architecture
makes use of Kerberos and allows pervasive devices to store
and use a Kerberos ticket while retaining the long-term
client secret only in the Personal Authentication Gateway
and the Kerberos server. See Itoi [6] for such a system where
the long-term client secret is stored in a secure co-processor.

There are also systems like Dynamic Host Configuration
Protocol (DHCP) [2, 3] in which one device provides in-
formation that another device needs to gain access to a net-
work. In DHCP, a DHCP server provides an Internet Pro-
tocol address, an address for a network gateway, and ad-
dresses for Domain Name Service machines to a DHCP
client computer. The DHCP client computer uses these ad-
dresses to gain access to the network such that the needed
information does not need to be manually configured on the
DHCP client. However, the DHCP system does not address
distribution of user credentials and cannot protect against
disclosure of the information it provides to the client.

4. Conclusions

We have presented a security architecture for pervasive
environments that allows multiple pervasive devices to par-
ticipate in a Pervasive Authentication Domain, enabling
them to represent the domain user. We use short-term cre-
dentials for pervasive devices, keeping long-term secrets
manageable and secure inside the gateway. We enable com-
putationally weak pervasive devices to represent the user by
distributing short-term credentials to them with a computa-
tionally lightweight protocol. By sharing credentials auto-
matically among multiple pervasive devices, we eliminate
the static relationship between services and devices, allow-
ing services to be distributed to devices on demand.

As a future enhancement, TCG-based attestation [1]
could enable the Personal Authentication Gateway to ver-
ify a pervasive device’s integrity state before distributing se-
curity configuration that allows it to represent the user. An-
other enhancement would be to integrate the configuration
and token requests into the DHCP protocol. In this case,
the same device would be used as a DHCP server and a
Personal Authentication Gateway for configuring both net-
working and security of the pervasive devices.
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