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Formal Verification of Partial Good Self-Test
Fencing Structures

Adrian E. Seigler, Gary A.

Abstract— The concept of applying partial fencing to logic
built-in self test (LBIST) hardware structures for the purpose of
using partially good chips is well known in the chp design
industry. Deceptively difficult though is the taskof verifying that
any particular implementation of partial fencing logic actually
provides the desired behavior of blocking down-str@am impact of
all signals from fenced interfaces, and also ensug that the
partial fencing does not inadvertently preclude anycommon logic
from being fully tested.

In this paper we discuss a case study for a verifition method
which exploits the power of formal verification toprove that any
given partial fencing design satisfies all behaviat expectations.
We describe the details of the verification methoénd discuss the
benefits of using this approach versus using traditnal simulation
methods. We also discuss the testbenches created @@t of
applying this new method. Furthermore, we discusshe formal
verification algorithms that were employed during gplication of
the method along with the tuning that was done tor@ble efficient
completion of the verification tasks at hand.

|I. INTRODUCTION

Index Terms— fencing, formal verification, self test
Logic Built-In Self Test (LBIST) [1],[2] is an inhent part
of today's chip design and fabrication process.hVttite
increasing density of chip die,
implement multiple self contained units, cores weresystems
within a single physical chip boundary. The mostrpinent
example in the industry is multiple processor canes single
CPU chip [3]. Such an example is shown in Figur&He so-
called common logic in the figure comprises eletmemared
by the cores such as cache and logic for main@gisiystem
coherency. With chips of this nature, running LBISH the
entire chip is adequate to ascertain whether thelevtlie is
functional. However, to enable the use of a pdytigbod
chip[4] (such as a case where one or more coredaanaged
and all the damage is contained within the bouedaoif the
damaged cores), the design must implement the porafe
partial LBIST [5] fencing.

Partial LBIST fencing allows for self contained aseof a
chip to be electrically isolated from the remaindéthe chip
in cases where such areas are damaged. In thisemaan
procedure is employed such that if the LBIST of drgire

Manuscript received May 8, 2007.
Adrian E. Seigler, Gary A. Van Huben, and Hari Monyall from IBM
Corporation.

Van Huben, and Hari Mony

chip indicates damage, then partial fences can ds o
electrically quarantine the affected regions. Ph#dial LBIST
signatures will be repeatable assuming that theaireger of
the chip is functional and that the partial fenciagoroperly
implemented.

[ corer | [ corez |

[ common Locic ]

[ cores | [ cores |

Fig. 1. Multiple core phiith common logic.

Since the risk exists that the interfaces conngctime
damaged regions to the remainder of the chip aetredally
unpredictable, it is imperative that the partiahdeg be
implemented correctly. Otherwise, a single missfegcing
gate on an interface signal could result in unpmtedie
signatures. This would in turn result in perfeatbable partial
good chips being discarded in the fabrication psece

There are several challenges in developing a rangeasy
to use methodology for verifying partial LBIST féemg. The
methodology has to scale to be applied on mulgple chips
with hundreds of millions of gates. This placegrieons on
the tools that can be used and the algorithms ¢hat be

it's now routine taapplied. Moreover, the methodology should not ddpen

having knowledge of the specific LBIST sequencesdusn
the chip. Finally, the methodology should elimin#te need
for verification engineers to spend significant dinwriting
drivers and assertions, yet provide full coverafjghe design
to be tested.

The need for scalability, portability, and full emage make
traditional approaches like simulation [6] unattiee for the
purpose of verifying partial LBIST fencing. It haBeady been
shown that proper combination of formal and semintl
algorithms can enable large-scale pervasive logitfigation
[7] using formal reasoning. Note however that priark in
this area does not cover verification of partetding. With
these motivating factors in mind, a new and vastlperior
methodology was developed and applied to an IBMerzeS
multi-core chip, The description and results ofsthew
approach are discussed here as we present a higfiolsnated,
scalable, reusable, and flexible methodology thatfopms
functional formal verification using sequential elence
checking to verify partial LBIST fencing.
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II. METHOD CONCEPTS

A. Verification using Sequential Equivalence Checking

We selected the IBM semi-formal and formal verifioa
tool SixthSense [8] as our primary tool for verdion. It has
already been shown that SixthSense is highly skalaith
ability to verify designs with more than 100,008tstelements
in the cone of influence. SixthSense providesotariways to
abstract the design, includifgiackboxing, which is essential
to enable application of our methodology on chigele
models. Moreover, SixthSense provides a wide waradt
transformation algorithms for iterative simplifigat as well as
verification algorithms for falsification and praof

To ensure portability and a high degree of autanatour
methodology uses sequential equivalence checkijgtd9
perform verification of partial LBIST fencing. Therification
objective is to ensure that all interface signaiemf the
damaged portions of the chip are properly fenc&d. set up
the sequential equivalence checking run, we fiestetbp two
models of the design. Model 1 includes the origof@sign
with all the fence and interface signals drivenato inactive
state. Model 2 includes the original design with fehce
signals driven to an active state and all interfsigeals driven
to non-deterministic values. In a typical sequémtuivalence
checking run, the outputs of the two designs aeclobd for
equivalence. Since we needed to ensure that paBEST
fencing worked properly, we configured the equinake
checking run to check the Multiple Input SignatiRegisters
(MISR) [2] within the LBIST portion of the designoif
equivalence. In effect, the MISR is the outputBIST as it
contains the resulting signature from self-test.

There are several advantages in using sequentialadence
checking for partial LBIST verification. First odll, no
dedicated manual effort is required to create thdehor write
assertions Secondly, there is no need for complnkvers

representing input assumptionghird, it ensures portability ;

operation is such that all fence and interfaceadgyare driven
to an inactive state (i.e. a logical “0” assumirasifive active
logic), this means that a “1” received by the sectaich will

subsequently be propagated into the MISR. Howesiace the
same MISR bit is guaranteed to be “0” in Model 2 da the
fact that the fence bit is always active in Modeltlze two

models would therefore not be equivalent. The mismis not
the result of an improperly implemented fence, utdue

solely to the scan-chain inversion. Note that thyipe of

mismatch can occur only when the system is in soade,

thus causing the multiplexer in Figure 2 to setmetn signal S
instead of data signal D.

In the design used in this case study, the desigierutest
(DUT) contained no scan chain inversions. Nonetigl¢he
general method described here is equipped to hastie
chain inversions. This can be done for example &ipngua
scan-chain traversal program to identify all inrggtlatches in
the scan chain and then creating a scan inputidedist that
would be used by SixthSense to ensure that theispais to
all the inverting latches are always driven to aactive state.
Note that by overriding scan inputs, the potenégists to
mask bugs in the implementation of the partial LBf8ncing
logic. To avoid such problems, we propose to mase of
ternary (0,1,X)-logic [10]. More specifically, pri to
executing any scan input overrides, we drive X ealto all
interface signals and make use of SixthSense matgmode
to check whether it is possible to bleed X staieto the
Model 2 MISR. If such bleeding exists, the desigm(s)
causing the bleeding must first be fixed beforecpadling to
override any scan inputs.

C. Over fencing

The intended use of partial fences is to ensureithexface
signals from partial good interfaces do not blesd MISRs.
This is illustrated in the upper portion of FigBewhere the

the only project specific items are identificatiofinterface  Anp gate in the top of the figure serves to blok interface

and fence signals and the MISR registers for clmecki

equivalence. Finally, equivalence checking algomghmay be
tuned for high scalability [11].

B. False Failuresdueto Scan Chain Inversions

It is important to understand that if inversionsainy of the
latches comprising any of the MISR scan chainsadimved,
then it is possible for the equivalence check diesdrearlier
to produce false failures. Figure 2 illustrates emample of
how this could occur.

Fig. 2. Example of scan chain inversising master-slave latches

The shaded inverter in the scan path will haveefffiect of
causing a “0” from the first latch to be receivesdaa“1l” on the
scan input of the second latch. Since the Modelatlanof

signal from being propagated downstream into settpldagic

and the MISR. However, in an improperly implemented

design, it is possible for over fencing to existtsthat a fence
signal also blocks common logic from impacting deteam

logic. Figure 3 shows such an over fencing situatibere the
same fence signal that is used to properly bloek ghrtial

good interface signal is also used to block comiongit (via

the AND gate in the bottom of the figure).

Sequential
Logic

Fig. 3.. Over fencing sceoari

The result of over fencing is that it prevents -$e#t of
common logic, thus allowing for the possibility thany
hardware faults that might exist in common logidl vgo
undetected. So, although MISR signatures wouldepeatable



FMCADO7 Paper #60

in circumstances where there is over fencing, therail self-
test behavior is not the desired behavior. Suclesagd flaw
would not easily be found using traditional validatmethods
like simulation, but would be quickly found usindet
equivalence check based verification method useHisncase
study. Note that if a design contains over fendiugs, the
ternary check for X-state propagation describetlezds not

sufficient to detect this.

A. Method Seps
The method steps are as follows. Since there nergcan

. METHOD DESCRIPTION

is worthwhile to note here that in addition to thélt-in
equivalence checking of outputs or selected interna
signals, the SixthSense equivalence check mode also
provides the ability for users to implement andt tes
customized assertions on either model. Exploititig
capability provides the method with a means to kand
potentially false failures that can be producednfrthe
equivalence check when there are scan chain iorersi
since any failures on the Model 2 X-state asserdi@n
accepted to be design problems and must be rektifie

B. Advantages of the Method
There are several benefits to using the above-dbestcr

6, and 7 were not required. Nonetheless, all sfepghe

general method are documented here for completeness *

1.

Identify all partial good interfaces for the desighose
partial fencing structure is to be verified. Reifegrto
Fig. 1, the chosen interfaces would be the signals
connecting the cores to the common logic. For every
interface that connects a partial good componetit wi
common logic, identify the various control, addraess
data signals, along with their associated fenceadsy
Create a wrapper whose inputs and outputs are the
previously identified partial good interface signalrhe
wrapper schematic includes all common logic design
components, and excludes all partial good compaenent
Create Model 1 and Model 2 drivers. The Model 1
driver forces all fence and interface signals to an
inactive state. The Model 2 driver forces all fence
signals to an active state and the interface sigasg .
permitted to assume non-deterministic values.
Write an explicit assertion which checks for the
propagation of X-states into the Model 2 MISR. &lot
that this assertion is only meaningful for Model 2
because the partial good interface signals in Mddel
are always inactive and thus are never driven Mth
values.
Execute the equivalence check to test that the Mbde
MISR is equivalent to the Model 2 MISR. In parallel
execute checking of the Model 2 X-state assertfam
failures occur and there are no scan chain invessio
verification is complete. If failures occur with rszan
chain inversions, the failures are design problelihs. °
there are scan chain inversions, follow Steps 6 and
below to circumvent possible false failures. False
failures are indicated by the presence of an etprica
check fail but no fail on the Model 2 X-state atiser .
Generate a list of inverted latches in the scarncéiad
force scan inputs to these latches to the inastiate.
Rebuild models and rerun the equivalence check. Any
remaining failures are design problems. If no faitu
occur, verification is complete. .
As mentioned already, Step 4 is not required ifehe
are no scan chain inversions in the design. Howeter

approaches. These benefits include:

Proof of Correctness- Our method proves no missing
fences and no over fencing. Since it is not pcattio
exhaustively exercise all combinations of inputsl an
internal states via simulation in most real worgidns,
this precludes the possibility of obtaining profafs the
verification properties of interest using simulatio
Scalability - Verification complexity using our method
does not increase significantly with complexity siwe

of the DUT. Unlike simulation, the cost to setupda
execute this method is not influenced greatly leysize

of the design. This case study shows that applicaif

the method to composite models with more than a
million latches is indeed realizable and practical.
Attempting to verify the design in this case stuyng
simulation would have consumed considerably more
time and would have been inherently incomplete.

No knowledge of LBIST sequences required —
Despite the fact that the LBIST sequences used in
actual hardware are generally complex sequencés tha
require scanning, our method obviates the need to
develop complex drivers as well as the need to ga@na
and update drivers if and when LBIST sequences
change. In contrast, simulation often poses the fee
one to develop relatively complex testbenches @eor

to avoid driving invalid input vector combinatioasd

to ensure “interesting” and “corner case” scenaaies
tested. By using this formal verification basedhne,

all possible combinations of inputs allowed by the
testbench are automatically covered.

Setup is very easy Once the fence signals and partial
good interfaces have been identified (per Step thef
method), the verification setup can be auto-gerdrat
using scripts.

No need for complex assertions: -Equivalence
checking mode is already built into the SixthSetasd,

so there is no need to write explicit assertiongefy
correctness. The single explicit assertion to chieck
X-state propagation in Model 2 is trivial to implent.
Method supports any partial good self test structue

— The process for creating the composite testbénch
the same regardless of design implementation detail
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Even though it is possible for designs that consaian
chain inversions to initially produce false failsresuch
failures are easily identified and subsequentherfdd
out of the final verification results.

IV. VERIFICATION RESULTS

The proposed verification methodology was appliecamn
IBM z-Series multi-core chip. Due to the hieraretioature of
the design that was verified, the verification wasried out in
two parts — one part at the unit level, and theoffart at the
chip level. At the unit level, there were two prsser cores
sharing common logic. At the chip level, there wave units
instantiated on the chip with another set of comnmgyic
being shared by these two instances. To verify gheial
LBIST fencing, one only needs to analyze the comtogic
shared at the unit and chip levels. Before wet louit models,
we abstracted all the irrelevant logic using blamkbg. Our
application of the methodology was highly succdsagiwe
were able to identify a total of 6 design bugs.eAthese bugs
were fixed, we were able to prove that partial LBiféncing
worked properly. Table 1 summarizes the major igation
metrics for each of the two models tested.

TABLE 1
VERIFICATION SUMMARY
Verification Metric Core Level Model Chip Levelddel

# Inputs (thousands) 6.1 41
# Gates (millions) 2 24
# Registers (millions) 2.1 2.8
Run Time 639 sec 1654 sec
Peak Memory Usage 6.8 GB 16.7 GB
# Design Bugs Found 2 4

V. TUNING THE VERIFICATION RUNS

Our two primary challenges when tuning the Sixtls®en

sequential equivalence checking algorithms forfiation of

partial LBIST fencing were t@) find bugs in the design as fast 1
as possible an®), efficiently complete proofs of correctness.

To address both challenges we used H@V engine, a
sequential redundancy removal engine that useasame-

then-prove paradigm to identify and merge gates that are

sequentially redundant [11]. The first step is toesp
redundant gates using a variety of techniques sisckemi-
formal analysis, structural analysis, name compagsetc. A

speculative merge of the redundancy candidateshén t

performed to create the model to be equivalenceketk(the
“assume” step). Finally, proof analysis is perfodmen the
speculatively-reduced model to attempt to validdbe
correctness of redundancy candidates (the “praefi)s
It is well known that SAT-basebdounded model checking

(BMC) is one of the best approaches for falsifimati
However, we quickly realized that for the sizegh## designs
we were interested in verifying, SAT-based BMC glyicuns
out of steam. We decided to follow the approacfilaf and
applied SAT-based BMC on the speculatively-reducediel
for falsification. Speculative-merging enabled piere BMC
and we found all the bugs in the design using dpigroach.

However, LBIST sequences are very long and tylyidake
hundreds of cycles to update the MISRs makingraciically
impossible to develop a good level of confidenceualthe
design given a few hundred cycles of BMC. This esak
imperative that proofs of correctness be obtained.

The wide variety of synergistic transformation and
verification algorithms available in SixthSense e&vevery
useful in validating the correctness of redundacaydidates ;
Localization in particular was found to be veryeetive. The
SixthSense feature that proved most useful is tiltyato
identify causal redundancy assumptions that make proofs
difficult. This is a powerful feature as it enablatie
verification engineers to identify certain congstiai that the
design must satisfy to prove the validity of theusa
redundancy assumptions. By adding assertions ttkdbe the
satisfaction of the constraints, we were able gurg out
illegal driving of certain signals in the desigmddine-tune the
driver accordingly. Note that the only other way eeaild have
found the illegal driving would be through falsHiton
showing that the MISRs differ. Due to the largd fdépth,
even BMC on the speculatively-merged model was not
successful.

VI. CONCLUSION

The application of our partial fencing verificatiapproach
to an IBM z-Series multi-core chip provides soliddence of
ease of use, scalability, and flexibility of thethmdology. Six
design problems were found and resolved prior ittalrchip
release. These problems would have almost certaatlypeen
found via simulation, and would have hampered thiétyato
reliably identify and use partial good chips inlregstems.
We therefore advocate not only the continued usehisf
methodology going forward, but also strongly eneger the
continued exploration and application of formalifieation to
other non-trivial verification tasks .
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